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Evolution of Digital Health “—

Since 2010
Convergence of Technologies has continued
Growing Number of Hybrid (i.e., Medical-Information-Telecom)
Digital Health Systems

Information Medical
Technology Technology

Healthcare
Technologies
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Evolution of Digital Health "G

and the Impact on Provider Roles

0) Clinician’s direct observation and action
in diagnosis and treatment

Diagnostic
systems

1) Diagnosis and treatment by clinician
augmented by medical devices

Information
Processing

2) Diagnosis and treatment by clinician
further augmented by clinical decision
support systems and medical devices

Decision
Support
&
Expert
Systems

3) Diagnosis and treatment directly done
by expert & clinical decision support
systems and medical devices

Therapeutic
[Treatment
systems
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Evolution of Digital Health ——

Many traditional medical devices will be replaced by
Software-based “Smart” Medical Devices
Manufacturers are increasingly focused on software development

Data Processing Data Storage

4 /

A 7

Sensors Actuators
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Evolution of Digital Health "=

Managing the Evolution of Health Technologies 3 Processing
orage
Connected Devices Distributed
Discrete Devices @3 | Functions
“@ ‘ =
b 5
S

/5 . N Actuators
= u@ Sensors

12% 23% 50% 70-80%
networked networked networked? networked?
BENEFITS CHALLENGES
* centrally managed * increased complexity (requires systems
* increased capabilities (faster, support)
more reliable diagnosis & * multiple single-points-of-failure (SPoF)
treatment) * multiple vulnerabilities

* self-diagnostic
 self configuring
* self repairing
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Evolution of Digital Health "

The world of healthcare technology: : Changes (over most recent 30 years)

Increasingly Diverse Healthcare Delivery Modes & Venues

@ home

Telehealth
HmE
: = @ work
=
O E

@ school

pre— ‘ .
T =
”"";‘W‘ @ in town
&L
-m @ on-the-go

Accelerating due to
social & health changes
(e.g., COVID-19 virus)
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Evolution of Digital Health "

The changing world of healthcare technology
COVID-19 Has Accelerated Existing Trends

o

 moving toward telemedicine (legal impediments largely have been removed)
- technical capabilities (ability to diagnose & treat patients ) have increased and are
experiencing more widespread use
v improvements in remote monitoring & examination
v improvements in home treatment using new technologies
v improvements in robotics
- technical capabilities for device management (e.g., update, monitor logs, troubleshoot)

GLOBAL
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Evolution of Digital Health ™

Examples of technological advancements in healthcare

robotics

3D imaging & printing

telemedicine & remote monitoring

micro- and nano- technologies

individualized medicine (including use of genomics)

connected, systems-of-systems, and cloud-based solutions (including loMT, 5G)
clinical decision support (CDS) & expert systems

artificial intelligence (Al) & machine learning (ML)

U 0O 0 0O 0 0 0 D DO

augmented reality (AR)
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Evolution Digital Health TS

Demands an Evolution of CE Roles

With
New Technology

there is a need for
New Services & Tools

which in turn require support roles to have
New Knowledge, Skills and Abilities
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Evolution of Digital Health
New Clinical Engineering (CE) Roles = f(New Technology)

Clinical Engineering Roles are defined by the support requirements of medical technology

New Technology # Old Technology - New CE Roles # Old CE Roles

Points to make

@ Trends in technology
@ increasing convergence (i.e., medical, information & communications technologies)
@ increasing complexity ... growing number of Systems of Systems (SoS)
@ increasingly capable (smart & software-based)
@ Need for Evolution of Clinical Engineering Roles ...
i.e., What is roles are necessary to support selection, deployment, and support
@ focus on changing roles
(not necessarily the same as historical roles because the needs are changing)
@ continuous education required

GLOBAL
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Evolution of Digital Health "=

Challenges for Clinical Engineering based on Rapid Evolution of Digital Health

A
Capability &
Complexity Clinical Engi
- Trajectory
| Reset
|
|
| .
b . olutio”
.:ca\ Eng‘meef‘“g B
£ Clind
sectory o
Tra)e E >
Today Time 2k
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Evolution of Digital Health

The changing world of healthcare technology
COVID-19 Has Accelerated Existing Trends

Expert Technical Support for On-Site Technicians

TeleServices via Internet
Remote Diagnostics / Troubleshooting

Software Updates via Remote Access
Advanced Technical Support with Augmented Reality (AR)
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Evolution of Digital Health

The changing world of healthcare technology
COVID-19 Has Accelerated Existing Trends

PN

e

College &
University
Education

Operations &
Technical
Training

Conferences
for Professional
Development
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Evolution of Digital Health "
Summing up - Other Challenges

B Medical and Information Technology will continue to evolve in ways that blur lines

between our old ideas
v" when is a computer (or when is software) a medical device?
v" medical equipment manufacturers will primarily focus on software that will be hardware platform
agnostic
v' future of clinical data analysis and storage is in cloud

B Rapid technology innovations will place increasing burdens on
v regulators who are challenged to regulate effectively without stifling innovation
v healthcare organizations who are financially constrained but want new technology in order to
effectively compete for patients
v’ existing clinical engineering & information technology infrastructures that must collaborate, acquire
new tools and learn to prioritize in order to address greatest risks if they hope to support new
technologies (e.g., ITIL, vulnerability assessments, risk & security management)

GLOBAL
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Evolution of Digital Health
Summing Up

a Clinical Engineering & Information Technology Services need to take steps necessary to modify
their trajectory in a manner that better aligns and supports converging & evolving technologies

d redefine clinical engineering roles (originally defined decades ago) in a manner that reflects
how best to apply CE education, skills and experience to meet both today’s support needs and
future support needs

 better define education, skill, experience and certification requirements for the clinical
engineering professionals so the in position to fill new roles

0 develop guides and standards that define clinical engineering & information technology roles &
responsibilities in a manner that ensures seamless collaboration and support of increasingly
integrated, hybrid systems

2 identify key organizations (e.g., in U.S., it is ACCE, AAMI, HIMSS, CHIME) that have best
potential to facilitate necessary changes to technology support including developing underlying
stakeholder roles & relationships

GLOBAL
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Software as a Medical Device (SaMD):

Impact in Clinical Engineering
Ricardo Silva, PhD, CCE
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This presentation is based of “Software as a Medical Device
(SaMD): Clinical Evaluation” by the International Medical Device
Regulators Forum (2017).

Acknowledgement

ir . 2% IM DHF International Medical
ﬁ, 7 Device Regulators Forum
»
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* Software in a Medical Device (sometimes referred to as
“embedded” or “part of”);

* Software as a Medical Device (SaMD).

* Software intended to be used for one or more medical
purposes that perform these purposes without being
part of a hardware medical device.

. * SaMD may be run on a server, a workstation, a mobile
Med |Ca| platform, or other general purpose hardware platform.

Purpose
Software
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General

Principles

e “utilizes an algorithm (logic, set of rules, or model) that
operates on data input (digitized content) to produce an
output that is intended for medical purposes”

SaMD Algorithm
SaMD inputs f Algorithm, Inference \ SaMD outputs
4 _ N\ engipe_,
Patient data Equations, SaMD defined

(Lab results, Image :> Analysis cngme outputs
medical device data. Model based logic, etc. (Inform, Drive,
Physiological status, Diagnose, Treat)

Symptoms, etc.) p

Reference data,
Knowledge base,
Rules,

\ Criteria, etc. /

Figure 9 - SaMD Basic Programming Model
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State of Treat or Drive Clinical Inform Clinical —

Healthcare Diagnose Management | Management

Situation or

Condition Sa MD CategO ry

Critical v 1 Il

Serious [l 1 |

Non-Serious I | |

[ SaMD Types Landscape / Scope
|
<
® Type IV
3 o e e . =i
-
U
— Not
(&} B o e e eemcmme=massesassessss=essesassesessseseass
© = SaMD
Q (Part of
£ ¢ Not Medical
— % ...... ST PTE e SN ——— Device /
= . Embedded
In Medical
§ Device)
H
2
Retrieves ; Optimizes | Informs Treats/ ! Treats/ Closed Loop
Information ¢ Processes v Serious v Critical . Diagnoses * Diagnoses . Interventions
Organizes Informs Drives Drives o Drives Serious Treats/ No Clinical
ata Non-Serious Non-Serious Serious Sertous Critical o'("‘,"‘”f" Wntermediary
ritical

v

Functionality
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» “set of ongoing activities conducted in the assessment and
analysis of a SaMD’s clinical safety, effectiveness and
performance as intended by the manufacturer”

Clinical

Clinical Evaluation

Evaluation of
SaMD

Valid Clinical Association Analytical Validation Clinical Validation

Does use of your SaMD’s
Does Y SaMD correctly accurate, reliable, and precise
process input data to generate § utput data achieve your intended
accurate, reliable, and precise purpose in your target population

output data? in the context of clinical care?

Is there a valid clinical
association between your

SaMD output and your
SaMD’s targeted clinical
condition?

Figure 4- Clinical Evaluation Process

GLOBAL
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(Pre-Market) the manufacturer generates evidence of the
product’s accuracy, specificity, sensitivity, reliability, limitations,
and scope of use in the intended use environment with the
intended user and generates a SaMD definition statement.

SaMD N41 Clinical Evaluation

Clinical

Clinical Association Product Performance
between a SaMD outputand a Verify & Validate

C Clinical Condition Analytical / Ciinical
V a u a I O n Literature searches, Original Clinical Technical validation
Research, Professional Society Validation

Guidelines, Secondary Data Analysis, Accuracy Sensitivity,
Clinical Trials Reliability, Speclzef(izctzitg:, Odds
Precision...

/
Requirements, Design, Develop,
Deploy, Maintain, Retire
SaMD Realization and Use Processes

Planning, Risk Management, Documentation,
Configuration, Measurement, Qutsourcing

SaMD Lifecycle Support Processes
Personnel, Infrastructure, Work Environment

Leadership and Organizational Support

SaMD N23 Quality Management System

Figure 11 - SaMD Clinical Evaluation Landscape

GLOBAL
/2 5
globalcea.org S ALLIANCE"




Valid Clinical
Association

CAUSE

* Examples of existing evidence
 Literature searches
e Original clinical research

* Professional society
guidelines

* Examples of generating new E F F E C I

evidence " NS
S

* Secondary data analysis o

e Perform clinical trials




* SaMD has been tested in your target population and for your
intended use; and that

* Users can achieve clinically meaningful outcomes through
predictable and reliable use.

e Covid-19 Prediction with eXtreme Gradient Boosting Regressor

* https://globalce.org/index.php/GlobalCE/issue/current

Valid Clinical :

Association

.........
& A & A ar
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https://globalce.org/index.php/GlobalCE/issue/current

* Confirms and provides objective evidence that the software was
correctly constructed

* Demonstrates that (a) the software meets its specifications and (b) the
software specifications conform to user needs and intended uses.

* Analisis de Imagenes de Rayos X por Medio de Redes Neuronales Artificiales

e Ecuadorian Science Journal

Analytical /

Technical
Validation
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https://redib.org/Record/oai_revista5030-ecuadorian-science-journal

Clinical
Validation

* SaMD has been tested in your
target population and for
your intended use; and that

e Users can achieve clinically
meaningful outcomes
through predictable and
reliable use.

LFA SARS-CoV-2

Positive Negative Total
Positive 180 0 180 97.83% SENSITIVITY
Negative 4 487 491 100.00% SPECIFICITY
Total 184 487 671
PPV 100.00% 95% Cl 100.00% to 100.00%
NPV 99.19% 95% Cl 98.41% to 99.96%




SaMD Clinical
Evaluation Process

e Comparison of SaMD Clinical
Evaluation Process to Process
for Generating Clinical
Evidence for IVD Medical
Devices.




SaMD Lifecycle
( p O St_ m a r ket) — > Post Market Clinical Evaluation

SaMD Monitoring
Definition
Statement

Original

(® Valid Clinical Association
* User feedback, @ Analytical Validation

* Complaints, " o
. Adverse ‘ @ Clinical Validation

events, efc.

» Safety data,

Collect
Data

REPEAT
CYCLE

* Performance studies,

e Clinical evidence generation,
Analyze

Data

* new research publications, New Clinical

Evidence

d SaMD Output tO d C“nical » Enablement of new A .
condition functionality ppraise
4 » Disablement of Data

existing functionality

* Direct end-user feedback,

Figure 14 - Pathway for Continuous Learning - Use of Real World SaMD Performance Data in Ongoing SaMD Clinical
Evaluation

e Performance of the SaMD.




Wearable Devices & loMT

Headbands

— Sociometric badges

Camera clips

Bz

Smartwatches

X RN

Sensors embedded in clothing

/ﬂm@@f

Accelerometer
Altimeter

Digital camera
Electrocardiogram
Electromyograph
Electroencephalogram
Electrodermograph
Location GPS
Microphone
Oximeter
Bluetooth proximity
Pressure

Thermometer

[OMT SYSTEM COMPONENTS

K ) WE S Middleware Applications
QL]

;
Smart medical
devi ith ki
ey — & --"" — &f
&5 = NS a o
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E Na b | | ﬂg * These devices often run unsupported operating systems,
E nVi ronme nt have multiple vulnerabilities, and high-risk scores.

Use Case 2. Reducing Risk

Cloud
Enaypted and Secure

o

Citaros R 25% 20% 40%
il of all medical devices in the of all medical devices of all medical devices in the
v clinical ecosystem run on in the global clinical global clinical ecosystem run
legacy OS ecosystem run the a Windows OS*.
—r e (| unsupported Windows 7 OS
' i 4

Appiiatior
BackEnd | |
- "
/ PC Interface ' i - g
’ o R g

Controls

Drivers |

*Windows Server 2008/R2, Vista, 2003/R2, XP, 2000, 98, and older.

https://www.cynerio.com/blog/a-peek-into-our-webinar-3-ways-you-
havent-thought-of-for-using-automation-in-healthcare



https://www.cynerio.com/blog/a-peek-into-our-webinar-3-ways-you-havent-thought-of-for-using-automation-in-healthcare

Core Challenge:
Keeping track of loMT
devices in real time.

* Inventory discovery
* Ongoing monitoring
* Device location

Utilization and mitigating risk

Use Case |. Actionable Visibility :

Cynerio Dashboards

risks associated to them.

tive Inventory RisksPanel . Communications
Asset Type: 303)
\ = =] =" ﬁ%] ~— - C- [} —
0 b f = L £ S
AnsesthesiaMachine  BloodCosguiatinMeter  BloodGasAnalyzer ChemistryAnayzer ComsectivityEngie  CR  CR/OR or
1 3 2 1 54 3 4 17 1 1
> L4 -
e . & e ®f
w - =
DICOM Workstation Fasoroscopy Gateway Olucometer WematologyAnaiyzer  VPump  LiSServer Mamography I
21 10 10 44 24 422 1 2 153 1
= L =N =
- = . = = 0 -
Oumeter  PACSServer Point of Care Anaiyzer h Compute
1 169 35 14 2 140 2 5 67 4
= = @ Automatic discovery & categorization
q i of all the devices on the network, IV Pump
== Ao : 1
s Urinatyis A vorr XeRay seems to be the most popular devices on -
3 18 3 55 10 the network, with critical

1
1
S
1
1
)

https://www.cynerio.com/blog/a-peek-into-our-webinar-3-ways-you-
havent-thought-of-for-using-automation-in-healthcare
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* FDA Guidance on Medical Device Accessories (December 30,

Security 2016)

Figure 1—US Regulatory Guidance for Medical Device Cybersecurity

FDA guidance related to the design portion of the
medical device and medical device software.

k Part 11 ensures the inspectability of electronic records.
- It makes sure the electronic records and available for
<.l the defined retention period, just like paper records.

Medical Device Safety Action Plan
ET) FDA's intended steps to address medical device safety—consideration

to new pre-market authorities to requiremanufacturers to build security
updates and patches into a product’s design. Post-market disclosure
of cybervuinerabilities, and Software Bill of Materials mandate.

Pre-market  Medical Device

Safety Action Plan OO Pre and Post-Market Guidance

FDA recommendation and guidance for pre-market and post-market
medical device products, cybersecurity controls, and framework
o OO luding use of NIST fi ork for medical device manufacturers

A




Regulatory
Structure

* FDA — medical devices

* FCC— wireless spectrum

* OCR - HIPAA/HITECH

e FTC — Breach Notification Rule

* ONC —standard development
& coordination

e DEA — no controlled substances
without in-person exam

* Informed Consent

* Privacy & Security compliance

IT Security

The practice of
implementing effective
technical controls to protect
company assets

IT Compliance

The practice of meeting a third
party’'s regulatory or contractual
requirements
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"I am quickly becoming unemployable.

| have been unemployed for two months
and all these IT jobs ask for knowledge
of software | never heard of."
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Thank you!

Name: Ricardo Silva
Email: Rjsilvab@gmail.com
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"I am quickly becoming unemployable.

| have been unemployed for two months
and all these IT jobs ask for knowledge
of software | never heard of."
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A list of additional topic
webinars will be soon publisl

THANKYOU
for your participation
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