GDPR
CAUSE OR EFFECT?

EXECUTIVE SUMMARY
Many whitepapers have been written about
the “Ripple effect” of the General Data
Protection Regulation (GDPR), and the effect
this EU regulation has had on global data
protection laws. The key question to ask is the
“How” and “Why” the GDPR has had an effect
on global data protection laws.
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WHY
The GDPR was developed to harmonise data protection laws
across EU member states and to provide protection of the
fundamental rights and freedoms of individuals. This has to be
accomplished whilst allowing for the growth of the EU economy,
not suppress innovation and still allow for member states to
protect their citizens in relation to national security. This is
obviously a challenge in terms of implementation and
complexity. It could well be the case that countries and
organisations have taken the view of the EU in terms of the
“Why” and are moving in the direction of those EU data
protection laws, however if we consider the “Push, Pull” outlined
above there could be another argument for the “Why”.

Let us look at the countries that have or are moving in the
direction of regulatory alignment with the GDPR:
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be seen that the countries with an economic
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moving towards GDPR alignment.
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CONCLUSION
Whatever the rational or reasons for the convergence of global data protection regimes, economic
drivers are often overlooked. The issue with this is data protection is often seen as a cost centre,
rather than a value centre within the organisation. Regulatory alignment will aide frictionless
economic trade, whilst enhancing individual’s privacy in an ever-increasing global economy. The
question organisations need to ask is, how to leverage this new and emerging landscape.
An example of how organisations are seeing privacy as a value rather than just a compliance issue is
Apple, with the latest series of iPhone adverts. https://www.youtube.com/watch?v=A_6uV9A12ok

In summary, data protection is no longer just a local or even country specific
issue, but a global issue, even if organisations consider themselves as not
operating globally. One of the drivers is economic growth and
understanding, this will allow organisations to operate more effectively.

SHAAB AL-BAGHDADI
PRIVACY PRACTIONER
Disclaimer:
Wrangu works closely with Shaab and other independent consultants to inform our product
development roadmap and to add value to our clients. Shaab’s views, and that of OnlineDPO
are their own, independently formed and not biased by any software sales requirements - an
approach that Wrangu is passionate about maintaining.
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REFERENCES
(1)Article 2 Material scope
1. This Regulation applies to the processing of personal data wholly or partly by automated means and to the
processing other than by automated means of personal data which form part of a filing system or are intended to form
part of a filing system.
2. This Regulation does not apply to the processing of personal data:
(a) in the course of an activity which falls outside the scope of Union law;
(b) by the Member States when carrying out activities which fall within the scope of Chapter 2 of Title V of the TEU;
(c) by a natural person in the course of a purely personal or household activity;
(d) by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences, the execution of criminal penalties, including the safeguarding against and the prevention of threats to public
security.
3. For the processing of personal data by the Union institutions, bodies, offices and agencies, Regulation (EC) No
45/2001 applies. Regulation (EC) No 45/2001 and other Union legal acts applicable to such processing of personal data
shall be adapted to the principles and rules of this Regulation in accordance with Article 98.
4. This Regulation shall be without prejudice to the application of Directive 2000/31/EC, in particular of the liability
rules of intermediary service providers in Articles 12 to 15 of that Directive.
(2)Article 3 Territorial scope
1. This Regulation applies to the processing of personal data in the context of the activities of an establishment of a
controller or a processor in the Union, regardless of whether the processing takes place in the Union or not.
2. This Regulation applies to the processing of personal data of data subjects who are in the Union by a controller or
processor not established in the Union, where the processing activities are related to:
(a) the offering of goods or services, irrespective of whether a payment of the data subject is required, to such data
subjects in the Union; or
(b) the monitoring of their behaviour as far as their behaviour takes place within the Union.
3. This Regulation applies to the processing of personal data by a controller not established in the Union, but in a place
where Member State law applies by virtue of public international law.
(3)CHAPTER V
TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES OR INTERNATIONAL ORGANISATIONS
Article 44
General principle for transfers
Any transfer of personal data which are undergoing processing or are intended for processing after transfer to a third
country or to an international organisation shall take place only if, subject to the other provisions of this Regulation,
the conditions laid down in this Chapter are complied with by the controller and processor, including for onward
transfers of personal data from the third country or an international organisation to another third country or to
another international organisation. All provisions in this Chapter shall be applied in order to ensure that the level of
protection of natural persons guaranteed by this Regulation is not undermined.
Article 45 Transfers on the basis of an adequacy decision
A transfer of personal data to a third country or an international organisation may take place where the Commission
has decided that the third country, a territory or one or more specified sectors within that third country, or the
international organisation in question ensures an adequate level of protection. Such a transfer shall not require any
specific authorisation.
When assessing the adequacy of the level of protection, the Commission shall, in particular, take account of the
following elements:

(a)the rule of law, respect for human rights and fundamental freedoms, relevant legislation, both
general and sectoral, including concerning public security, defence, national security and criminal
law and the access of public authorities to personal data, as well as the implementation of such
legislation, data protection rules, professional rules and security measures, including rules for the
onward transfer of personal data to another third country or international organisation which are
complied with in that country or international organisation, case-law, as well as effective and
enforceable data subject rights and effective administrative and judicial redress for the data
subjects whose personal data are being transferred;
(b) the existence and effective functioning of one or more independent supervisory authorities in
the third country or to which an international organisation is subject, with responsibility for
ensuring and enforcing compliance with the data protection rules, including adequate
enforcement powers, for assisting and advising the data subjects in exercising their rights and for
cooperation with the supervisory authorities of the Member States; and
(c) the international commitments the third country or international organisation concerned has
entered into, or other obligations arising from legally binding conventions or instruments as well
as from its participation in multilateral or regional systems, in particular in relation to the
protection of personal data.
The Commission, after assessing the adequacy of the level of protection, may decide, by means of
implementing act, that a third country, a territory or one or more specified sectors within a third
country, or an international organisation ensures an adequate level of protection within the
meaning of paragraph 2 of this Article. The implementing act shall provide for a mechanism for a
periodic review, at least every four years, which shall take into account all relevant developments
in the third country or international organisation. The implementing act shall specify its territorial
and sectoral application and, where applicable, identify the supervisory authority or authorities
referred to in point (b) of paragraph 2 of this Article. The implementing act shall be adopted in
accordance with the examination procedure referred to in Article 93(2).
4. The Commission shall, on an ongoing basis, monitor developments in third countries and
international organisations that could affect the functioning of decisions adopted pursuant to
paragraph 3 of this Article and decisions adopted on the basis of Article 25(6) of Directive
95/46/EC.
5. The Commission shall, where available information reveals, in particular following the review
referred to in paragraph 3 of this Article, that a third country, a territory or one or more specified
sectors within a third country, or an international organisation no longer ensures an adequate
level of protection within the meaning of paragraph 2 of this Article, to the extent necessary,
repeal, amend or suspend the decision referred to in paragraph 3 of this Article by means of
implementing acts without retro-active effect. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 93(2).
On duly justified imperative grounds of urgency, the Commission shall adopt immediately
applicable implementing acts in accordance with the procedure referred to in Article 93(3).
6. The Commission shall enter into consultations with the third country or international
organisation with a view to remedying the situation giving rise to the decision made pursuant to
paragraph 5.
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7. A decision pursuant to paragraph 5 of this Article is without prejudice to transfers of personal data to the third
country, a territory or one or more specified sectors within that third country, or the international organisation in
question pursuant to Articles 46 to 49.
8. The Commission shall publish in the Official Journal of the European Union and on its website a list of the third
countries, territories and specified sectors within a third country and international organisations for which it has
decided that an adequate level of protection is or is no longer ensured.
9. Decisions adopted by the Commission on the basis of Article 25(6) of Directive 95/46/EC shall remain in force
until amended, replaced or repealed by a Commission Decision adopted in accordance with paragraph 3 or 5 of
this Article.
Article 46 Transfers subject to appropriate safeguards
1. In the absence of a decision pursuant to Article 45(3), a controller or processor may transfer personal data to a
third country or an international organisation only if the controller or processor has provided appropriate
safeguards, and on condition that enforceable data subject rights and effective legal remedies for data subjects
are available.
2. The appropriate safeguards referred to in paragraph 1 may be provided for, without requiring any specific
authorisation from a supervisory authority, by:
(a) a legally binding and enforceable instrument between public authorities or bodies;
(b) binding corporate rules in accordance with Article 47;
(c)standard data protection clauses adopted by the Commission in accordance with the examination procedure
referred to in Article 93(2);
(d) standard data protection clauses adopted by a supervisory authority and approved by the Commission
pursuant to the examination procedure referred to in Article 93(2);
(e) an approved code of conduct pursuant to Article 40 together with binding and enforceable commitments of
the controller or processor in the third country to apply the appropriate safeguards, including as regards data
subjects' rights; or
(f) an approved certification mechanism pursuant to Article 42 together with binding and enforceable
commitments of the controller or processor in the third country to apply the appropriate safeguards, including as
regards data subjects' rights.
3. Subject to the authorisation from the competent supervisory authority, the appropriate safeguards referred to
in paragraph 1 may also be provided for, in particular, by:
(a) contractual clauses between the controller or processor and the controller, processor or the recipient of the
personal data in the third country or international organisation; or
(b) provisions to be inserted into administrative arrangements between public authorities or bodies which include
enforceable and effective data subject rights.
4. The supervisory authority shall apply the consistency mechanism referred to in Article 63 in the cases referred
to in paragraph 3 of this Article.
5. Authorisations by a Member State or supervisory authority on the basis of Article 26(2) of Directive 95/46/EC
shall remain valid until amended, replaced or repealed, if necessary, by that supervisory authority. Decisions
adopted by the Commission on the basis of
Article 26(4) of Directive 95/46/EC shall remain in force until amended, replaced or repealed, if necessary, by a
Commission Decision adopted in accordance with paragraph 2 of this Article.
Article 47 Binding corporate rules
1. The competent supervisory authority shall approve binding corporate rules in accordance with the consistency
mechanism set out in Article 63, provided that they:
(a) are legally binding and apply to and are enforced by every member concerned of the group of undertakings, or
group of enterprises engaged in a joint economic activity, including their employees;
(b) expressly confer enforceable rights on data subjects with regard to the processing of their personal data; and
(c) fulfil the requirements laid down in paragraph 2.
2. The binding corporate rules referred to in paragraph 1 shall specify at least:
(a) the structure and contact details of the group of undertakings, or group of enterprises engaged in a joint
economic activity and of each of its members;
(b) the data transfers or set of transfers, including the categories of personal data, the type of processing and its
purposes, the type of data subjects affected and the identification of the third country or countries in question;
(c) their legally binding nature, both internally and externally;
(d) the application of the general data protection principles, in particular purpose limitation, data minimisation,
limited storage periods, data quality, data protection by design and by default, legal basis for processing,
processing of special categories of personal data, measures to ensure data security, and the requirements in
respect of onward transfers to bodies not bound by the binding corporate rules;
(e) the rights of data subjects in regard to processing and the means to exercise those rights, including the right
not to be subject to decisions based solely on automated processing, including profiling in accordance with Article
22, the right to lodge a complaint with the competent supervisory authority and before the competent courts of
the Member States in accordance with Article 79, and to obtain redress and, where appropriate, compensation for
a breach of the binding corporate rules;
(f) the acceptance by the controller or processor established on the territory of a Member State of liability for any
breaches of the binding corporate rules by any member concerned not established in the Union; the controller or
the processor shall be exempt from that liability, in whole or in part, only if it proves that that member is not
responsible for the event giving rise to the damage;
(g) how the information on the binding corporate rules, in particular on the provisions referred to in points (d), (e)
and (f) of this paragraph is provided to the data subjects in addition to Articles 13 and 14;
(h) the tasks of any data protection officer designated in accordance with Article 37 or any other person or entity
in charge of the monitoring compliance with the binding corporate rules within the group of undertakings, or
group of enterprises engaged in a joint economic activity, as well as monitoring training and complaint-handling;
(i) the complaint procedures;
(j) the mechanisms within the group of undertakings, or group of enterprises engaged in a joint economic activity
for ensuring the verification of compliance with the binding corporate rules. Such mechanisms shall include data
protection audits and methods for ensuring corrective actions to protect the rights of the data subject. Results of
such verification should be communicated to the person or entity referred under point (h) and to the board of the
controlling undertaking of a group of undertakings, or of the group of enterprises engaged in a joint economic
activity, and should be available upon request to the competent supervisory authority;
(k) the mechanisms for reporting and recording changes to the rules and reporting those changes to the
supervisory authority;
(l) the cooperation mechanism with the supervisory authority to ensure compliance by any member of the group
of undertakings, or group of enterprises engaged in a joint economic activity, in particular by making available to
the supervisory authority the results of verifications of the measures referred to in point (j);
(m) the mechanisms for reporting to the competent supervisory authority any legal requirements to which a
member of the group of undertakings, or group of enterprises engaged in a joint economic activity is subject in a
third country which are likely to have a substantial adverse effect on the guarantees provided by the binding
corporate rules; and
(n) the appropriate data protection training to personnel having permanent or regular access to personal data.
3.The Commission may specify the format and procedures for the exchange of information between controllers,
processors and supervisory authorities for binding corporate rules within the meaning of this Article. Those
implementing acts shall be adopted in accordance with the examination procedure set out in Article 93(2).
Article 48 Transfers or disclosures not authorised by Union law
Any judgment of a court or tribunal and any decision of an administrative authority of a third country requiring a
controller or processor to transfer or disclose personal data may only be recognised or enforceable in any manner
if based on an international agreement, such as a mutual legal assistance treaty, in force between the requesting
third country and the Union or a Member State, without prejudice to other grounds for transfer pursuant to this
Chapter.

REFERENCES CONTINUED
(Article 49 Derogations for specific situations
1. In the absence of an adequacy decision pursuant to Article 45(3), or of appropriate safeguards pursuant to Article 46, including binding corporate rules, a transfer or a set of transfers of personal data to a third country or an
international organisation shall take place only on one of the following conditions:
(a) the data subject has explicitly consented to the proposed transfer, after having been informed of the possible risks of such transfers for the data subject due to the absence of an adequacy decision and appropriate safeguards;
(b) the transfer is necessary for the performance of a contract between the data subject and the controller or the implementation of pre-contractual measures taken at the data subject's request;
(c) the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data subject between the controller and another natural or legal person;
(d) the transfer is necessary for important reasons of public interest;
(e) the transfer is necessary for the establishment, exercise or defence of legal claims;
(f) the transfer is necessary in order to protect the vital interests of the data subject or of other persons, where the data subject is physically or legally incapable of giving consent;
(g) the transfer is made from a register which according to Union or Member State law is intended to provide information to the public and which is open to consultation either by the public in general or by any person who can
demonstrate a legitimate interest, but only to the extent that the conditions laid down in Union or Member State law for consultation are fulfilled in the particular case.
Where a transfer could not be based on a provision in Articles 45 or 46, including the provisions on binding corporate rules, and none of the derogations for a specific situation pursuant to points (a) to (g) of this paragraph is applicable,
a transfer to a third country or an international organisation may take place only if the transfer is not repetitive, concerns only a limited number of data subjects, is necessary for the purposes of compelling legitimate interests pursued
by the controller which are not overridden by the interests or rights and freedoms of the data subject, and the controller has assessed all the circumstances surrounding the data transfer and has on the basis of that assessment
provided suitable safeguards with regard to the protection of personal data. The controller shall inform the supervisory authority of the transfer. The controller shall, in addition to providing the information referred to in Articles 13 and
14, inform the data subject of the transfer and on the compelling legitimate interests pursued.
2. A transfer pursuant to point (g) of paragraph 1 shall not involve the entirety of the personal data or entire categories of the personal data contained in the register. Where the register is intended for consultation by persons having a
legitimate interest, the transfer shall be made only at the request of those persons or if they are to be the recipients.
3. Points (a), (b) and (c) of the first subparagraph and the second subparagraph of paragraph 1 shall not apply to activities carried out by public authorities in the exercise of their public powers.
4. The public interest referred to in point (d) of paragraph 1 shall be recognised in Union law or in the law of the Member State to which the controller is subject.
5. In the absence of an adequacy decision, Union or Member State law may, for important reasons of public interest, expressly set limits to the transfer of specific categories of personal data to a third country or an international
organisation. Member States shall notify such provisions to the Commission.
6. The controller or processor shall document the assessment as well as the suitable safeguards referred to in the second subparagraph of paragraph 1 of this Article in the records referred to in Article 30.
Article 50
International cooperation for the protection of personal data
In relation to third countries and international organisations, the Commission and supervisory authorities shall take appropriate steps to:
(a) develop international cooperation mechanisms to facilitate the effective enforcement of legislation for the protection of personal data;
(b) provide international mutual assistance in the enforcement of legislation for the protection of personal data, including through notification, complaint referral, investigative assistance and information exchange, subject to
appropriate safeguards for the protection of personal data and other fundamental rights and freedoms;
(c) engage relevant stakeholders in discussion and activities aimed at furthering international cooperation in the enforcement of legislation for the protection of personal data;
(d) promote the exchange and documentation of personal data protection legislation and practice, including on jurisdictional conflicts with third countries.
(4) https://data.worldbank.org/indicator/NY.GDP.MKTP.CD?locations=JP
(5) https://ec.europa.eu/eurostat/statistics-explained/index.php/Brazil-EU_%E2%80%93_international_trade_in_goods_statistics
(6) https://ec.europa.eu/trade/policy/countries-and-regions/regions/gulf-region/index_en.htm
(7) https://fortune.com/2018/05/05/california-fifth-biggest-economy-passes-united-kingdom/
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