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About BKW.

The BKW Group is a Berne based international energy and infrastructure services company
employing about 10,000 people and generating a revenue of about CHF 3 billion.

Its company network and extensive expertise allow it to offer its customers a full range of
overall solutions. The Group plans, builds and operates infrastructure to produce Energy and to
distribute it through its Power Grid to businesses, households and the public sector, and it
offers digital business models for renewable energies.

In addition, the BKW Group portfolio comprises everything from Engineering consultancy and
planning for energy, infrastructure and environmental projects, through integrated offers in the
field of Building Solutions, to the construction and maintenance of Infra Services for energy,
telecommunications, transport and water networks.
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BKW's Approach to Cyber Security.

Protect

a

Recover
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In order to protect against cyber attacks, BKW follows the generally
recognised risk-based approach of the common international frameworks
(i.e. the NIST Cybersecurity Framework).

BKW integrates the protection and security of data and information into its
organisation, processes, projects, systems and buildings.

To this end, it operates an Information Security Management System (ISMS)
pursuant to ISO/IEC 27000 and IEC 62443. The Corporate Policy ‘Handling Data
and Information Securely’ provides its base.

With its ISMS, BKW ensures to keep information security on the required level,
while addressing deficiencies continuously any assessing it periodically.

The CISO proposes the Policy to the ExCom, defines the Cyber Security
Strategy, runs the Cyber Security Program, releases the Guidelines and steers
the Cyber Security Operations with the help of the IT/OT Security Officers.



Understand the Threat.

high

Severity

Risk Assessment

Actors
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Motivation

Approach

4

1 Intelligence
Agencies

* Gather Information

* Steal intellectual
property

* ESpionage

* Sabotage

* Procure Know-how, form agents

* Very inconspicious, long term approach
* Lots of resources allocated

« Very targeted, persistent approach

* Compromised products/supply chain

2 Terrorists

* Fear & Panic

* Damage of all sorts
* Impose ldeology

* Enforce Mob Justice

* Buy Know-how on the black market
e Focus on critical infrastructures
*Very well organized

. * Mone * Professional offerings
3 Organized y
_g * Information trading * Spontaneously arranged campaigns
Crime « (Reputational) Damage | * Deceit, bribery and extorsion
o « Gain attention . Hig'hl.y motivat'ed specialists
4 Activists + (Reputational) Damage | ° Politics & Media
 Partially organised

5 Vandals, * Win fame & respect » Use of freely-available tools (darknet)

Hobby Hackers : * Satisfy curiosity * Physical or logical attacks

Frequency

high
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Follow the Attack Evolution.
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Understand the Cyber Kill Chain in IT and OT.

< » Start BKW may be identified as a target for its funds and critical infrastructure.

|

0 m Reconnaissance Intruder researches target and attempts to identify vulnerabilities in it.

M

e e

e i Weaponization Intruder creates remote access malware weapon tailored to vulnerabilities.
3 I . . . . . o
g i a Delivery Initial Access: (Spear) Phishing, USB Sticks, CEO-Fraud, Social Engineering,
g I I Malware Downloads, Fake Password Change, Watering Hole

T |
|
} A Exploitation Malware code triggers, escalates privileges and takes action on target to

I exploit vulnerability.

|

| .@ Installation Malware installs access point (e.g. "backdoor") usable by intruder's

1 0] command & control networks.

| T| -

: i Command & Control  Malware enables intruder to have persistent access to target network.

|

IT =Information Technology ! . o ) ) _ . _
0T = Operational Technolagy \ 2 / ’ Actions on Objectives Intruder takes action, such as data exfiltration, destruction, or encryption.
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Attacks Usually Start in IT ...

P

Delivery

Exploitation

p—

----------------------------------’

Installation

Command & Control

---------------------------------->

IT

> OT

Initial Access Execution Persistonce Privilege Escalation Dofense Evasion Credential Accoss Discovery Lateral Movement Collection Command and Control Exfiltration Impact
Expiot PubioFacrg Laanchetl [ Accoa Tonen Mangraton | Account Manpulation Account O o A Colocton | Communkaton Tvough | : s0d Onta Encrypted for imact
sl | Locel Job Scheduiing | Bypaws User Account Contro | Bash Houtory Agpicutcn Wiedow Sawe | CibowdOms |  RomowstloMeda | @d Ovtecoment
Extornal Remote Secvices LSASS Daver Extra Window Memory Injecton Beute Force Dats from information Connection Proxy Data T Lty Dusk Content Wipe
HENY Aoos Top | Browsar ciliasas Commandand | Extevaton Over Other Dk Svuchrs Woe
Repicaton Thvough AppleScriot ) " DLL Saarch Ovder Hiacki [ o " Fies Discovery Explomtonct Data from Local System Convol Protooct | Hotwork Medum Endpaint Derunl of Servce
Removable Meds cmsTP 1mage File Escution Options Infecton Credentials in Rogisty Services Diste bome Naboikd s Over C Firmware Cornuphion
Sosephehng Aschment | Command-Une nriece Pout Modhoasen Explosaton bx | tombebm ] SO f et Oyvtem Recovery |
U Compiled HTML Fée Vil Accounts SNonRdl Ao Pass the Hawh Data rom Removatle Media Exfliration Over Alemetive Network Deniad of Service
Spe Control Panel toms Accossioity Foatures BITS Jobs Forced Authenticaton | Pass tho Ticket | Dota | Protocol Resource Hiacking
Supply Dynamic Data Exchange AopCen DLLs Cloar Command Hstory | [ Patsword Polcy Discovery Romote Deskiop Prowocct | @ | Domain Fronting | Eimion Over Runtime Data Mangelaoon
T Execution through APT Apping DLLs cMSTP Vot Cagture Penpheral Derace Drcovery Remote File Copy | | Domnls Gonswlion Prosical Mediom Serce Sop
Vaid Accourss Smonton Bocugh Accicaton Stmming Code Signing Input Promgt Permissicn Groups iscovery | Remote Secdces | Man in the Browser Agortns | Schedued Transter Sxred Data Mangpusason
e _____Oribiang CompledT Fle | Ketwossng o X 23 Regacaton Treougn SoveCotee | FeeckCemes | Travintos Dsta
ErohoRaton for Fiao Systom Permsscrs Wonkross Componeet Fimware | Koychan Query Reg Résmovatie Mede Viseo Capture Multbond Commuricaton |
Clont Execuion Hooking Component Object Model LLMNRNET-NS Poisoning Remote Systern Ducovery Shared Webroot Mult-hop Proxy |
Gragheal User interface Launch Dasmon Higacking L Security Schware Discorery S5H Myaching Mstirywe Encrypton
PoworShei! Port Monnrs es Securityd Memory System Notwork Winndows Admin Shams Romate Access Tooks
RogswaRegasm Seence Rogrsty Permissions Weakness or information Two-Feckor Auhentication Configurstion Discovery Windows Remoke Remote File Copy |
Rognr2 Setuid and Setgd Omatiing Secunty Tects cam o Standard Appicaton Layer
Runditl Startup tlems DLL Side-Loading Protocol
Servce Execution bash_prothe and bashec Explottation for Explokstion for Protocol |
Signed Binary Account Manpuiaton | Priviege Escalation Defonse Evasion Systen Service Dwcomey Standard Non-Applkcaion
Proxy Executon Autmorcation Packoge SI0Hmory Inpectnn Sywiom Time Ducovery Layer Protocol
Signed Script [ TS ot Suds Fido Pormissions | VirtuakzationSandbox Uncommonty Used Port |
Proxy Evecuton Boosh Sudo Caching Moafeabon Evamon Web Service
 Source T Browser Extensions - o il System Logical Ofisets - - -
Space after Filename Change Defaut | Gatenseper Bypass
Thd.goety Software Fioe Associsson Moshioron R R
i a1 e Example: Backdoor.Oldrea aka Havex is a Remote Access Trojan (RAT)
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Attacks Usually Start in IT ... and Continue in OT

P

Delivery

A

Exploitation

----------------------------->

Persistence

——

22,

Installation

Command & Control

Actions on Objectives

-------------------------------------*

Lateral Movement

Command and Control

Inhibit Response Function

>

Impair Process Control

IT
oT

Data Historian Compromise Change Program State Hooking Exploitation for Evasion Control D@fuﬁm Default Credentials Aulnrna Commonly Used Porl Activate Finnware Update Mode | Brute Force /O gramag: B
2 = Data from Informati i i Denial of
Drive-by Compromise Command-Line Interface Module Firmwiare Indicator Removal on Host /O Module Discovery Exploitation of Remote Services R]epaosiiot:“ms i Connection Proxy Alarm Suppression Change Program State Cmsof
Engineering Workstation i 3 Network Connection : " Standard Application Layer Denial of
h API vl I Ce
Couri 5o Execution through AP Program Download Masquerading Engictatioi Extemal Remote Services Detect Operating Mode Protocol Block g qi 9 View
Loss of
Exploit Public-Facing Application | Graphical User Interface Projecl File Infection Rogue Master Device MNetwork Service Scanning Program Organization Units Detect Program Stale Elock Reporfing Message Modify Conlrol Logic A::?Eabfd ity
f
External Remote Services Man in the Middle System Firmware Rootkit MNetwork Sniffing Remote File Copy 170 Image Block Serial COM Modify Parameter LG?:tr;
Loss of
Productivil
Internet Accessible Device Program Organization Units Valid Accounts Spoof Reporting Message Remote S@aﬂew Valid Accounts Location Data Destruction Module Fimware a:xl uctrity
Revenue
R Through R bl ; " ™ " . " " . . Loss of
Media Project File Infection Utilize/Change Operating Mode | Serial Connection Enumeration Monitor Process Slate Denial of Program Download Safety
Spearphlswm Scripting Point & T4 Identifzation Device RestariShutdown Rogue Master Device Loss of View
] i § E X Manipulation
Supply Q'%oarmse User Ex%n‘ Program Upload Manipulate 1O Image Service Stop ok Corikend
Manipulation
Wireless Compromise Role | Modify Alarm Setfings Spoof Reporting Message d“\:z
; Theft of
Unauthorized Command
Screen Capture Modify Control Logic % ® Operational
e Information
Example: Backdoor.Oldrea aka Havex is a Remote Access Trojan (RAT) Program Dovnload
Rootkit
System Finmware
Utilize/Change Operating Mode




FInding

A successful attack is only a matter of time

and resources invested by the adversary
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ldentify All Your IT and OT Organisations.

~ BKW ~“BKW " BKW ©"BKW ' BKW
BUILDING INFRA
ENERGY SOLUTIONS ENGINEERING  SERVICES

IT Production Trading Power Grid Group
X Functions
NV
(Information Technology) X cce X
Classical IT, ERP, CRM, Mail/Office NVI
O © © © © ICT
OT Nuclear, -
Hydro, KWO Distribution
(Operation Technology) ITA, Wind, Metering
Industrial Control Systems Contracting,

Solar
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Assess their Cybersecurity Maturity Yearly.

~ BKW ~BKW ©'BKW "' BKW ' BKW
POWER BUILDING INFRA

ENERGY GRID SOLUTIONS ENGINEERING SERVICES

Building
Solutions

Power Grid Engineering Group

Infra Services Functions

4
3
_____________ SR Target-Value (2,6) B e
2 2,2-2.2° 2,2-22¢ 22-22° 2,2-2.2¢ 2,0- 2,0 -JEE 22-22¢ 2,2-2.2¢
1,6 - 1,6 Sl
1
0




Assess their Cybersecurity Maturity Yearly.

~ BKW

ENERGY

Produktion

Handel Vertrieb
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POWER BUILDING INFRA
GRID SOLUTIONS ENGINEERING  SERVICES Group

Building
Solutions

~ Group
Functions

Power Grid Engineering

Infra Services

2,2-2.2 -1

2,1-21 "-




Close the Gaps.
Define the Measures to Reach the Objectives

-

2,2

SMART GRID CYBERSECURITY

Fully establish Information Security Management System (ISMS)
Run Asset / Information Classification Campaign
Create Security Concepts detailing Measures to be implemented

2020

| BKW |

2,6

2.3

Create continued Awareness Roadmap / Run Data Culture Campaign

Implement Information Security & Data Protection (for structured & unstructured data)
Renew ldentity & Access Management (incl. Privileged Account/Access Management)
Finish Implementation of Protective Measures for IT & OT in Power Grid

Finish Implementation of Protective Measures for IT & OT in Production

26

2,0

Create Security Operation Guideline, Train 05Is/05S5s accordingly
Optimize Log-, Event- & Vulnerability Infrastructure
Optimize Surveillance (Dashboards, KPIs, Reports)

2,6

21

Create Reaction Plans (Emergency / Crisis Handbook)
Create Spezific Analysis Guidance & Prepare Mitigation Measures (Playbooks)
Etablish Business & IT Service Continuity Management (BCM/ITSCM)

26

2,0

Create Business Continuity Plans
Establish and Improve Recovery Capabilities (DRaa$S, Backup/Restore)

2,6

07.10.2020

13
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Complete the Cyber Security Program.
Close the Gaps

2020 2021

Information Security Management System (ISMS) inkl. Richtlinieh 41 03,04,08,14,16

Integrated Risk Management (IRM) 11 20K Konzept DevSerOps
Lieferantenvertrdge bereinigen

20K Kampagne Asset-/Informationskiassifizierung JLgos.

> ! . " o 3 : i a
Determine Degree of Pratection 40K Sicherheitskonzept GB N IT ,", m i
20K Sicherheitskonzept GBN 0T [0 |
30K Sicherheitskonzepte GB E Engineering & e

20K Sicherheitskonzept GB Building Solutions
@l ! 40K Sicherheitskonzept GB P Wind

Identify

(20K Sicherheitskonzept GB P Hydro & Gas
20K Sicherheitskonzept BKW AEK Contracting

e Awareness Pre & deepen Awareness o 150K Awareness Roadmap/Kampagne inkl. Informationsklassifizielmg
Social Engineering, Phishing B5% 2 - - x E—— - . r

sh Data and Information Handling Culture 40K Datensicherheit (strukturiert/AIP) 07 100K PoC Datensicherheif (unstrukturiert)

900K Identity & Access Management (IAM inkl. PAM)

Implementierung IAM, Data-/Network Security, Monitoring Engineering [id

10 IT Cyber Security Projects

Implementierung IAM, Data-/Network Security, Monitoring BS

: . 1300K Implementierung IAM, Data-/Network Security, DlscoverylMonltonng BN IT & OT

Protect _ R 600k Implementierung IAM, Data-/Network Security, Discovery/Manitoring GE P Hydro, Gas, Wind[fgho.12
‘ . 579 Implementierung IAM, Data-/Network Security BKW AEK Contracting

a { s - ' : Rollen-/Zugriffskonzepte kritischer Applikationen/Services inkl. AD erstellen

it » : _
Seeurity Event Monitoring Hydco (PH) 83% | e Log-, Event- &Vu!nerablhtyInfrastrukturoptimierung

Vu;maalznly 8_ 2 KM | Zentrale ErhebunglAnheferung von Ereignis-/Logdaten herstellen

I IT Service Continuity Management

OT Analyseregeln/Mitigationsmassnahmen (Playbooks)

Business Continuity Management
in & Exercise Incident Response Plan Restintegration in BKW SOC Reaktionspldne und Notfall-/Krisenhandbuch
Mitigation Plan 100K  Business & IT Service Continuity Management (BCM/ITSCM)

Respond
o

DC Resilience 5 - T
DRaas 559 DRP/BCP (Disaster Recovery-/Business Continuity Plan) erstellen

| 5000k Disaster Recovery Fihigkeiten implementieren (DraaS, Backup/Restore) .

Recover

boi

v
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Establish the Governance.

Policy "Handling Data and Information Safely"
Responsibilities & Principles for the whole BKW Group
-> aimed at all Employees, specially to BU-Leadersand GMs

Guidelinies to address specific Target Audiences
1. Guideline "Information Security for Employees"
2. Guideline "Information Security for Business Functions"
(defining e.g. Application Responsibles & Data Owners)
3. Guideline "Information Security for IT and OT"

Rsut Maragemend

iid Basifis Enuinensen

Lentily G Lisn crmanie

"’;5“"" e Standard Operating Procedures
[t \ Generic, independent of Products / Releases
Sl .. o Toesen
E [1d Infoermatesn Protecnan Frooesses asd Procadures
| T . Technical Operating Procedures
B v [ ov | Seowin Comimaon Moniorig N Product-/ Release-dependent Instructions

nE Dictcction Procoases

o [Ree—— e

AN Analysis

Mi__ | Miuigaicn Supplier and Third Party Operators Contracts

(LY I mipresg mapmis

kr | Recowey Pisaing “Appendix Information Security™”

Fovover 111 Impresemmoals

oo [ Comsiite i

15
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Assign the Responsibilities to
A Virtual IT OT Security Organization

responsible to have Cyber Security Projects
' BKW ~ BKW

(=Y

executed and Operations ensured according
. BKW - BKW - BKW to the Paolicy released by the ExCom.

2 The Head ICT provides the Resources
(Contract, Finance, Personnel) for the

POWER BUILDING INFRA i
[ . operational Lead of the BKW SOC. The Head
Group ENERGY Trading Sales GRID SOLUTIONS ENGINEERING SERVICES

X - -~ -
} - L - n - -~ ol
- S S E——— - -
: .

of the BKW SOC leads the MSSP and the
virtual SOC (consisting of the 0SIs and 0SSs)
operationally.

: . i . ) G : 3 The Department & Team Leaders in IT and

L ‘- e SONE OT and the Application Responsibles (AR)

; ; and Data Owners (DO) in the Business
Functions ensure the daily SecOps by
assigning and enabling Operational Securi-

g — Thomas Zinniker . ty Engineers IT (0SI) and Operational Se-
ciso cio curity Engineers SCADA (0SS).

Second Line of Defence

2x 4 The CISO proposes the Policy to the ExCom,
EECUH G e defines the Cyber Security Strategy, runs
the Cyber Security Program, releases the

oT

IT

oT

Guidelines and steers Cyber Security
1x 1x Operations  with  the IT/OT  Security
Security Officer OT Security Officer OT Officers (an Line of Defence).

Cyber S ity M t
AT SERCT IR EITEn 5 The IT/OT Security Officers steer the secure
Use of the Applications and Infrastructure in
BKVZVKS[J[ Cyber Security Operation IT & OT by applying the Guidelines.
(Head & Deputy) They advise Projects & Operations, in

Nx - = o = particular the 0SIs/0SSs and approve the

i Security Operation  Security Operation Security Operation Security Operation Security Operation Procedures (2" Line of Defence).

KUDELSKI Security Operation (0s) oS! 0sl oS! sl
SECURTTY 22 ) M 050 20 LR (o5 Third Line of Defence

6 Internal and External Audit exercise the

NX NX oversight over the Execution of the Cyber

Security Operation Security Operation Security Program and Cyber Security
(053] & (53] ft Operations (3™ Line of Defence).
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Build Defence in Depth, Manage Authentication,
Impose Secure Access.

@ Assign Systems to correct Level
@ Build Firewalls according to the determined Protection Level T A | R

@ Grant (Remote) Privileged Access with PAM depending I e * rading
on Time & Location incl. 2FA & Session Recording Level 5 ' / |

Level 2 Area Control (SCADA, HMI) Level 2 <
. T e ——— e B8 (55w proxy = -lm - SEEE R
Level 1 Basic Control (PLC, RTU) Level 1:

______________________________________________________ g __;:L_LLI_lL:L____:_'_____;_'_____;_.
Dr—g tPowerii OT {{ OT i OT |

P KKM (i M2C i Grid ;E_Hymu;é wind
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Manage Vulnerabilities and Patches.

Impose a strict Guideline, have all Teams apply it with self-responsibility

Time

90-100 7x24h

EEITTMMN 7059 5x10n

0‘1-3.9 SXIOh

Report to all Management Levels

48 h (Test
Community)

96 (Full

Deployment) Rule of Thumb:
Max. 1 Monat

Next minor Deduct 2 Points, if not directly Internet facing

release,
max. 1 Quartal

Next major
release,

max. 1 Jahr

Vulnerabilites in the actual Month

0]0
1'690
: 192
143 1'081
mittel 18504/ 1
2'663 675
tief 5'789 =

570

18



SMART GRID CYBERSECURITY 2020 | BKW | 07.10.2020

Ensure An Integrated Security Event Monitoring.

WAVslele]

:#LogRhythm SIEM SOCaaS SecOps/BKWcert
~ EEED » () ~(a) |
SEcunity 2 = BKW i
QE&E‘E!EP t A OT Operations I
Passiv ;;) 0
. Qerevnrarennnnse i Thnnnnns @ Sich ! . - I
= - desssssannEnnnsEnEnEnEnn :
Appliance Aktiy W) I T
v SCADA
PLC/RTU I
| | | | | | | | I
p o NN S, | ' Ay =
T o B & L ® =B \
Meters Netze Nuclear  Hydro KWO Wind Contracting Hydro & Gaz ITA

Clients  Servers Switches Firewalls Cloud Mail, Web
| w— | ]
SSE BB i
l l
___________ +LogRhythm tenable IT Operations
gRhy . ©

Data Collectors  Vulnerability Scanners

OSl
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Establish A Regular Reporting.

' publiziert  Name Vermutl. Ursprung

H.;ategnrm BKW betroffen| nicht

9. Juni iﬂdustfial Cm'iﬁul Swsmms won Honda infiziert Exg?mzmeffé Kriminalitat
13. Juni Weltweit eingesetzte VPN-Produkte m@ﬂﬂﬁan Staatliche Akteure

SecOps/BKWcert

Vom S0Caa5 An das BKW S0OC
Ere@msse analysierte Ereignisse  eskalierte Ereignisse

B
-

Harmmm _
Advanced Persistent Threats x

Anzahl neue Ereignisse & Schwachstellen® YTD

E-Mails im aktuellen Mlmat Web-Access im aktuellen Monat

Eteignisse im aktuellen Monat ~ Schwachstellen* im aktuellen Monat

2636335 - c : STFEZTS00
1 2 : 100%

20
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Complete the Major Indicent Handling Organisations
with Cybersecurity Scenarios & Excercises.

Group Crisis Manager
and Group Crisis Staff

Business Unit
Emergency
Organisations

(3 Escalation Levels)

Crisis & Emergency Org.

Aktivititen:

-~ Aufnahme der Strukduren,
Roban und Verantwortkchikeden
der operstiven Organsation
sowsd der bostehende Notfall
und Krisenorganisation

-~ Berucksichigung die
bestehenden Prane, Resulate
durchgefuhrter Cyber Securty
Assessments un alfakg
formulieria Vorgaben fur den
ZiohZustand im Cybor Socunty-
Bereich «React»

w, Abgioich

mit KPMG-Rahmenwerk und
anerkannten Industriestandards
- 2-3 Intorsaae

oo | BKKW

-~ Uber!
Situa
Vortx nd
Krise [
Vorte

= e ENERGY
B e v
bedurfen, sodass in den
folgenden Phasen die

" Crisis Organisation

Aktivititen:

-~ Koing Aldnslon goplant

-~ Annghime Otgsnisstion des
Konzemiisansiaba ot berads
ecotspeochond atabbion

[ Crisis Organisation

" Crisis Organlsatlon

Aktivititen:
= Ersledung Schulungsmaterial for

- Durchfthrung Schuling mit
Konzom-

~ Emergency Org.

Aktivitaten:
- Embemwdulm-

hinsichfich Aktverung der Not-
fakorganisation, Kommunikation,

Trading Sales
Ergebnis:

-~ Dokumentierie
Notfalorgansation fur dio
Geschaftseinhet ICT mit Roen,
Verantworthichkedton und
Schnittstelen 1. Krerien

" Emergency Org.

Aktivitaten: Aktivitaten:
- A 1 =S Sof B
7] ¥ o
« BKW . "BKW . = BKW
N¢ F ng
B¢ "o
w ng
- Er POWER BUILDING b
: GRID '::: SOLUTIONS ﬁ: ENGINEERING
i .Emam:ung “u(;b«&cm AW) i} Szonar
oa i i : :
Szenaron des Krisenstabs mo -
Ergebnis: -
- D Notfaliplan - for - Geschulte ICT-Nottallorganssation
ICT und Erganzung Notfalplane

" Emergency Org.

Crisis & Emergency Org.

Aktivititen:

= Durchfohrung einer
ganzhotichen Cyber Vorfal
Somi-dve Ubung (mit aken
relavanion Fachberachon zur

“BKW .

INFRA
SERVICES

21
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Prepare and Exercise Recovery Plans (BCM, ITSCM)

Recovery Point Objective  Service Disruption Availability Target Recovery Time Objective
(RPO) (SLA) (RTO)

T

Catastrophe

A E
g v b
Service Desk oquec Incident Management IT Service Continuity Management
Help Desk Trouble ITService
Ticket Recovery Plap
A z,
oY
o
Problem Management “ﬁ,w‘i’f

. y,

3

e

Disaster
Recovery Plar

Business Continuity Management




Conclusion

Converged IT OT Cyber Security will be successful,
if the effort of the adversary in relation to the

expected return Is too high.



Questions?




Thank you for your Attention.

lvo Maritz

Executive Consultant, Cyber Security
ivo.maritz@bkw.ch B KW

www.bkw.ch



