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The BKW Group is a Berne based international energy and infrastructure services company 
employing about 10,000 people and generating a revenue of about CHF 3 billion.

Its company network and extensive expertise allow it to offer its customers a full range of 
overall solutions. The Group plans, builds and operates infrastructure to produce Energy and to 
distribute it through its Power Grid to businesses, households and the public sector, and it 
offers digital business models for renewable energies. 

In addition, the BKW Group portfolio comprises everything from Engineering consultancy and 
planning for energy, infrastructure and environmental projects, through integrated offers in the 
field of Building Solutions, to the construction and maintenance of Infra Services for energy, 
telecommunications, transport and water networks.

About BKW.



In order to protect against cyber attacks, BKW follows the generally 
recognised risk-based approach of the common international frameworks          
(i.e. the NIST Cybersecurity Framework). 

BKW integrates the protection and security of data and information into its 
organisation, processes, projects, systems and buildings.                                              

To this end, it operates an Information Security Management System (ISMS) 
pursuant to ISO/IEC 27000 and IEC 62443. The Corporate Policy ‘Handling Data 
and Information Securely’ provides its base. 

With its ISMS, BKW ensures to keep information security on the required level, 
while addressing deficiencies continuously any assessing it periodically.

The CISO proposes the Policy to the ExCom, defines the Cyber Security 
Strategy, runs the Cyber Security Program, releases the Guidelines and steers 
the Cyber Security Operations with the help of the IT/OT Security Officers.

BKW’s Approach to Cyber Security.
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Understand the Threat.

Actors Motivation Approach

1 Intelligence 
Agencies

• Gather Information
• Steal intellectual 

property 
• Espionage
• Sabotage

• Procure Know-how, form agents
• Very inconspicious, long term approach
• Lots of resources allocated
• Very targeted, persistent approach
• Compromised products/supply chain

2 Terrorists

• Fear & Panic
• Damage of all sorts
• Impose Ideology
• Enforce Mob Justice

• Buy Know-how on the black market
• Focus on critical infrastructures
• Very well organized

3 Organized   
Crime

• Money
• Information trading
• (Reputational) Damage

• Professional offerings
• Spontaneously arranged campaigns
• Deceit, bribery and extorsion

4 Activists
• Gain attention
• (Reputational) Damage

• Highly motivated specialists
• Politics & Media
• Partially organised

5 Vandals,
Hobby Hackers

• Win fame & respect
• Satisfy curiosity

• Use of freely-available tools (darknet)
• Physical or logical attacks
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Follow the Attack Evolution.

5

Side Channel Exploit  
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Triton: hackers take out safety systems in 

'watershed' attack on energy plant  

Fri 15 Dec 2017 11.14 GMT   Sophisticated malware halts operations at power station in unprecedented attack  

https://3.bp.blogspot.com/-AkDNBNg_D4s/WRbF1-99I5I/AAAAAAAAsnQ/TG_qUHtZOEgyI8FZub5Ltw23XGdeU3mxQCLcB/s1600/wannacry-ransomware-decrypt-unlock-files.jpg


| BKW |
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Start BKW may be identified as a target for its funds and critical infrastructure.

Reconnaissance Intruder researches target and attempts to identify vulnerabilities in it.

Weaponization Intruder creates remote access malware weapon tailored to vulnerabilities.

Delivery Initial Access: (Spear) Phishing, USB Sticks, CEO-Fraud, Social Engineering,                                   
Malware Downloads, Fake Password Change, Watering Hole

Exploitation Malware code triggers, escalates privileges and takes action on target to 
exploit vulnerability.

Installation Malware installs access point (e.g. "backdoor") usable by intruder's 
command & control networks.

Command & Control Malware enables intruder to have persistent access to target network.

Actions on Objectives Intruder takes action, such as data exfiltration, destruction, or encryption.
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Understand the Cyber Kill Chain in IT and OT.

IT = Information Technology 
OT = Operational Technology

I
T
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Attacks Usually Start in IT … 
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Delivery Exploitation Installation Command & Control 

OT
IT

Example: Backdoor.Oldrea aka Havex is a Remote Access Trojan (RAT) 
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Attacks Usually Start in IT … and Continue in OT
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Delivery Exploitation Installation Command & Control                Actions on Objectives

OT
IT

Example: Backdoor.Oldrea aka Havex is a Remote Access Trojan (RAT) 
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Finding

A successful attack is only a matter of time 

and resources invested by the adversary
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Identify All Your IT and OT Organisations.

OT
(Operation Technology)
Industrial Control Systems

IT
(Information Technology)
Classical IT, ERP, CRM, Mail/Office

Distribution

Metering

X
Group
Functions

ICT

Power Grid

NV

NVI



Nuclear,
Hydro, KWO 
ITA, Wind,

Contracting,
Solar



Trading
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Grid Group
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Assess their Cybersecurity Maturity Yearly.

Grid Group

Target-Value (2,6)

Engineering
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Assess their Cybersecurity Maturity Yearly.

Grid Group

Target Value (2,6)

Engineering 
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Close the Gaps.
Define the Measures to Reach the Objectives
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Complete the Cyber Security Program.
Close the Gaps
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Establish the Governance.

Policy "Handling Data and Information Safely"
Responsibilities & Principles for the whole BKW Group

-> aimed at all Employees, specially to BU-Leaders and GMs

Guidelinies to address specific Target Audiences 
1. Guideline "Information Security for Employees"

2. Guideline "Information Security for Business Functions"                                                         
. (defining e.g. Application Responsibles & Data Owners)
3. Guideline "Information Security for IT and OT"

Standard Operating Procedures
Generic, independent of Products / Releases

Technical Operating Procedures
Product- / Release-dependent Instructions

Supplier and Third Party Operators Contracts
“Appendix Information Security”
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| BKW |

First Line of Defence

1 Line Management down from the ExCom is
responsible to have Cyber Security Projects
executed and Operations ensured according
to the Policy released by the ExCom.

2 The Head ICT provides the Resources
(Contract, F inance, Personnel) for the
operational Lead of the BKW SOC. The Head
of the BKW SOC leads the MSSP and the
virtual SOC (consisting of the OSIs and OSSs)
operationally.

3 The Department & Team Leaders in IT and
OT and the Application Responsibles (AR)
and Data Owners (DO) in the Business
Functions ensure the daily SecOps by
assigning and enabling Operational Securi-
ty Engineers IT (OSI) and Operational Se-
curity Engineers SCADA (OSS).

Second Line of Defence

4 The CISO proposes the Policy to the ExCom,
defines the Cyber Security Strategy, runs
the Cyber Security Program, releases the
Guidelines and steers Cyber Security
Operations with the IT/OT Security
Officers (2nd Line of Defence).

5 The IT/OT Security Officers steer the secure
Use of the Applications and Infrastructure in
IT & OT by applying the Guidelines.
They advise Projects & Operations, in
particular the OSIs/OSSs and approve the
Procedures (2nd Line of Defence).

Third Line of Defence

6 Internal and External Audit exercise the
oversight over the Execution of the Cyber
Security Program and Cyber Security
Operations (3rd Line of Defence).

Assign the Responsibilities to 
A Virtual IT OT Security Organization
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Trading Sales
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Build Defence in Depth, Manage Authentication, 
Impose Secure Access.

Client

SSH Proxy

PAM

PLC

SSH Proxy

SSH Proxy

Enterprise (FW, WAN, BYOD, Partners)

Office (Endpoints, Servers, DBs, Apps)

Operation & Control (AV, MDM, DNS/DHCP)

Area Control (SCADA, HMI)

Basic Control (PLC, RTU)

 Assign Systems to correct Level

 Build Firewalls according to the determined Protection Level

 Grant (Remote) Privileged Access with PAM depending
on Time & Location incl. 2FA & Session Recording

IAM AD
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Manage Vulnerabilities and Patches.

Impose a strict Guideline, have all Teams apply it with self-responsibility

Report to all Management Levels 

Rule of Thumb: 

Deduct 2 Points, if not directly Internet facing

Criticality CVSS
Time 
Window

MaxTTPatch

Vulnerabilites in the actual Month
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Ensure An Integrated Security Event Monitoring.

Clients Servers Switches Firewalls Cloud    Mail, Web

…

Netze Nuclear Hydro WindKWO Contracting   Hydro & Gaz ITA

Data Collectors Vulnerability Scanners
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Data Collectors

SCADA        HMI

IT Operations

OSI

OT Operations

OSS
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Establish A Regular Reporting.
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Complete the Major Indicent Handling Organisations
with Cybersecurity Scenarios & Excercises.

Group Crisis Manager
and Group Crisis Staff

Business Unit 
Emergency 
Organisations
(3 Escalation Levels)

2107.10.2020SMART GRID CYBERSECURIT Y 2020

Starting 

Situation

Define 

Emergency 

Organisation

Work out Crisis 

& Emergency 

Plans

Instruction & 

Trainings

Integral 

Excercise

Crisis & Emergency Org. Crisis Organisation Crisis Organisation Crisis Organisation Crisis & Emergency Org.

Emergency Org. Emergency Org. Emergency Org.
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Prepare and Exercise Recovery Plans (BCM, ITSCM)
22

Recovery Point Objective
(RPO)
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Conclusion

Converged IT OT Cyber Security will be successful, 

if the effort of the adversary in relation to the 

expected return is too high. 



Questions?



www.bkw.chwww.bkw.ch

Thank you for your Attention.

Ivo Maritz

Executive Consultant, Cyber Security

ivo.maritz@bkw.ch


