
SMART GRID FORUMS:
COMBATTING RANSOMWARE ATTACKS

Emil Gurevitch



Product Security &
Threat Detection Solutions

Background

Vulnerability Research &
Penetration Testing SMART GRIDS



Fundamentals



Cybersecurity is all about 
effective risk management

IDENTIFY

MITIGATEEVALUATE

“THE SECURITY COMPASS”



MITIGATE

There is already a lot of good actionable guidance 
on how to mitigate ransomware attacks, use it!

cisa.gov/ransomware

1. Secure, full-system, off-line backups that work

2. Build a culture of security within your company to 
mitigate social engineering attacks

3. Patch systems and software

4. Invest in effective monitoring and threat detection
so you know when you have been breached

5. Develop and Test Incident Response Plans and 
Business Continuity Plans

6. Perform penetration testing to find your 
vulnerabilities
…

https://www.cisa.gov/ransomware


Real-world example of what good 
cyber risk management looks like



Utility X picked up on new threat intel:
criminals are hacking smart meters 
for financial gains
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Utility X re-assessed their systems to better 
understand the risk of these new “smart meter hacks”
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Utility X wanted to understand the cyber risks 
associated with their external smart metering system
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Utility X invested in a comprehensive pentest-driven 
risk assessment of their external smart meter network
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Outcomes

Fixes and 
improvements

Better prepared for 
attacks

Better awareness of 
smart meter cyber risk



The smart meter system checks all the boxes 
for future ransomware-style attacks

Energy consumption is 
personal data (GDPR)

External network is
exposed and is slow 

to patch

Remote on/off 
switch

Essential for business-
critical processes



Key Takeaways
• To mitigate today’s ransomware attacks, focus on the 

fundamentals—take a risk-based approach and follow available 
guidance

• For tomorrow’s ransomware attacks, pay attention to the smart 
meter network as it may not be receiving the attention it 
deserves

• I hope you will share your concrete examples of successes or 
failures so we can all improve — the bad guys share their work, 
so should we! 



See you at the Q&A!
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