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EDP Group has grown from a local integrated incumbent utility to a global energy
player with business operations in 14 countries

Wind & Solar Power

39% of EBITDA

(17% North America; 9% Spain; 6%
Portugal; 2% Brazil; 6% Other)
Listed subsidiary: EDP Renovaveis
(EDP has 82,6%)

IPO in Jun-08

Wind & Solar Power: 10.7GW

A worldwide renewable market leader

v ]

Portugal

32% of EBITDA

Privatization in 1997 (IPO)

Single electricity distributor

Power generation: 10,1GW (ex-wind)
(from which 6,7GW is hydro)

EDP Brasil

17% of EBITDA

Listed subsidiary: EDP Brasil (EDP has 51%) B

Presence since 1996

Power generation: 2.5 GW (hydro and coal)
2 electricity distribution concessions
5 transmission lines (under construction)
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Dow Jones
Sustainability Indices
14 et % ot ety il L

2017 Global

Top 100 Green
Utilities report

Spain

12% of EBITDA

Presence since 2001

Power generation 3.4 GW (ex-wind)

Note: Data as of Dec-17
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The path to a secure, affordable, competitive and sustainable
energy is being supported by a profound System transformation
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Continuous efficiency gains and innovative market
models strongly depend on digitalization and Servitization @ distribuigcdo
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Digitalization untaps fundamental capabilities, such as small scale
and variable renewables, flexibility and smart demand response

“The Energy Internet”

Connectivity and electrification are required to
transform the way electricity is supplied and
consumed

Aggregators .... etc
Real fime Flexibility Management

Virtual power plants

Business Models

Digital Enablers

loT / 5G / NFV / SDN
Risk and resilience frameworks
Cloud Computing / Edge Computing
Big Data / Al / Analytics
Cyber & Physical security / Trust technologies
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Example |

1/3 Global
Energy Consumption

Real-time data control can
capture 10% of efficiency

Billions of participating
connected appliances by 2040

Example I

Estimates point to a reduction of
40% of peak demand from EV
can be achieved by smart
charging

@ distribuigdo

Buildings Efficiency (>>> Millions)

« PV /Storage

« Demand response

* Smart Thermostats

« Occupancy sensors

+ Remote adaptive control
» Flexibility management

« Smart appliances

Electric vehicle (EV) Smart Charging (>>
Millions)

«  Smart Charging
e EV2G
« EV2Home

Smart charging
—— Standard charging



Digitalization core technologies are key to smart grids and energy
sustainability, security and decarbonization

é )

he dynamic and permanent
balance between supply and
demand in an atomized
control and at scale, mediated
by market participants implies:

- An  dll-connected  data
environment;

« Massive and  distributed
processing and decision
making;

« Core ICT technologies, Big

kDoTo and Al j
@ distribuigdo
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Digitalization at scale requires flexible, evolutive and efficient
computing resources as offered by Cloud technologies

DIDITALIZATION COMPUTE
REQUIREMENTS
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Ubiquitous,
Convenience
On-demand
Scalability
Agility/Speed
Efficient

Composable

» Provisioning computing
+ Automation

' On-demand  * APIs
self-service il

Broad

CLOUD COMPUTING

Resource
Pooling

Elasticity

\

Pay per Use

X y o

— . Pay per use
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| Accessibility

‘ IP Networking
[+ Mobile/Tablets/laptops
“Anywhere”

» Dynamic resource sharing
'+ Geographically loose

|« Dynamic scale-out
« Geographically loose

+ Manage & Measure



CLOUD entails three key enabling technologies ....
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Virtualization

* Resource abstraction
« Efficiency

« Scalability

* Reusability

» Geographic reach

-Reliability

CONNECTIVITY

* [P Networking

* VPNs

* Wired/Wireless

e Pervasiveness

* High Bandwidth

@ distribuigdo

SOA

* APIs

e Ease of Interfacing
*Hide Logic

*On demand services
* Flexibility

*Reuse




The ownership, location and management of CLOUD resources define their
deployment models, namely Public, Private and Multi-Clouds

MANAGEMENT SCOPE
laaS PaaS Saa$

PUBL'C CLOUD Applications CUSTOMER
Multi Client Runtimes
7 Multi Data Center Security & Integraton
Multi Geographic
. Databases
HYBRID CLOUD Possible On-Prem
Servers

Cloud composition
with Public and
Private Infrastructures

Virtualization

VENDOR

Server HW
and Services
-\ PRIVATE CLOUD Storage
N P Ownership of HW/OS .
Networking
Management

Controlled Geographic

@ distribuigdo
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CLOUD Services vary on composition and scope, from low level Computing
resources to Applications (Software) and Functions (Serverless)

(laas$) Infrastructure-as-a-service
Servers
Storage

(Paas) Platform-as-a-Service
Operating OS
Development tools

(Saas) Software-as-a-Service
Applications
Access through network

(Faa$) Function-as-a-Service

Functions
Serverless

EDP Distribuigdo

SaaS —
PaaS —
— laaS —‘
101010 _
o R e

]O] X

Qd

Cloud Hosted
Applications

=

Data Base
Tools

Servers
Storage

Physical
Data Center
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Cloud concept has virtualization has one of it’s core pillars

UNDER USAGE

CRCRCL

APP 1 <L|,
APP 2 {

APPs{

* Expanding hardware capabilities

» Efforts to control costs and to simplify through consolidation
of servers

» The effort to control and manage large multiprocessor and
cluster installations

* The ability to run OS-dependent applications in different
hardware or OS environments

( «

il 0 i

L
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OPERATIONAL EFFICIENCY

L DD

- o — - o — o - o —

o W -
s el — El
“Bare metal”

HYPERVISOR

A specialized Software called
“hypervisor” separates the
physical resources from the
virftual environments

Hypervisors can sit on top of
an operating system (like on
a laptop) or be installed
directly onto hardware (like a
server).

Hypervisors take your physical
resources and divide them,
creating virtual environments
that can be independently
used.



The fundamental role of the hypervisor in virtualization

HYPERVISOR ISOLATES HOST MACHINE RESOURCES AND PROCESSES, CONTROLLING ACCESS FROM OS CLIENTS WITHIN A
VIRTUAL INSTANCES

TYPE | - BARE METAL \ / TYPE Il - HOSTED HYPERVISOR \
GUEST OS

os | [0s]eef 03

N\
J

N/

GUEST OS \
The hypervisor runs
on a conventional

OS] OS XK l OS HYPERVISOR
I I operatfing system
HYPERVISOR I . HOST (OS) just as other
The hypervisor runs computer

directly on the programs do.
host's hardware to
conftrol the
hardware and to
manage guest

l/
1 .
1
: :
I
| ' .
N o e e e e L ___ , operating systems. N e e e ____ ’
\ HARDWARE / \ HARDWARE /

@ distribuigdo
EDP Distribuigdo

[ Other APP

- o = o=
— o —— oy,
(L1001}
HEN
|
— e =




Virtualization can be applied in different domains ...

“DATA" “DESKTOP” “VIRTUAL MACHINE" “NETWORK"
OO0 0O (EiEE =====
-"""- -“""- -"""- S S . —
HYPERVISOR HYPERVISOR HYPERVISOR HYPERVISOR
_ ngnnna nnnnnn
BB -Illlll- -IIIIII- I N
Data virtualization integrates Desktop virtualization is the Servers are computers  Network virtualization is
data from disparate sources creation of a virtual designed to process a high defined by the ability to
without copying or moving computer environment that volume of specific tasks. create logical, virtual
the data, thus giving users a runs in a HOST server and is Virtualizing partitions a networks that are decoupled
single virtual layer that spans then delivered remotely to physical server info multiple from the underlying network
multiple applications, the user's device. smaller, virtual servers, hardware, Vvirtualizihng L2-3
formats, and physical improving utilization services like switching and
locations. This means faster, routing, and L4-7
easier access to data. including firewalling and

@ sty 2t e load-balancing
distribuigdo
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The benefits of software “contentorization” and inherent scalability is further
enhanced by SOA and Microservices architecture

Evolution of Software Architectures

ul » Service reusability
Access Control wa = - ) N ., + Easy maintenance
Business Logic / \ \ * Platform independent
o e " o s « Availability
3 - w B L - Reliability
= _ = = = » Scalability

Monolithic + Graceful degradation

Source: Maveric Systems

Loose coupling: Services are designed as self-contained components, maintain relationships that minimize
dependencies on other services.

Abstraction: A service is completely defined by service contracts hiding their logic

Reusability: Services can be reused more effectively, thus reducing development time and the
associated costs.

Autonomy: Services have control over the logic they encapsulate

Discoverability: Services are defined by description documents

Composability: Using services as building blocks, sophisticated and complex operations can be

implemented
@ distribuigdo
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Private and Public networks support pervasive connectivity, enabling the
evolution of DATA driven processes required by Grid Digitalization

Grid Energy Advanced Asset Predictive Renevue Work Force
Operation Quality Management Maintenance Assurance Management

BUSINESS
SERVICES

@o Core Network (( ) Access Network Local Network Service Operation
= e Optical Fiber A * PVNO (2G/3G/4G/5G,loT) e PRIME PLC
E CO"nECthlty e VHF/UHF Links * LTE Network 450MHz e GPRS/NBIloT/LTEM and Management
(o) * Satellite » Satellite (LEO/ GEO) * FTTH/5G =6
rg
< ‘
o . .. .’E 0SS =" loT Platform Artificial Intelligence Disaster Recover . .
2 Applications N g f 8 @ Y Digital Platform
= and Infrastructure aﬁﬁ OT Data Lake I-*‘QJ Advanced Analytics :.’_. SDN/NFV Supervision Center
g - ) * E2E Monitoring
* QoS
q . & Identity and Access £ A8 Control system
Integrated SOC
Cybersecurity @ Data Protection E management ‘.61 security H%T &

=< »n
TR
o< URTAs Transformers Sensors Smart DTCs Routers PubI|c Dlgltal Field Robotlcs Vehicles Storage

OCR/SPCC Meters Lighting Worker
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Clouds and Virtualization bring and undebatable advantages to security but
also come with increased security risks that must be taken into account

CONPONENTS OF VIRTUALIZATION
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A complex mix of software components at different levels of
the computing architecture, each with its own administrator
privieges, enlarges the attack surface.

N E——

Promote a Risk Management
Framework (ISO 27001), assessing
Threats, Risks and mitigation Gaps &

techniques and practices, ENISA Development
as the European Lighthouse

Weaknesses

x x Mitigation &

2 x Good \ Identify
* ® Practices \\ Vulnerabilities
x éenisa y \
/// *\\_\
o y 4 Impact& \ N
s 74 Risks \ N
/
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Existing standards and recommended frameworks enable risk management
and security controls, with open scrutiny and sharing for effective action

Code injection (CWE-94)

( Common Weakness Enumeration e cwers
A Community-Developed List of Software Weakness Tipes /05 command injection (CWE-78)

Categorized Data |
Base of know
weaknesses (SW
Architecture,
Coding, |

Implementation, ...)

(_virtualization weaknesses

US DHS / CISA
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Injection
<\ SQL command injection (CWE-89)

|__CRLF Injection (CWE-93)
_ Externally-controlled format string (CWE-134)

Access Control (CWE-284)
Improper authentication (CWE-287)

Improper authorization (CWE-285)

f
Improper Authentication |
\ Incorrect user management (CWE-286)

!\ Placement of user into incorrect group (CWE-842)

Improper restriction of the communication channel between the endpoints (CWE-923)

C (CWE-255)
Weak cryptography (CWE-261)

Management of credentials | Weak password recovery mechanism for forgotten password (CWE-640)

Insufficiently protected credentials (CWE-522)
Hard-coded credentials (CWE-798)
Permissions, Privileges and Access Control (CWE-264)

Permissions and privileges management | Privilege and sandbox issues (CWE-265)
4 Permission issues (CWE-275)
Cryptographic Issues (CWE-310)
Key errors (CWE-320)
Missing encryption of sensitive data (CWE-311)

C Issues |

Missing required cryptographic step (CWE-325).
Data handling (CWE-19)
Data handling Representation errors (CWE-137)
Numeric errors (CWE-189)

errors (CWE-199)
Information Exposure (CWE-200)

Information management errors

Improper Input Validation (CWE-20)
Path traversal (CWE-22)
Improper Input Validation |
. Link Following (CWE-59)
Memory buffer (CWE-119)
Insufficient Verification of Data Authenticity (CWE-345)
__ Insufficient Verification of Data Authenticityy /| Cross-Site Request Forgery (CWE-352)
Improper verification of cryptographic signature (CWE-347)

Improper Certificate Valid (CWE-295)
Certificate expiration (CWE-298)
Check on revocation (CWE-299)
\ Missing validation (CWE-599)
Use of Insufficiently Random Values (CWE-330)
Use of Insufficiently Random Values Insufficient entropy (CWE-331)
Predictability problems (CWE-240)
Resource Management errors (CWE-399)
Resource locking problems (CWE-411)

Improper Certificate Validation |

Resource g errors
“\__Channel and path errors (CWE-417)
Uncontrolled Resource Consumption (CWE-400)
\\ Cross-site Scripting Cross-site Seripting (CWE-79)
Race conditions __Race Condition (CWE-362)

_Environment (CWE-2).
_Interaction Error (CWE-435)
Configuration Configuration (CWE-16)

Environment

Common Vulnerability and Exposures (CVE)
by System Component

+ Guest and Host OS

« Containers

* Hypervisor / Management SW
* Virtual Networks

« Virtual Storage

Share and Mitigate * enisa

oud Pray

Cl
ADES 2 soty ity
baﬂm liance® \! E
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National Institute of

EE_I SAC Standards and Technology
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Envisioning the present and future Digital context of a Substation through
possible functional families

Grid Orchestration

Cyber Physical

Automation and

S e Asset Management

Networking

@ distribuigdo
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Human Support




Envisioning the present and future Digital context of a Substation through
possible functional families — GRID OCHESTRATION

Smart  Grids will comprise new distributed
“intelligence” multi agent systems, supporting
Islanding, self-healing and concepts requiring:

Grid Orchestration

« Power flow and state estimation can be called
and computed in high performance
environments

Fault Location Identification and System
Restoration (FLISR)

Load and Generation Forecast

Self-healing — automation can be further
improved by configuration ....Al / ML

@ distribuigdo
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Envisioning the present and future Digital context of a Substation through
possible functional families — Automation & Protectlon

Automation and protection functions entail na
open strategy opportunity:

De-verticalize functional SW / HW

Establish hosting platform

Automation and
Protection

L8 ; : |
!9 o & (- 5 J‘i S
N | F 'n'!,. T Al ERE//D
: Mot B i o v e e A OO 2 R =
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Envisioning the present and future Digital context of a Substation through
possible functional families — Networking

With server virtualization, with connectivity
required between workloads, network
virtualization contributes to flexibility and
improved DR mechanism:

« Virtualize Network Functions

Mobility of workloads and networks

Avoid external dedicated HW

Management and configuration across
platform

Simplify installation and cabling

@ distribuigdo
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Envisioning the present and future Digital context of a Substation through
possible functional families — Cyber Physical

Cyber Physical security implementation
requires the acquisition and processing of a
variety of specialized probes:

Cyber Physical

« Video monitoring & analyftics

Perimeter sensoring

Communications Traffic and protocol
profiling / ML

DPI

« Virtualized probes and analytic engines

Processing high information volume to
detect anomalies and ...

@ distribuigdo

EDP Distribuigdo



Envisioning the present and future Digital context of a Substation through
possible functional families — ASSET MANAGEMENT

Advanced Asset management and
“Digital Twins” technology will require an
increased sensorization of assets and their
physical contexts:

: A e / / //
« Asset “all data” logging (functional, “

security, ...)

Asset Management
Complementary Sensors

Local atomized connectivity and IAEEEEY 1
authorization of devices N Ml )
S | )

Edge processing (Data cleansing, ML,
Al)

«tu’w T
ek e e e T T e P : ] Bva!
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Envisioning the present and future Digital context of a Substation through
possible functional families = HUMAN SUPPORT

Human intervention can benefit from
advance on key supporting information:

« Augmented reality regarding technical
diagnose and intervention

Reinforced security environment by
fencing intervention context

Personal health and security by
monitoring wearable sensors and other
behaviour patterns

|\

/RS
@ distribuigdo
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CLOUD technology can leverage the Smart Grid digital transformation, offering
a fluid, agile and scalable architecture, from Core to Edge

E2E CLOUD & SERVICE MANAGEMENT

CLOUD API CLOUD API
I/, _____________________________________________ \\ (f(. Network
\ 5
: laas : by I_R;;rl
: I Routers ®
I Paas -fg E_ : Fla Iw
| oEy | :
| : I
: Saas / Functions : Smart PL p)))
| ' o
‘(_ Hybrid & Distributed i
IP CONNECTIVITY
IP CORE IP EDGE
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Cloud Substation clusters will be orchestrated as a distributed Cloud,
constrained by capacity of core IP networks and delay requirements ||| straTiVE

High Performance Backbone

CORE CLOUD Geographical constrain on dela)‘y"' Host local High performonce app (|ED)

>
> Video Analytics
> Host Backup instances of other S.
> loTGW & Data ...
i >
-

ADMS in decentralized mode

Substation Perimeter

High Performance Backbone
(Sub 5 ms RTT)

Miscellaneous Connectivity

High Performance Technologles

Fit for Purpose

WAN

7,
High / Low Performance ’f?/
Access WAN ,//5//'- g

(NB-loT, CAT-M, 5G, LoRq, ...) "’//////'///
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CLOUD technology can leverage the Smart Grid digital transformation, offering
a fluid, agile and scalable platform, from Core to Edge

Core Data Center Substation
laaS Paa$ laaS Paa$

IED
Automation SW
Protection SW

P2P decision process
Edge forecasting

Core Vs. Edge I Protection SW

Resilience Driver v Switching / Routing )

Load Balancer
FW & Security probes
Video Processing
loT GW
Specialized Analytics

J\L

. Assisted/Augmented Reality
Perimeter Conftrol
Personal Protection

. Logging / loT
| ” L. Edge Analytics

T
|

Move, replicate and

protect work loads
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“As-is” and the new developments from Cloud and Virtualization perspective

S

S T

P T T

e —————————— -~ /7 NP iyt
i sa/ YIS 1
/ 1| OpenStack P Iy :: :
I 1] B I 1 1
. 1 1 VNF 1 : 1 :l I| I
Public | 1l Virualized PYNO | ! A e
Clouds | 1 Iy H Nl
I I N A i b
TR T HEHIE
i i H : - 14 R
I =2 = I I
e N &S Lii
B | F5558 mmns! I IY
I i Y 1 I 1
PA___J! il i 1 H
A h : ><Y EZ
1o i : -y -
1 1 1 1: b i 1
Encrypte R R TLL SRR, o ¥
d Pl X ¥
VPNs e ] I
1 1 : 1 : 1
1 1 I 1 H 1
1 1 I 1 i 1
: 1 1 1!
I \ AN AN
| he__#2DC_ N \
I ! .
\____#1DC S OpenStack/ETS| MANO Vendor appliance | vengor appiiance
--------------- closed as-a-
product

Lyfe Cycle Automation

Work in Progress
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The “CLOUD journey” tackles hidden benefits and will require holistic
approach and reference vendor participation and buy-in

> Agility (deploy, Change, ...)

» No Single-point-of-failure

» Environment automation at scale
» Compliance (App, RBAC, IAM, ...)
» Patching

» Decouple HW / SW

» Horizontal/Vertical scalability

EDP Distribui¢do

T~

General acceptance of
open layered architectures
' and systems

Vendor pushes compliant
platforms “as-a-product”

O \

Vendor “take-in"
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Digital acceleration motivated EDP X project, sponsored by EDP’s CEO,
tackling Strategy, Projects and Culture, fostering and retaining skills

GLOBAL OVERVIEW ON DIGITAL, ITAND OT

DIGITAL DIGITAL ROADMAPS, BIG BETS & KPls
STRATEGY NUGGETS BANK & FINANCIALS
DIGITAL DIGITAL BOOST > 3 - 9 MONTHS
PROJECTS DIGITAL mVP > ~3 MONTHS
DIGITAL QUICK WIN > ~2 WEEKS
DHEHIAL NEW WAYS OF WORKING
CULTURE

COLLABORATIVE WORK
AWARENESS ' COMMUNICATION '/ TRAINING_

@ distribuigdo
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Engaging Digital stakeholders and embracing new roles, moving into the
“Hands-on” domain is crucial to the innovation “New Normal” paradigm

New Ways of Work

e |deate & Create

EDP Distribuigdo

e Test / Fail
“Playing  the
game” and -
work dynamics B New Players
are Key fo : * Disruptors amazon
O.I-.l.roc.hng' . S‘I‘Or‘l'_ups webservices
developing CILFENFRGY
and retaining
digital talent == openstack.

\ \7‘ 9 Y =
@ distribuigdo

Engage and Contribute

E . Specialized forums

* Open source

EE-ISAC

OFPET

cloud
cs A scocurity

alliance®



CLOUD is a Pillar for the Digita

-
=S

GET ENGAGED ON OPEN FRA

DIGITAL TRANSFOR

ADAPT/ ARCHI URES

IN-HOUSE KNOW-HOW FUELS ANI

" COMPOSE AND SOURCE T
X




a better energy, a better future, a better world
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