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Increasing threat landscape — Impact is getting real..

HSE cyber-attack: Irish health Technology
service still recovering months after

SolarWinds says dealing with
hack fallout cost at least $18
million

By Raphael Satter 3 H
y asnes == Cybersecurity

Hackers Breached Colonial Pipeline Using
Compromised Password

By William Turton and Kartikay Mehrotra
4.juni 2021, 21:58 CEST

> Investigators suspect hackers got password from dark web leak LIVE ON BLOOMEERG
Watch Live TV
Listen to Live Radio >

Cyber attack shuts down U.S. fuel
pipeline ‘jugular,’ Biden briefed

Commodiies: | Ma 09, 2021 09

» Colonial CEO hopes U.S. goes after criminal hackers abroad

OOEDOE i i
LSTEN TOARTICLE From the Apple scoop machine

Be the first to know what's next in tech from Mark Gurman's Power On newsletter.
P 4:58
SHARE THIS ARTICLE Enter your emai m
Saudi Green Initiative

Kl share :

and Middle East Green
W Tweet ] Bloomberg may send me offers and promotions. Initiative Launch Events
By submitting my information, | agree to the Privacy Policy and Terms of Service.

in post

; LEARN MORE 23-25 October
B% Email

The hack that took down the largest fuel pipeline in the U.S. and led to
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WHEN TRUST MATTERS
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CYBER SECURITY
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The OT/ CPS maturity journey

60% of orgs.
are here

30% of orgs.
are here

Decision point

Awareness

* Driven by:
» Breach

* Board of Directors / C-
Suite

e Government Bulletins

* Government Intervention

Source. Gartner 01.25.21

Outreach /
asset discovery / network

topology mapping

* Internet outreach to
understand current OT
security governance

* Proof of concept with OT
security platform vendors

Understanding the severity

* Unmanaged devices
connecting everywhere!

* OT network isn’t
segmented!

* Open ports everywhere!

* OEM remoting in without a
policy!

* Windows XP everywhere!

» Cybersecurity, physical
security, supply chain
security, HS&E and

product security teams do
not talk!

Firefighting

» Steering Committee/Org
realignment

* Focus on high value
assets

* Deployment of best POC
solution

* Network segmentation

» Patching or compensating
controls

Increasing OT Robustness

Phase 5

Integration

* Creation of a Chief
Security Officer to
converge siloed security
disciplines

* OT security platform data
feed to
SIEM/SOAR/central SOC

 Best of breed policy
updates

10% of orgs.
are here

Phase 6

Optimization

+ Shift to ORM (Operational
Resilience Management)

 Realization that a lot of the
OT data gathered for
security purposes also
have operational,
engineering, maintenance,
compliance, procurement
or C-suite reporting value
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Holistic cyber security

IT Security OT Security

Confidentiality, Integrity, Availability, Integrity,
Avalilability (Confidentiality)

%
2
Information assets Q Physical assets
(@
Q)
2
®

Frequent attacks - Less frequent, but more
average cost 4,2 MUSD severe attacks

Data leaks, privacy Death, damage,
violations environment, operations
ISO 27001 IEC 62443

People Process Technology
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Cyber Security — starting early will pay off!

« Early involvement on Cyber
Security is key 1 t

* To identify and clarify
consequences for concept and
early FEED decisions

 To make sure relevant
requirements are included
towards all stakeholders

Ability to Influence
Cost to Influence

Project Progress
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Recommended practices

DNV-GL DNV RP G-108 Cyber security in the oil and gas industry based on IEC 62443

https://rules.dnv.com/docs/pdf/DNV/RP/2017-09/DNVGL-RP-
G108.pdf

RECOMMENDED PRACTICE , , _ _

DNV RP 0576 Cyber security for power grid protection devices
. https://rules.dnv.com/docs/pdf/DNV/RP/2021-08/DNV-RP-

DNVGL-RP-G108 Edition September 2017
0575.pdf

Cyber security in the oil and gas industry Energy Academy  Two-day training course to improve the cyber security of your

based on IEC 62443 OT network by using IEC 62351 devices and implementations.
https://www.dnv.nl/training/training-course-on-cyber-security-
189292

DNV

RECOMMENDED PRACTICE

DNV-RP-0575 Edition August 2021

Cyber security for power grid protection

devices
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https://rules.dnv.com/docs/pdf/DNV/RP/2017-09/DNVGL-RP-G108.pdf
https://rules.dnv.com/docs/pdf/DNV/RP/2021-08/DNV-RP-0575.pdf
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Applying IEC 62443
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We will talk about ...

» Exposure in Power Grid
* Applying IEC 62443 Mirnes Alic, MSc

« Case study: Ukranian Power Grid GICSF, CISSF, GPEN
Cyber Security Consultant

DNV Cyber Security

Mirnes.Alic@dnv.com
+47 96 805 736
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The Exposure

:: (Ta i e H E E
! @ i i ! Distributed '
; Nuciear i Interconnect / Tx Customer é Intermn::::n/er : ISEI::!II;:
* = | | | ut |
: “ 3' |[ ,? m: H_? a ! Commercial [
i W Power Transformer Substation (Step Underground Dist. | -
i Coal Generation (Step Up) Transmission Down) Distribution ! Meters !
Operational —"‘-': In * le a A E Residential
Technology i ‘. . o* %o = . | :
:' . L] * an® . . “, ] . an® 1 * 1
i Natural Gas LY | u " ' ", a . ! -t
i *0 [ ] .0 ' P .‘ H ’O
i PPN | .ue L ”
é -a- &lllIIIIllIII”‘IIlll*lll..l.“ : U Lev3|4 .
:: Renewable EMS / Control Center Balancing Auth. i DMS / Control Center smait Grid Business Plann ing
B "
; ! | : Level 3
5: i i i “—| Manage Operations
: Data - People — Process — Technology Level 2
Information __ © ® © Y Monitor and Control /N
Technology E ERP Trading Finandial Risk Analytics scm Asset Maintenance ~ Telecom Customer R_/

Mgmt. Mgmt. Care

Ll P e B A TR Y e J (v

Level1 Digital
Sense and Actuate

0

Level O
Production Process

)

1" DNV © 27 OCTOBER 2021




Where to apply cyber security in utilities/grid operations

C = Confidentiality | S=safety “Office” - SO
| = Integrity I A= Availability

A = Availability | I=_Integr!ty o e et ro WORK DX
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| | o i
T ! ITfrOT | 5
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: Operations ! e o
| . [ )
| Out in the “field”
'S
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\:j ;
@
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Wireless OT + “loT” Pa3rties

Processes
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|
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| Grid/Plant
I
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I Behind the meter — In-house appliances Demand
[

Side Energy Management + ALL ENERGY

DNV © 27 OCTOBER 2021 1
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Applying utility cyber security standards
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IT Systems
ISO 27001(x)

OT Systems
IEC 62443

Process Controls
IEC 62443-2-1

Tech. Security Levels
IEC 62443-3-3

Prot. + IED Security
IEC 62351

Grid Operations
Network/System Operators — Utilities
Portfolio Managers — Power Producers

SCADA + GridOps Systems
Secure System Architectures
Remote Control — Remote Access

SCADA Protocols
ICCP
IEC-101/104
IEC 61850

IED’s

HR
BFFicE  Offices |||||

. |||! e
v, 4 9
DMZ |||||
v

- Solar (fields)

Add Power Generators:
- Large — DCS + SCADA connected to TSO
- Windmills (parks) — DER

Add Smart Metering + Comms Infra

Add ICCP - TSO-TSO-RSC + DSO-TSO
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IEC 62443

Asset owner

System
Integrator

Product
Manufacturer

DNV © 27 OCTOBER 2021
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Asset owner
System Integrator
Product Manufacturer

Requirements/Controls
SL1234

Accident
Low skill
Moderate skill
Advanced threat

CSMS
RA
Defence-in-depth
Zones and Conduits
Security Levels
Critical Assets

Device Security
Visibility
Response

Human Factor
Supply Chain

DNV



IEC 62443 in project lifecycle

IEC—-B2443 32

[EC-6243 (21 and 2-2)
[EC-E6243 (24 and 3-3)
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Source: DNV-RP-0575 - Cyber security for power grid protection devices

[EC-B2443 (24 and 3-3)

IEC 62443 chapters
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Ukraine power grid attack
through eyes of IEC 62443

SRR

Prykarpattya Oblenergo IT network
Spantica
Prykarpattya Obleneigo OT network « SSH tunnd Is activated to remotely control an HMI
- « Shutdown orders are sent through the tunnel to the breakers
T * Local user reacts and Is logged off; password Is changed
AR « Gateways firmmvare Is overaritten with random code
Gateways « Workstatlons and server disks are erased

? * DOS on the call center

« UPS are shut down

3 steps:
1)  Email phishing and C2

2) Recon IT / OT, enumeration, vulnerable
devices, lateral movement, credential
harvesting, becoming invisible, clean-up

3) Launch (attack duration 10 minutes)

Missing controls according to IEC 62443

16 DNV © 27 OCTOBER 2021

FR FR e SR SR tide 5L Assenned SH
180 | Wentification and 11 | Humanuser ideatification
authentication contrel and suthertication
1-AC | Klentification and 12 | Authenticator feedback im0
sutherication contned
140 | Wentification and 13 | Access wia untrusted
authentication control netwrorks
2-UC | Useconmel A Aushor aten snforcement
2UC | Usecontrol 24 | Mabile code
2-UC | Usecontrol 16 | Remote sesslon termsnation F1=10
2-UC | Use conpol 28 | Auditble everts
2UC | Usecontrol 29 | Audit storage capaciy
2-UC | Use conmol 211 | Temestamps
38 | System intagrity 32 | Malidous cods protection
35 | System integrity 39 | Protection of aud inksrmation P
400 | Duta confidermiality 41 | infomaation conbidentialiy FR4=10
5-ROF | Resticted data Flow L1 Hetwank segmentation
5-ROF | Reswhcred daty Flow 52 | Zone boundary protection
SROF | Reswicted data flow 53 | Pwson-toperson FiS =2
commurication restrictions
5-ROF | Resmicred data Flow 54 | Applicaton partdening
GTRE | Timely resporse toewents | 61 | Audit log acossibilty
GTRE | Tenelyresporse mevents | 62 | Contimuous monisaring P
7-RA | Resouice availabilizy 73 | Control system backup
T-RA | Rescurce avallabilizy 74 | Control system recovery and
reponat uticn FRT =0
7-RA | Resource availabilizy 75 | Emergency power
7-RA | Resource avallabiling 7.7 | Least functionality

https://blog.isa.org/lessons-learned-forensic-analysis-ukrainian-

power-grid-cyberattack-malware
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DNV and |[EC 62443

« Work with all stakeholders (asset owners, integrators, manufacturers)

* Draws from experience in different sectors

» Cyber Security Management System

* Risk assessment

« System and component testing and certification (IEC 62443 and IEC 62351)
* Training (IEC 62351 — DNV Energy Academy and IEC 62443)

Two-day training course to improve the cyber security of your OT network by using IEC 62351
devices and implementations. https://www.dnv.nl/training/training-course-on-cyber-security-189292

e CyberGym Collaboration
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DNV cyber security market segments
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