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Understanding IEC 62443 - Introduction  

1. Increasing threat landscape
2. Cyber security for the Real world
3. Holistic Cyber Security
4. Starting early will pay-off
5. Recommended practices
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Increasing threat landscape – Impact is getting real..

3



27 October 2021

https://www.dnv.com/cybersecurity/index.html
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The OT/ CPS maturity journey
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Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6

Decision point60% of orgs. 
are here

30% of orgs. 
are here

10% of orgs. 
are here

Awareness
Outreach / 

asset discovery / network 
topology mapping

Understanding the severity Firefighting Integration Optimization

• Driven by:

• Breach
• Board of Directors / C-

Suite

• Government Bulletins

• Government Intervention

• Internet outreach to 
understand current OT 
security governance

• Proof of concept with OT 
security platform vendors

• Unmanaged devices 
connecting everywhere!

• OT network isn’t 
segmented!

• Open ports everywhere!

• OEM remoting in without a 
policy!

• Windows XP everywhere!
• Cybersecurity, physical 

security, supply chain 
security, HS&E and 
product security teams do 
not talk!

• Steering Committee/Org 
realignment

• Focus on high value 
assets

• Deployment of best POC 
solution

• Network segmentation

• Patching or compensating 
controls

• Creation of a Chief 
Security Officer to 
converge siloed security 
disciplines

• OT security platform data 
feed to 
SIEM/SOAR/central SOC

• Best of breed policy 
updates

• Shift to ORM (Operational 
Resilience Management)

• Realization that a lot of the 
OT data gathered for 
security purposes also 
have operational, 
engineering, maintenance, 
compliance, procurement 
or C-suite reporting value

Source. Gartner 01.25.21

Increasing OT Robustness



DNV © 27 OCTOBER 2021

6

Holistic cyber security

IT Security
Confidentiality, Integrity, 
Availability
Information assets
Frequent attacks -
average cost 4,2 MUSD
Data leaks, privacy                               
violations

ISO 27001

OT Security
Availability, Integrity, 
(Confidentiality)
Physical assets
Less frequent, but more 
severe attacks
Death, damage, 
environment, operations
IEC 62443

People TechnologyProcess
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Cyber Security – starting early will pay off!

• Early involvement on Cyber 
Security is key
• To identify and clarify 

consequences for concept and 
early FEED decisions

• To make sure relevant 
requirements are included 
towards all stakeholders
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Project Progress

Source: DNV-RP-0575 - Cyber security for power grid protection devices
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Recommended practices
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DNV RP G-108 Cyber security in the oil and gas industry based on IEC 62443
https://rules.dnv.com/docs/pdf/DNV/RP/2017-09/DNVGL-RP-
G108.pdf

DNV RP 0576 Cyber security for power grid protection devices
https://rules.dnv.com/docs/pdf/DNV/RP/2021-08/DNV-RP-
0575.pdf

Energy Academy Two-day training course to improve the cyber security of your 
OT network by using IEC 62351 devices and implementations.
https://www.dnv.nl/training/training-course-on-cyber-security-
189292

https://rules.dnv.com/docs/pdf/DNV/RP/2017-09/DNVGL-RP-G108.pdf
https://rules.dnv.com/docs/pdf/DNV/RP/2021-08/DNV-RP-0575.pdf
https://www.dnv.nl/training/training-course-on-cyber-security-189292
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Know your 
cyber risks

Build a powerful 
force of defence 

Win stakeholder 
support
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Applying IEC 62443
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We will talk about …
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• Exposure in Power Grid
• Applying IEC 62443
• Case study: Ukranian Power Grid
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The Exposure

11
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Where to apply cyber security in utilities/grid operations

Cloud

Office

Wireless

EMS
DMS

GEO 
INFO

WORK 
MGT

HISTO 
RIAN

ANA 
LYTICS

ASSET 
MGT

SCADA

FIELD COMMUNICATIONS

RTU DA SA

“Office” DSO

Out in the “field”

C = Confidentiality
I = Integrity
A = Availability

S = Safety
A = Availability
I = Integrity
C = Confidentiality

IT IT for OT
Grid/Plant
Operations

OT + “IoT”

Grid/Plant
Processes Smart 

E-MtrsBehind the meter – In-house appliances Demand 
Side Energy Management + ALL ENERGY

ERP

MDM

AMI

HE

DX
ITF

DSO

3rd

Parties

Confidential & Proprietary
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Applying utility cyber security standards
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Add Power Generators:
- Large – DCS + SCADA connected to TSO
- Windmills (parks) – DER 
- Solar (fields)

Add Smart Metering + Comms Infra

Add ICCP – TSO-TSO-RSC + DSO-TSO 
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IEC 62443
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Asset owner
System Integrator

Product Manufacturer

Requirements/Controls
SL 1 2 3 4

Accident
Low skill

Moderate skill
Advanced threat

Require
ments

Asset owner
System 

Integrator
Product 

Manufacturer

Attackers

CSMS
RA

Defence-in-depth
Zones and Conduits

Security Levels
Critical Assets

Device Security
Visibility

Response
Human Factor
Supply Chain
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IEC 62443 in project lifecycle
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Source: DNV-RP-0575 - Cyber security for power grid protection devices

IEC 62443 chapters
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Ukraine power grid attack 
through eyes of IEC 62443

3 steps:

1) Email phishing and C2

2) Recon IT / OT, enumeration, vulnerable 
devices, lateral movement, credential 
harvesting, becoming invisible, clean-up

3) Launch (attack duration 10 minutes)

Missing controls according to IEC 62443

16
https://blog.isa.org/lessons-learned-forensic-analysis-ukrainian-
power-grid-cyberattack-malware
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DNV and IEC 62443

• Work with all stakeholders (asset owners, integrators, manufacturers)

• Draws from experience in different sectors

• Cyber Security Management System

• Risk assessment

• System and component testing and certification (IEC 62443 and IEC 62351)

• Training (IEC 62351 – DNV Energy Academy and IEC 62443)
Two-day training course to improve the cyber security of your OT network by using IEC 62351 
devices and implementations. https://www.dnv.nl/training/training-course-on-cyber-security-189292

• CyberGym Collaboration

18

https://www.dnv.nl/training/training-course-on-cyber-security-189292
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DNV cyber security market segments

Oil and gas Maritime Electricity infrastructure 
& distribution

Renewables

Healthcare Manufacturing Public sector Financial services
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