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About BKW

The BKW Group is a Bern-based international energy and infrastructure company employing
about 7,000 people.

Its company network and extensive expertise allow it to offer its customers a full range of
overall solutions. The Group plans, builds and operates infrastructure to produce Energy and
supply it through its Power Grid to businesses, households and the public sector, and offers
digital business models for renewable energies.

In addition, the BKW Group portfolio comprises everything from Engineering consultancy and
planning for energy, infrastructure and environmental projects, through integrated offers in the
field of Building Solutions, to the construction and maintenance of Infra Services for energy,
telecommunications, transport and water networks.
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POWER INFRA BUILDING
GRID ENERGY SERVICES ENGINEERING SOLUTIONS
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Understand The Threats

Dangerous (Critical Infrastructures) Sabotage
e

Nations / Government Agenc .
Espionage
Dangerous (Intellectual Property) Most

Corporations, Industries & Economi dangerous Espionage

Most probable Organized Crime
—
—

Involved in 45 - 60 % of the Attacks Internal & external Collaborators All of the above

Self-Affirmation
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Understand The Cyber Kill Chain
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BKW may be identified as a target for its funds and critical infrastructure.
Intruder researches target, and attempts to identify vulnerabilities in it.
Intruder creates remote access malware weapon tailored to vulnerabilities.

Initial Infection: (Spear) Phishing, USB Sticks, CEO-Fraud, Social Engineering,
Malware Downloads, Fake Password Change, Watering Hole

Malware code triggers, escalates privileges and takes action on target to
exploit vulnerability.

Malware installs access point (e.g., "backdoor") usable by intruder's
command & control networks.

Malware enables intruder to have persistent access to target network.

v ’ Actions on Objectives Intruder takes action, such as data exfiltration, destruction, or encryption.

A successful attack is only a matter of time and resources invested
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Define Your Strategy and Have IT Approved by The Board

ESTABLISH
GOVERNANCE

PROACT, DETECT, REACT

Reach Resilience
Know the Risks and
NELCROENENEREEEED]LE
Recognize & Cope

with Attacks

MANAGE

RISK PROTECT IT, OT, PHY

Take Measures
Get IT & OT in good trip

and keep it secure

INITIATE
OPERATION

IT = Information Technology
OT = Operational Technology
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Setup The Programme

2017 2018 2019

Develop & enact Policy,

ESTABLISH GOVERNANCE Develop & enact Guidelines,

Develop & enact Procedures and Supplier Contracts

MANAG E RIS K Develop & enforce Risk Assessment Methodology,

Conduct Risk Assessment to IT & OT Systems/Apps

10 IT Cyber Security Projects within ICT
Mail & Web Securit Log Mgmt  Vulnerability Mgmt
n Network & Cloud Security
Netz-Zonen & Firewalls

Information Protection, Privilege Mgmt,
Endpoint Protection, Asset Mgmt

Redundant DCs DC Resilience, Configuration Mgmt

Data Classification & Loss Prevention

PROTECT IT

IS 1 IT Cyber Security Project with Trading

UMABI
4 0T Cyber Security Projects:

Getting IT KKM in good trim Power Grid (N)
Hydro (PH, KWO)
/f Nuclear (KKM)
4

Hydro & Gaz (ITA), Wind, Contracting

PROTECT OT

PROTECT PHY

PROACT,

Secure Access to electric Facilities (N
r

/_:i 1 PHY Cyber Security Project with KI
Locking System Renewal (PH
o, L

Reach sufficient Resilience

Detection addressed in Operations
Enable Reaction & Recovery

DETECT, REACT

SecOps / SOCaas SecOps / SOCaaS

INITIATE OPERATION Secops | SOCas for o7 for o7

(KKM, PH, KWO, N) (PI, EW, DE)
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Set and Measure The Target

CMMI Cybermaturity CMMI Cybermaturity CMMI Cybermaturity
2015 & 2016 State Mid 2018 Actual Target 2019

Start
(2015, 2016)

Target 2019 State 2018 Target 2019
(2015) (2018)



ENERGY INTRUSION DETECTION 2018 | BKW | 30.01.2019

Use an Established Method: The CMMI Cybermaturity Platform

Define the scope of the assessment and
organization’s risk profile; Determine the

In April 2018 the CMMI Institute launched a Platform (Saas) atury target for the organzation % @
for the risk-based Assessment of the Cybersecurity
Maturity of an Organisation.

RISK PROFILE RISK BASED
MATURITY
TARGETS

| had and continue to have the opportunity to accompany
the CMMI Institute during the development and implemen-

tation of its CMMI Cybermaturity Platform.

It is my pleasure to give you a brief overview of the method
and its application with the BKW Group as a whole and With  oeine organizational |
Seven Of |tS Umts priorities; Approve roadmap

| determine practice

PROCESS Operations area level maturity

Level

o
WORKFLOW = @ 4 Select practices to ®

9

® You determine your Risk Profil which in turn %

determines your Maturity Targets,

tm ®
: MEASURED
o 'TSF?R/EAF?FWEW MATURITY VS. RISK
S B BASED TARGETS
O MEASURED RISK PRIORITIZED
MATURITY VS. GAPS AND TECHNICAL
m INDUSTRY SOLUTIONS

@ You gather your Cybersecurity Maturity,

® You compare it with your Targets & your Peers,

@ You get a risk prioritized Roadmap and c'o ®
® You present the Results to the ExCom and the BoD. @ @@ migation roadvap

Finally you get a mapping of your Compliance with
ISO 27001/27002, NIST CSF and further Standards.

MEASURED PRIORITIZED
MATURITYVS. ROADMAP
INDUSTRY

ZBRN
ISO
NSl

27001:2013

& CMMInstitute
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Establish The Governance

Policy "Handling Data and Information Safely"
Responsibilities & Principles for the whole BKW Group
-> aimed at all Employees, specially to BU-Leaders and GMs

Four Guidelinies: -> address specific Target Audiences
1. Guideline for Employees
2. Guideline for Business Functions
(defining e.g. Application Responsibles & Data Owners)
3. IT Guideline
4. 0T Guideline

| I| I Standard Operating Procedures
Generic, independent of Products / Releases

Technical Operating Procedures
Product- / Release-dependant Instructions

Supplier Contracts
Model contract with Appendices

10
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= The Flyer

Become & Stay Aware

Our Slogan is:

Ready. Safe? Go!
Step by Step towards a cybersafe BKW

Willkommen Noemi Schmitt zum Training

n T h e Tra | N | N g INFORMATIONSSICHERHEIT

= The Kill Chain

The Tips in the
Employee Magazine

30.01.2019
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The OT Protection Evaluation
— A Human Team Building Exercise

step  €)

Develop RFI/RFP, Determine Longlist,
Run first PoCs with Longlist Providers

Step 9

Hold Comprehensive technical Workshops,
Run second PoC with Shortlist Providers

A NozZoM!

TR
C’ Rhebo @
CLAROTY
@ Indegy
N A\ 4
=/ X

RFI/RFP with over 80 Criteria

A @ Indegy

*

CLAROTY

On site technical workshops at KWO/BKW
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Step 9

Negoziate detailed commercial and
technical Terms

@ Indegy

Detailed Purchasing & Service Contracts

Have The Team Members Socialize with Each Other
Get Top Management to Attend
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How IT & OT Protection Play Together

Clients Servers Switches Firewalls Cloud Mail, Web
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% [ ”I‘H %@%? ’i\ SSS BKWcert = BKW computer emergency response team,

; ) S0CaaSs = Security Operations Center as a Service
Netze KKM Hydro KWO Wind Contracting
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The virtual Security Operations Center
— Everyone Concentrates on His Strenghts

1 Line Management down from the ExCom is
responsible to have Cyber Security Projects
executed and Operations ensured according
to the Policy released by the ExCom.

2 The (SO0/CISO proposes the Policy to the
ExCom, defines the Cyber Security Strategy,
runs the Program, releases the Guidelines
and steers Operations strategically.

i i Production Tradin Application Infrastructure f
(lSBP:SwTe;ug::? ) (K::: du';::’:wn (Wind, Hydro ITA, (Long Term, ghort Development Engineering DI:::t‘II:r::::ﬁ:nr ITI((J)'I;fS_ecurity 3 The Head I'CT DFOVIdES the Resources
AV o  Hydro, ) Dez. Energie; Term, Intraday) (Optimizing & Enabli (Client, Server, Netw.) - wers (Contract, Finance, Personnel) for the
Martin Christen ICT, NVA, KKM operational Lead of SecOps (SOCaaS, Head

SecOps/BKWecert). The Head ICT Operations
leads the virtual SOC operationally.

SecOps /| BKWcert g SO0C as a Service

KUDELSKI
SECURITY @

4 The IT/OT Security Officers steer the secure

Lz S G __“’i’ _____ tosia | losi René Hugentobler Adv 0ps (12, L3) Use of the Applications and Infrastructure in

s sl ot el el o = == = —-— —_ = IT & OT by applying the Guidelines.
0SS 0si 0s! 0s! S 0 Level 1 . . . .

:I.SB.I.ISB SmartGrid, . H KKM, Hytlro.lﬂml tlwmu Dez. Emrgn...." Trading-Apps SAP, onePortal,... | [Client, Server, Momorll I 0SioD, 05500 ¢‘> SoCLavel't They advise Projects & Operations, in

t——=\kwo

SCADA = Supervisory Control and Data Acquisition

R

particular the 0SIs/0SSs and approve the
Procedures.

The Department & Team Leaders in IT and
OT and the Application Responsibles (AR)
and Data Owners (DO) in the Business
Functions ensure the daily Security
Operations by assigning, and enabling
Operational Security Engineer IT (0SIs) and
to Operational Security Engineers SCADA
(0SSs). They assign one of each on a weekly
basis to the Head SecOps/BKWcert to
interface to the SOCaas.

The defense will be successful, if the effort of the adversery in relation to his expected return is too high.
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The Current State of the Programme

2017 2018 2019
p
%evelop & enact Policy,
ESTABLISH GOVERNANCE F Develop & enact Guidelines,
Develop & enact Procedures pnd Supplier Contracts
Develop & enforce Risk Assessment Methodology,
MANAGE RISK Conduct Risk Assessment to IT & Of Systems/Apps

.
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DETECT., REACT Enable Reaction & Recovery
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BKW Cyber Security Bericht Dezember 2018

Aktuelle Cyber Security Bedrohungen (Quelle: MELANI et altera)

Publiziert Name Vermutl. Ursprung Kategorie BKW betroffen| nicht betroffen
6. Dezember Mail mit falscher Swisscom-Rechnung Org. Kriminalitdt od. staatlicher Akteur Malware x!
19. Dezember www.bkw.ch solle angegriffen werden Aktivisten Darknet

Ereignisubersicht BKW (Quelle: Kudelski Security SOCaaSs fur die IT)

SIEM SOCaaS SecOps/BKWcert
8.6 Mrd. 2.2 Mrd. 268 . o °
o 8 e LS ,“.I.‘.,
Total Korrelierte Vom S0CaasS An SecOps/BKWcert
Ereignisse Ereignisse analysierte Ereignisse  eskalierte Ereignisse

>
3 Real zu bearbeitende / Total gemeldete Ereignisse

X2

1 Mailschutz unvollkommen, Endpoint Detection hat alarmiert
2 Website verstarkt tiberwacht, keinen Angriff festgestellt

Anzahl neue Ereignisse & Schwachstellen® YTD

Anzahl
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—a— (iberfdllige Ereignisse
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4Schwachstellen: Schwachstelle * Anzahl Instanzen in 1000

Bearbeitungsfortschritt Ereignisse und Schwachstellen (Quelle: SecOps/BKWcert, Kudelski Security)

Ereignisse im aktuellen Monat Schwachstellen?im aktuellen Monat

5 223
29
6 1293
ER s
260
mea |2 mica wo
289
. . 547
8 5 | 162
Il cverfanig I offen (alter) offen (Dezember) || erledigt (Dezember) | erledigt (aiter)

E-Mails im aktuellen Monat

Web-Access im aktuellen Monat

ausgelieferte
Mails

entfernte Spam-
Mails

geldschte Mails mit
bedrohlichem Inhalt

448'356
4%
1'332'984

43%

zugelassene ’
Zugriffe
gesperrte Zugriffe 5

(BKW Regelung) 2%

219'658'698
98%

1'363'323
43%

gesperrte Zugriffe
(gefahrliche Sites)




Conclusion

Start with the Involvement of the Board
Address Human Factors with Priority

Involve Top Management Formally & Informally
Create Cross-0rganisational Teams

Concentrate on Your Strengths, involve Partners with Their Strengths

vV V V VY VY V

Push Responsibility for Process & Doing down the Management Chain
as deep as possible

A\

Use Leading Technology, avoid the Bleeding Edge



Questions?




Thank you for your attention.

lvo Maritz
Head Cyber Security (CSO/CISO)

ivo.maritz@bkw.ch B KW
www.bkw.ch



