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• 100% owned by the Swedish state

• 58% Sweden electricity production

• No. 1 Heat supplier in Europe, 

• No. 2 Offshore Wind worldwide

• No. 3 Electricity sales in Europe

• No. 4 Electricity gener. in Europe

Denmark 2.2

Wind power   2.2

UK 3.1

Wind power   3.1

Solar 0.1

Netherlands           19.5

Wind power               0.5

Fossil-based power 19.0

Solar 0.0 

Germany 17.4

Biomass, waste 0.2

Wind power 2.7

Fossil-based power    11.2

Hydro power 3.3

Sweden 86.8

Biomass, waste.  0.2

Wind power.        1.0

Nuclear power   53.4

Hydro power      32.2

Electricity production 

2019: 129,3 TWh

Finland 0.3

Hydro power 0.3

Vattenfall - one of Europe’s
largest utilities 

Confidentiality – None (C1)



What is an alarm

Popular understanding is that it is an 
event that needs a timely response

(but not quite so simple)



Why is alarm 
handling important

Source: Southam, T., “Alarm Management Presentation 

- An Introduction,” PTP-Global, 2013



Why is alarm 
handling important

Source: Southam, T., “Alarm Management Presentation -

An Introduction,” PTP-Global, 2013
The control room at Three Mile Island



Alarm handling in substations 

Alarm in IEC 61850 is the output of an
internal (local) trigger

Alarm handling is (propriety) in the SCADA

Limited functionality compared to industrial 
alarm management standards like ISA 18.2 or 
IEC 62682

IEC 62682



Alarm handling in wind 
Manly from wind park controller to control and surveillance centers

Jan Jørgensen manager Vattenfall’s Surveillance Centre, 
http://www.offshorewind.biz/2016/11/04

→ Each wind farm comes with [it’s own] 

supplier surveillance tool 

→ 11 vendor “level 2” SCADA systems

→ Central alarm system 

→ Multiple actors (park site office, central surveillance, 

vendor/OEM surveillance centre, maintenance centre

Vattenfall’s Surveillance Centre in Esbjerg, 
Denmark monitors and operates all turbines 

“We want to be able to control all the 

turbines and do it in a similar manner”

100’000+ signals mapped to 61400-25 

to enable data analytics 

http://www.offshorewind.biz/2016/11/04/esbjerg-we-have-a-problem/


Alarm handling in 61850-90-18

Figure 4 – Event only state machine for alarms 

without latch and without acknowledgement 

Figure 5 – State machine for latched 

alarms and no acknowledgement 



1. An error is activated from a wind 

turbine: “Cabinet for power distribution 

section temperature too high”

Alarm client 1
Surveillance Center SC

2. The operator at the Surveillance Center 

activates an acknowledgement on the 

HMI to inform all possible monitoring 

clients, that will take care of the fault

10

Wind use case 

Figure – State machine for alarms with acknowledgement and latch

5. The technician inspected the issue 

and replaced affected spare parts.

Alarm client 2
HMI for Maintenance Staff

3. Activates a technician to inspect 

turbine and fix problem

7. The wind turbine starts production automatically

4. Before the technician arrives, wind 

calms, temperature decreases to 

normal, but alarm is still active 

(and alarm is latched)

6. Technician sends a reset error 

command to release the error 

latch, documented the incident in 

the reporting system and informs 

the surveillance center



Alarm handling in
61850-90-18

Alarm added as a data object which to any 

Logical Node

The alarm data object is of common data type ALM 

and configured to use one of four state machines

Also support for IEC 62684 shelving (e.g. for broken 

sensor), suppressing (e.g. based on operating 

conditions or plant states) or setting out of service 

(e.g. during maintenance) 

(simplified)



Counting alarms…

Counting state changes and duration in state

• How often and for how long has a turbine been stopped due to an alarm?

More specifically:

• How often has the status value or alarm switched into each of its states 

• How long has the status value or alarm been in each of its (enumerated) states

•Proposal for 61850-90-18:

• Data objects with common data class CNT 

for total counter

• Statistical Logical Nodes for subtotal counter 

and historical data



Alarm handling in
61850-90-18

Alarm will normally be triggered by an IEC 61850 

signal (Event reported, GOOSE or polled) with 

a client including an alarm handler performing 

the state-machine

Figure 1 – Function allocation
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Thank you for your attention

Vattenfall Horns Rev 1 offshore wind farm, 8th December 2009

Nicholas Etherden, Vattenfall R&D

nicholas.etherden@vattenfall.com

Plan to circulate proposal in IEC National Committees in February 2021 

mailto:nicholas.etherden@vattenfall.com

