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USA/ Canada

6.326       Employees
10.428     Installed Capacity (MW)

Portugal 63 Employees
480      Installed Capacity (MW)
100%  Generation from renewable sources

France/ Belgium

28 Employees
144      Installed Capacity (MW)

Italy

42        Employees

United Kingdom

67 Employees
939      Installed Capacity (MW)
100%  Generation from renewable sources

Poland/ Romania

1680 Employees
6 087    Installed Capacity (MW)

Spain

Mexico

2.945     Employees
2.800     Installed Capacity (MW)

Brazil

9 Employees
200   Installed Capacity (MW)
100%  Generation from renewable sources

Mexico

Production Renewables Transport Distribution Retail

9.8 million electricity 
customers

1.5 million gas customers

CUSTOMERS

11 million 
#4 World 

wind energy company

26,7 GW

>70% 
Installed Capacity

Renewable Generation
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OT Strategic Objectives



OT Strategic Objectives

Improve procedures to reduce detection and 
recovery time after cyberattacks

Reducing organization risk by reducing the 
potential impact of cyberattacks
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ACLs Firewalls

Anti-virus malware signatures

IDS/IPS attacks signatures

SIEM filters

Etc.
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1. Learning 2. Tunning 3. Detection and
reaction

4. Analysis and
feedback

Human intervention

Machine intervention

Knowledge-based Behaviour-based Advanced detection+ =
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SECURITY 

ANALYTICS 

PROJECT

Stage #1 ▪ Architecture review
▪ Product documentation
▪ Deployment checklist
▪ Test planning

November 2018

Stage #2 ▪ HW & SW instalation
▪ Initial tests
▪ Learning start

December 2018

Stage #3 ▪ Finetuning
▪ ScriptingJanuary 2019

Stage #4 ▪ Acceptance tests
▪ Training and SOC integration
▪ Solution documentation

February 2019

Adjudication

October 2018

Customization required
for full compliance with
requirements.
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PROJECT
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▪ Product documentation
▪ Deployment checklist
▪ Test planning

November 2018

Stage #2 ▪ HW & SW instalation
▪ Initial tests
▪ Learning start

December 2018
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PLAN CHANGE
▪ Training

LESSON #1
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LESSON #2

POC lessons



Smart grid operations ecosystem
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Dispatching Center – electricity grid supervision
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SCADA Sensors & automation

Optic fiber 
network

Wireless networks & PLC

Cybersecurity

Supervision of mission critical services (e.g. SCADA)

Supervision of metering data

Supervision of metering assets

WFM e assets’ sensorization

Telecom & cybersecurity
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Thank you for your attention!
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