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Inciddnt Response :

A New Response Strategy

Smoother Response. Faster Recovery. Reduced Costs.

As business operations become more entwined with data and technology, cyber attacks are MOXFIVE named
becoming more complex and disruptive to organizations’ operations. This evolution has caused a Fastest—Growing
shift in priorities during the incident response process. While privacy and legal concerns remain

important, today's priorities are more often focused on IT and the need to get critical business Securlty Company on

operations up and running after an attack. Inc. 5000 List
Many victims today find that they either don't have a response strategy - or are forming one for the I 5000
first time. As a result, organizations need a Technical Advisor they can turn to from the start who has a nc'

proven playbook for leading incident response efforts and who can be the source of truth about what N°

is needed to respond with speed and precision. 1

IND SECURITY

At MOXFIVE, our goal is to be that first resource for any organization facing an incident — providing
the technical insight to put our clients on the right path from day one. Our Technical Advisors have
managed and led many of the most significant security investigations in the world and can quickly

assess any situation to determine the most efficient and cost-effective technical response strategy.

The MOXFIVE Platform

MOXFIVE's platform approach to incident response introduces scale to the IR customer experience by focusing on speed and
efficiency. Our Technical Advisors will work with your team to clearly define the incident and develop the most effective response
strategy. Once a plan is in place, they will work in tandem with a MOXFIVE Incident Manager to build the team of experts needed and
manage all incident response efforts through to completion.
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https://www.moxfive.com/services/incident-management

Working with MOXFIVE provides the following benefits:

Smoother Process

Proven Incident Management Playbook

Our Technical Advisors have managed and led many of the most
prominent security investigations in the world and can quickly
assess any situation to determine the most efficient and cost-
effective technical response strategy.

Seamless Execution

Each engagement has a dedicated MOXFIVE Incident Manager
who will organize the many teams, workflows, and communications
required to keep projects on track and moving along efficiently..
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Assets @ Conpleied @ Recover  © Validste @ Prepare @ Intialze
Q search for assets Delete  Import  Export
Name IP Address  Function Environment  Status Current Owner
SERVERO2  10.0.0.2 ADFS Production O Not Started  Floyd Geiser

SERVERO4  10.0.0.4 Active Directory  Production 4 Completed  ReseAnne Sims

SERVER10  10.0.010 vCenter Production 4 Completed  Jeff Chan

SERVER12  10.0.012 Citrix Production 4 Completed  Jeff Chan

SERVER13  10.0.013 File Servers Production 4 Completed  Michael Rogers

Increased Visibility

Simple Unified View

The MOXFIVE Platform builds a comprehensive timeline of an
attack so you can easily see, understand, and discuss what
happened across multiple response teams.

Identify Gaps and Build Resilience

Having a unified timeline can help teams better analyze what
worked and what didn't so you can evaluate where improvements
need to be made across processes, technologies, and teams.

MOXFIVE is a cybersecurity company helping organizations respond to incidents and minimize the risk of

Milestones by Category

509 Negotiation (5) ‘80%' Forensics (14)

Milestones
Name 1 Category Type
Restore critical servers Recovery Critical Systems Restored
Restore all servers Recovery All Systems Restored
Collect forensic image... Forensics Forensics Data Collection
Full EDR deployment Forensics EDR Deployment

Obtain initial ransom d.. Negotiation Initial Ransom Demand

Obtain final ransom dem...  Negotiation Final Ransom Demand

Process Ransom Paym. Negotiation  Process Ransom Payment

Faster Response

40% Recovery (15)

Owner Status
Floyd Geiser Open
ReseAnne Sims Open
Jeff Chan Closed
Jeff Chan Open
Michael Rogers Closed
Michael Rogers Closed
Daisy Warkins Open

Real-time Status and Progress Updates

Our MOXFIVE Platform streamlines the incident response process by
providing a centralized view of key milestones and project details.
MOXFIVE provides clarity and peace of mind needed for attack

victims during the incident response process.

Technical Expertise at Scale

The MOXFIVE Platform combined with our extensive Partner
Ecosystem improves the client experience with its ability to quickly
scale to meet the demand for incident response services and deliver
the expanded expertise, technologies, and resources clients need in

the wake of a cyber-attack.

Apr 05, 2022

@

Received initial ransom
Titial Han A F

itial
Data exfiltration aceurs

Apro04, 2022

future attacks. Over the last decade, our team of experts has helped thousands of businesses respond to major
incidents and saw firsthand that there needed to be a better way for organizations to get the technical expertise %
they need when they need it most. Through a combination of our technical experts and proprietary platform, we

bring order to chaos and deliver a tailored incident response approach and resilience-minded path forward for

clients of all sizes, faster and more efficiently.
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Reached out to threat actor

Threat actor collects data from the server
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