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Detecting cheating
• Parents sign a test security letter (updated version will be provided in the Remote Testing Playbook)
• Students consent to the ‘terms & conditions’ during the exam pre-check process
• This solution empowers proctors and teachers to identify suspicious behavior by viewing recordings

after the test session if needed. A.I. algorithm flags points of potentially suspicious behavior to 
streamline the review process

• What does it record? Webcam view of the student behavior and the student screen
• What about the secure bowser? The solution does not use Riverside’s secure browser
• Solution prevents students from copy/pasting, taking print screens, or navigating away from the test
• Parents and students use an open Chrome browser and a Chrome browser 

extension for Proctorio that must be downloaded to the device ahead 
of the test session

Pausing test sessions
• Proctors can pause test sessions for an individual 

student or group of students (i.e., student needs 
to go to the restroom, internet glitch, etc.)

Chat 
• N/A; no in-app communication between 

proctors and students

Distractions 
• Student cannot see the other students or 

the proctor 

Check readiness 
• System check tools are run at time of testing

®

Key Features
• �Students interact with a familiar adult – teacher or local proctor
• Proctor can communicate in-app via 1:1 or 1:M chat
• �Integration of application directly into DataManager proctoring tool set (a few clicks in the app)
• �Proctor has better visibility of student testing environments

(Zoom in on a single student and easily zoom out to see many students in one frame)
• �With dual monitors, proctors can keep an eye on a single or few students on a large screen while

still monitoring the class
• �Students can chat with the proctor without chatting to the entire group
• �Proctors can easily pause a single student session or an entire group test session

Ask yourAssessment  Consultant for more information!



Detecting cheating
• �Parents sign a test security letter (updated version will be provided in the Remote Testing Playbook)
• �Students consent to the ‘Terms & Conditions’ during the testing setup and approval process
• �This solution empowers proctors and teachers to identify suspicious behavior by monitoring

students via webcam as well as viewing recordings after the test session if needed
• What does it record? Just the webcam view of the student behavior
• What about the secure browser? The solution can be used with or without Riverside’s secure browser
• �To use the secure browser, ensure parents and students have this downloaded to the device

ahead of the test session (new version of the secure browser will be required; will be provided)

Pausing test sessions
• �Proctors can pause test sessions for an individual student or

group of students (i.e., student needs to go to the
restroom, internet glitch, etc.)

Chat
• �The chat is only visible between the individual

student and the proctor

Distractions
• �Student cannot see the other students or

the proctor

Check readiness
• �System check tools can be run prior to the

time of testing

Riverside Insights® A.I. Remote Proctoring Application

Simple Steps for the Students and the Proctor 
Device requirements
• If the student’s testing device has a webcam, that’s all they need
• �If the student’s device does NOT have a webcam, students can download an app

on a video-enabled device (iPads, Androids, etc.) to serve as their webcam

Once the devices are set up, the proctor
• Signs in to DataManager
• Launches the proctor session
• Instructs students to sign in to start system check tools
• Approves the students for testing (1 by 1 to ensure each child is ready to test)
• Sees the status of each student in the phases of approval
• Can select ‘Approve All’ to begin the test once all students are ready
• Monitors the views of group and individual students
• �Can toggle between traditional proctor dashboard and monitoring tool

(tile view and zoom-in view of a student + chat stream)
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