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Introduction
The client, Twinkly, has developed a product named Twinkly LED Lights.

This report is intended to document that EWA-Canada has made the best possible effort using the most
current tools, technology, and methods as well as using skilled security testers to identify as many security
issues as possible within the scope of the engagement at the time of testing. Cyber security threats are
continuously changing, and this report should be considered a snapshot of security in time.

Scope of Review

The product assessed in this report is the Twinkly LED Lights. The scope of testing is based on the following
cyber requirements specified in SB-327 (“The California loT Bill”):

a) A manufacturer of a connected device shall equip the device with a reasonable security feature or
features that are all of the following:
1. Appropriate to the nature and function of the device.
2. Appropriate to the information it may collect, contain, or transmit.
3. Designed to protect the device and any information contained therein from unauthorized
access, destruction, use, modification, or disclosure.

b) Subject to all of the requirements of subdivision (a), if a connected device is equipped with a means
for authentication outside a local area network, it shall be deemed a reasonable security feature
under subdivision (a) if either of the following requirements are met:

1. The pre-programmed password is unique to each device manufactured.
2. The device contains a security feature that requires a user to generate a new means of
authentication before access is granted to the device for the first time.

Intertek has derived test cases from these requirements which were used to assess these products.
Results

Twinkly has provided a reasonable level of security appropriate to the function of the device. No
unexpected services have been found to be actively listening on the Twinkly LED Lights.

The following table summarizes the results of the tests that were performed in accordance with the derived
test requirements designed to comply with SB-327. Full details of the test methodologies and results are
contained in the report.



. Product Installation

. Default Password

. Manufacturers Attestation

. Sensitive Information

. Data Flows

. Communications

. Unexpected Communications

. Bluetooth Communications
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. IP Communications
10. Active Services

11. Automated Vulnerability Assessment

12. Software/Firmware Update

As a result of testing, the Twinkly LED Lights, produced by Twinkly, has met all test cases designed to meet
the requirements of the “California loT Bill” SB-327.
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1 INTRODUCTION

1.1 Background

The client, Twinkly, has developed a product named Twinkly LED Lights.

1.2 Purpose

The purpose of this testing was to test the products against requirements which were derived by Intertek in
order to test suitability of connected products against the “California loT Bill”, SB-327.

1.3 Scope

The products assessed in this report is the Twinkly LED Lights. The scope of testing is based on the following
cyber requirements specified in SB-327 (“The California loT Bill”):

a) A manufacturer of a connected device shall equip the device with a reasonable security feature or
features that are all of the following:
1. Appropriate to the nature and function of the device.
2. Appropriate to the information it may collect, contain, or transmit.
3. Designed to protect the device and any information contained therein from unauthorized
access, destruction, use, modification, or disclosure.

b) Subject to all of the requirements of subdivision (a), if a connected device is equipped with a means
for authentication outside a local area network, it shall be deemed a reasonable security feature
under subdivision (a) if either of the following requirements are met:

1. The pre-programmed password is unique to each device manufactured.
2. The device contains a security feature that requires a user to generate a new means of
authentication before access is granted to the device for the first time.

Intertek has derived test cases from these requirements, which were used to assess these products.

1.4 Disclaimer

This report is intended to document that EWA-Canada has made the best possible effort using the most
current tools, technology, and methods as well as using skilled security testers to identify as many security
issues as possible within the scope of the engagement at the time of testing. Cyber security threats are
continuously changing, and no application or system can ever be considered 100% secure regardless of how
much security testing is conducted.

1.5 References

[1] California Legislative Information, Senate Bill No. 327, available online:
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtmI?bill id=201720180SB327, September 2018.

[2] EWA-Canada Quote: 20874-072-016- Quote to Conduct a Cyber Security Review for the Twinkly LED
Lights based on California Senate Bill No. 327", October 10, 2020
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2 SYSTEM DESCRIPTION

The Twinkly LED Lights, produced by Twinkly, uses Bluetooth Low Energy for setup; default state is disabled.
By pressing and holding the button on the controller for 5 sec, the LED status indicator turns light blue and

the Bluetooth connectivity is enabled. During this phase, the device is visible, and the mobile application can
connect to the device. The only functions available via Bluetooth are related to entering Wi-Fi credentials in

order to let the controller establish a connection to the local Wi-Fi. The LED lights allows for remote control
using a phone.
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The testing in this report is focused on the PGT750STP, PGT750SPP and TWS400STP models. The vendor
confirmed that the following models listed below are very similar to the models that were tested. The other
models included are as follows:
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1 TWS100STP-xxx X
2 TWS250STP-xxx X
3 TWS400STP-xxx X
4 TWS600STP-xxx X
5 TWS250SPP-xxx X
6 TWS400SPP-xxx X
7 TWS250GOP-xxx X
8 TWS400GOP-xxx X
9 TWI190STP-xxx X
10 TWI190SPP-xxx X
11 TWI190GOP-xxx X
12 TWW210SPP-xxx X
13 TWB200STP-xxx X
14 TWC400STP-xxx X
15 TWC400GOP-xxx X
16 TWTS500STP-xxx X
17 TWT500GOP-xxx X
18 TWT400SPP-xxx X
19 TWTA400STP-xxx X
20 TWT400GOP-xxx X
21 TWT250STP-xxx X
22 TWT250G0OP-xxx X
23 TWRO50SPP-xxx X
24 TWGO50SPP-xxx X
25 TWF020STP-xxx X
26 PGT750STP

27 TW-TBCxxx-yyyy* X X
28 PGS400STP X
29 PGS250STP X
30 PGS250GOP X
31 PGS150STP X
32 PGS150GOP X
33 PGS100STP X
34 PGS100GOP X
35 PGSO50STP X
36 PGS0O50GOP X
37 PGI190STP X
38 PGIO50GOP X
39 PGT750SPP X

*note: xxx indicates the controller version, can be 0-9, A-Z or blank, yyyy indicates the LED numbers
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