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Remediation

Decision Flowchart: 
Log4J-CVE-2021-44228

Start

Is Java or Log4j  
in use in your 
applications?

Yes

What major 
version of Log4j 

is in use?

2.x

Is your current 
version of Log4j 

>= 2.15.0?

Nope

Upgrade to 
Log4j >= 2.15.0?

Nope

Is your current 
version of Log4j 

>= 2.10?

Nope

Can you remove 
JndiLookup from 
the class path?

Nope

Document the 
affected server(s) 
and application(s).

Send the list of affected server(s) and 
application(s) to your Vulnerability Risk 
Management and Application Security 

Teams.

END

END

Nope END

END 1.x

Changes may 
require restarting 

the affected 
system(s).

Verify the system property

10g412. FormatMagNoLookups or


environment variable LOG4J FORMAT

MSG NO LOOKUPS Is set to true.

Yes

Yes

Changes may 
require restarting 

the affected 
system(s).

Verify the system property

10g412. FormatMagNoLookups or


environment variable LOG4J FORMAT

MSG NO LOOKUPS Is set to true.

Yes

Upgrade to Log4j >= 2.15.0

Set system property

log4j2. FormatMsgNoLookups to true


or

Set the JVM parameter


-D10g612. FormatMagNolookupg-true

Restart the affected Service(s).

ENDEND
Changes may 

require restarting 
the affected 
system(s).

Remove 
JndiLookup 

from the 
class path

Yes

Note: Making changes to settings or parameters should be 
done so in a way that ensures that they are applied in a long-
lasting manner. After a service, application, container, or 
server has been restarted, any settings that have been 
modified as part of the remediation activities must not revert. 

You can download the latest version of Log4j  
here: https://logging.apache.org/log4j/2.x/download.html

It is HIGHLY recommended that you upgrade to Log4j 2.15.0 
immediately. However, in the event that you are not able to 
upgrade Log4j 2.15.0, please contact your Risk 
Management & Application Security.

Source: gitbub.com/advisories/GHSA-jfh8-c2jp-5v3q
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