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NISOS ™™

EXECUTIVE SUMMARY

Nisos researchers discovered Indonesian disinformation actors pretending to be associated with U.S.
military organizations. These actors were taking actions designed to stir tensions against China
including exaggerating events and attempting to produce inflammatory headlines.

Nisos researchers identified 51 YouTube channels, 15 Facebook pages and groups, and 7 Instagram
accounts producing disinformation related to United States and Chinese tension within the South
China Sea. The YouTube channels describe themselves as news channels related to the U.S. military
and feature automated voices reading English-language scripts. Graphics and military footage are
included in the videos. The tone of the commentary is anti-China and pro-U.S. The campaign appears
to target English-speaking individuals in Southeast Asia. The content is designed to appeal to military
enthusiasts by including information about weaponry, technology, aircraft, and ships.

Nisos’ assessment concludes this disinformation effort is being conducted by a minimum of three
individuals. Research indicates these individuals are based in Indonesia and are motivated by financial
gain. Nisos was able to attribute the real identities of three individuals and determine they have been
conducting pro-U.S. military activities for approximately two years.

e Many of the YouTube channels appear to have been taken over or purchased, in an attempt to
obfuscate the ownership of the channel and to capitalize on existing viewership. It is likely the
accounts are controlled by Indonesian actors.

Several of the YouTube channels and associated Instagram accounts pose as official U.S.
military-owned or operated accounts or imply US-based ownership. “The US Military Today” YouTube
channel claims to be managed by the Air Force Public Affairs agency, and the militaryvideos_ Instagram
account uses the official U.S. Defense Department, Defense Media Activity logo as its profile image.
Nisos was unable to verify any legitimate connection to these military organizations.

Nisos researchers identified three individuals, Aidia Andora MJ, Sarfandi, and Muhammad Igbal, as the
owners of the YouTube channels. The three actors are financially motivated, and Aidia MJ and Sarfandi
both offer Google Adsense accounts for sale. Aidia Andora MJ has been active on YouTube since at least
2017 and has had prior channels terminated.

The two individuals are most likely associates, as one of the channels owned by Muhammad Igbal, US
Defense Videos (youtube[.Jcom/channel/UCe7QZrrNKeaxbagz66-4LsQ/), features some of the same
video content that appears on Aidia MJ’s channels. According to a Patreon membership page for artists
and creators, tied to Aidia MJ, he is part of a “small team consisting of 8 creative young people” who are
“trying to develop video content about military, defense and geopolitics.”™

https://www.patreon.com/MilitaryTv

© Nisos - All Rights Reserved 3
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Nisos researchers are able to attribute several of the YouTube channels to a third individual called
Sarfandi, who is a YouTube video publisher and associate of Aidia MJ.>* Sarfandi not only is connected
to Aidia MJ on social media platforms, but also shares at least 54 mutual friends and some profile
interactions. Sarfandi appears to be the publisher of several of the previously identified YouTube
channels sharing sensationalized headlines. Sarfandi also appears to sell Google Adsense accounts and
previously listed these for sale on his personal Facebook account.*>*"? |t is unclear whether Aidia MJ
and Sarfandi are working together.

https://www.facebook[.]Jcom/Qjafandi97
*https://www.facebook[.Jcom/fandicomelll
*https://www.facebook[.]Jcom/fandicomelll/posts/444547652659598
*https://www.facebook[.]Jcom/fandicomelll/posts/297802747334090
®https://www.facebook[.Jcom/fandicomelll/posts/269418563505842
"https://www.facebook[.]Jcom/Ojafandi97/posts/1828546347237985
https://www.facebook[.]Jcom/Ojafandi97/posts/1771441816281772

© Nisos - All Rights Reserved 4
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POLITICAL CONTENT

The 51 YouTube channels focus on the U.S. military, its weapons, technology, and U.S. tensions with
China in the South China Sea. Many of the video titles and descriptions appear to exaggerate or
misrepresent legitimate news stories. Inflammatory headlines include: “High Alert! WW3 Begins!!”

“WW3: China ‘ready’ for conflict with US over Taiwan row,” and “China Shocked: US Navy Destroy China
Warships in South China Sea Amid pandemic.”**%!

WORLD WAR 3 FEARS WILL COME TRUE OVER CHINA AND US

TENSIONS ESCALATING BEFORE ELECTION
>l o) ooz

WORLD WAR 3 FEARS WILL COME TRUE OVER CHINA AND US TENSIONS ESCALATING BEFORE ELECTION
232 views - Oct 13,2020 g2 1 & SHARE =, SAVE ...

CHINA and the US could clash militarily ahead of America's presidential election in November,
according to an inces aim.

have detenorated in recent mont

g and China's treatment of its Uyghur minority. Th
vin Rudd, who served as Prime Minister of Australia

2010

Graphic 1: Video titled “WORLD WAR 3 FEARS WILL COME TRUE OVER CHINA AND US: TENSIONS ESCALATING BEFORE
ELECTION,” by the Voice of Military YouTube channel, https.//www.youtube[.Jcom/watch?v=TdOEQ6UITxI

? https://www.youtubel[.]Jcom/channel/UCx5Yz_hhBKOmMu8SBhUV-XjQ/
 https://www.youtube[.Jcom/watch?v=m-E8v570c5I
u https://www.youtube[.Jcom/watch?v=y76d8hGflec&feature=youtu.be
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Ny Breaking News

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT Q

Uploads PLAY ALL = SORTBY

i BRE;I(ING NEW:

The US and Japan Build New : China Panic: Taiwan starts ¢ U.S Builds New Military i U.Smilitary ShootingDown  : China Claim ‘aircraft-carrier ¢ China-US tension: Beijing
Military Base to Prevent... building submarine fleet... Bases in pacific to Take Ove... of mock ICBM was Warning... killer" missiles successfully... waorries that Esper’s exit...
551 views - 2 days ago 353 views - 4 days ago 654 views * 6 days ago 758 views - 1 week ago 738 views - 1 week ago 752 views - 2 weeks ago

"N\

BREAKING NEWS

Breaking News: Joe Biden : China Panic: The Large of US : High Alert: PLA Deploys : Bitter dispute senkaku : U.S-Japan Deploy 40,000 : U.S Sent 9,000 Troops,
won't soften US stance on... and Japanese Naval Fleets... Missiles And Massive Rock.. Islands sees US-Japan navy..  Troops And 100 Fighter Jet. Dozens Warships And 170...
653 views - 2 weeks ago 599 views + 3 weeks ago 1.5K views + 3 w 0 ews « 4 weeks ago 24K views - 4 weeks ago 21K views + 1 month ago

US Defense Videos

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT Q

Uploads PLAY ALL = SORTBY

BREAKING NEWS == .05 J BREAKING NEWS "

China Panic: US Military ¢ US Navy And Japan Maritime : U.S. Air Force get Military ¢ US Navy destroyer shoots : US Navy plans to raise new :
Opens new airfields across... Force Conduct Large Mine.. dog Robots to defense from... down an ICBM in a mileston.. fleet in Indo-Pacific to contr..
7.5K views - 2 days ago 2.1K views - 5 days ago 3.9K views - 6 days ago 5.8K views - 1 week ago 3.9K views - 1 week ago

o —e__ i
BREAKING NEWS ; BREAKING NEWS ~—g.11
China Panic: Two US B-1B ¢ China Shocked: AllUS Navy : US Angry: American ships ¢ Chinese Shocked: The True : US Angry: China destroyed
bombers penetrate China's... destroyer get hypersonic.. expel from US fishing water... Reasons Why China Can't... another US Naval Base is...
7.4K views - 1 week ago 10K views - 1 week ago 31K views - 2 weeks ago B1K views - 2 weeks ago 10K views - 2 weeks ago

Graphic 2: Examples of similar content and video graphics shared across Breaking News and US Defense News YouTube
channels. Top, https.//www.youtube[.Jcom/c/BreakingNewsMilitary/videos and bottom,
https.//www.youtube[.Jcom/channel/UCe7QZrrNKeaxbagz66-4LsQ/videos
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& 4KEY MILITARY

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT O‘

Uploads ~  PLAY ALL = SORTBY

sreakmG

Disaster For China: US Brings : China Panic: US and Australia : High Alert: WW3 Begins!! : High Alert: China Warplanes ¢ China Angry: US Open ¢ China Panic: US Deploys
Super Destroyer Over the... Closer to Subic Bay to Take... China Fury Sparks Risk of .. Take Exercises to Attack US... Another New Airbase to Bri... HIMARS and anti-ship...

122 views + 3 weeks agc 130 views - 4 weeks agc 221 views + 4 weeks aga 191 views

1 month ago 392 views + 1 month age 111 views + 1 month ago

BREAKING

1
US-China War: US Military i US-China War: US Naval Drills : US Sends Military Power to : China Panic: US Sends Heavy : China Panic: US Ready To : China Panic: US Navy Stages -
Prepare to Attack China in... in South China Sea make a... help Australia to Attack... Bombers for Major Military... Fight Against China as The... Back to Back Attack to Chin...
111 views = 1 month ago 59 views * 1 month ago 75 views * 1 month ago 163 views * 1 month ago 368 views * 1 month ago 811 views * 1 month ago

Graphic 3: Examples of inflammatory and exaggerated news headlines on the 4KEY MILITARY YouTube channel,
https.//www.youtube[.Jcom/channel/UCx5Yz_hhBKOmu8SBhUV-XjQ/

CLAIMS OF ASSOCIATION WITH THE U.S.
MILITARY

Two of the YouTube channels associated with this network either claim official association with the U.S.
military, or imply that the owners are from the United States by using the statement “we as a nation.” In
addition, two of the associated Instagram accounts use the official Defense Media Activity (dma[.]Jmil)
logo as its profile image or claim to be an “official” source for U.S. military-related news.

\} . f/ US Military Today &
149K subscribers

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT Q >
Description Stats
This channel for everything Military, Air Force. Managed by the Air Force Public Affairs Agency, it contains official news and Joined Jun 13,2017
information
14,390,043 views
Details M.

United States

Graphic 4: The US Military Today verified channel states in its description that it is “managed by the Air Force Public Affairs
Agency,” https.//www.youtubel.Jcom/c/USMilitaryToday/about

© Nisos - All Rights Reserved 7



G Voice Of Military SUBSCRIBE

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT Q >
Description Stats
The Military Voices Initiative provides a platform for veterans, service members, and military families to Joined Oct 31,2017
share their stories. In doing so we honor their voices, amplify their experiences, and let them know that
we—as a nation—are listening. 17.531 views

.

Details

United States

Graphic 5: Voice of Military Youtube channel describes itself as an “initiative” providing a platform for “veterans, service
members, and military families to share their stories. In doing so we honor their voice, amplify their experiences, and let them
know that we - as a nation - are listening,” https.//www.youtube[.Jcom/channel/UCtpyK1T94CGn9rg8mXbZWNg/about

qn“a_grmm Search
militaryvideos_ B -

265 posts 50.9k followers 63 following

DEFEMSE MEDMA ACTIVITY

Military Videos

Graphic 6: militaryvideos_ Instagram account uses the official Defense Media Activity (dmaf.]Jmil) logo for its profile image,
https.//www.instagram[.Jcom/militaryvideos_/. This account follows Aidia Andora MJ’s personal Instagram account.

© Nisos - All Rights Reserved 8



L5 ourforces RN Bl -
W' 32 posts 72 followers 4 following

Graphic 7: Instagram account our.forces features U.S. military aircraft and the account owners are from Indonesia,
https.//www.instagram.com/our.forces/

INAUTHENTIC BEHAVIOR

Several characteristics led Nisos to conclude these channels display inauthentic coordinated behavior.
Many of the channels’ creation dates precede the first video posted date by significant periods of time;
moreover, the earliest videos on the channels display content of a nonpolitical, nonmilitary nature,
suggesting the ownership of the channels changed.

BREAKING s voe.

KC-135 Stratotanker Conduct : Insane Video Show of F-35B  : 26th Marine Expeditionary ¢ Insane Ability when A-10C : Us Military Conduct : Lightning forge 20 training :
Air Refueling for B-1 Return... Fighter Flight Operations... Unit Returns From... Thunderbolt Il Assigned to... DEFENDER-Europe 20 Plus... exercise at Kahuku Training...

9 views + 4 months ago views - 4 months ago 20 views - 4 months ago 13 views + 4 months ago 25 views - 4 months ago 137 views + 4 months ago

r
Tl e
HE 051

Footage of US Air Force : Firefighting Efforts USS : Hasil dari Nonton Kopex : Live perjalanan menujukota : TSNM : UNBOXING GUITAR YAMAHA @
Aerial Refueling an AWACS... BonHomme Richard (LHD 6... Gaming Hal yg gw Pelajari... berastagi R e FG 820-12 STRING...
26 views + 4 months ago 230 views + 4 months ago 24 views + 5 months ago 32 : 2.1K views + 1 year ago

Streamed 5 months ago

e D L‘
; Y ‘ fé Nid

WAYANG KULIT KI RUDI ¢ WAYANG KULIT KI RUDI ¢ WAYANG KULIT KI RUDI i WYG ¢ WAYANG KULIT KI RUDI i WAYANG KULIT KI WAHYO
GARENG - SEMAR MBANGU... GARENG - SEMAR MBANGU... GARENG - SEMAR MBANGU... T GARENG - SEMAR MBANGU... CAHYADI BINTANG JO...

3K views + 1 year ago 3K views + 1 year ago 894 views + 1 year ago 3.7K views * 1 year ago 114 views « 1 year ago

Graphic 7: The nature of the video content on the 4KEY MILITARY NEWS YouTube channel changes from focusing on Indonesian
traditional music and dance to U.S. military aircraft and military news,
https.//www.youtube[.Jcom/channel/UCx5Yz_hhBKOmu8SBhUV-XjQ/.
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@ US Military Source

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT O\

Uploads = SORTBY

Bl = = ED 4l ED

Cara menghapus daftar : Cara isi ulang pulsa via : Suasana ruang bioskop kelas : Cara cek saldo Bri lewat : Bca Mobile tidak bisa
Transfer Internet banking Bri Internet banking Bri gold Internet Transfer

11K views + 3 years ago 51K views « 3 years ago 3.4K views + 2 years ago

Cara mengganti nomor Pusat : Cara merubah ukuranHuruf : Cara Blokir pesan Masuk di  : Cara mengisi slip setoran : Cara mengganti usemame : Cara menghapus History chat :
Pesan Android SMS Android Android bank Bri Internet banking Bri di Whatsapp

ars ago 34K views - 2 years ago IK views - 2 years ago 60K views - 2 years ago 18K views - 2 years ago 6K views + 2 years ago

=
1
|
Iy 314 [231) =
Aplikasi senter samsung ! Cara transfer via SMS : Carabayarbpjs viaKlikoca : Arinomoryangandatujy ! Caramenghapus daftar : Cara registrasi Kartu
11K viows - 2 yoars ago banking Bri 21K viewa »2 foas ado sedang tidak aktif transfer Bea Virtual Accoun... Telkomsel dengan Kk KTP

210K views - 2 years ago 44K views - 2 years ag 6.1K views + 2 years ag:

Graphic 8: The nature of the video content on the US Military Source YouTube channels originally focused on internet banking,
https://www.youtube[.Jcom/channel/UCNVh
S5BmRttVnRPVWNhMKUSw/videos

In addition, the Facebook pages associated with these YouTube channels have changed their names
over time and were originally created as unrelated pages. An examination of Facebook pages
associated with some of the YouTube channels indicates the channel operators may be targeting
military enthusiasts by creating, taking over, or possibly purchasing Facebook pages related to military
aircraft, “Parade Military,” and military-related video games. Upon procurement of the pages, the
operators then change the content of the pages to focus on U.S. military news. The channels are
operated by a small number of individuals from Indonesia.

YOUTUBE CHANNELS

Nisos researchers identified the following 51 YouTube channels which display coordinated, inauthentic
behavior detailed in the notes column.

Name URL Creation | Date of Locati | Notes
Date First on
Video
us youtube[.]Jcom/channel/UC [ 25 Oct 4 Jan United | Firstthree videos arein
Military | C-5 2019 2020 States | Bahasa Indonesia and
Archive | YX-mVqbFysdAlg9T7cQ/ feature and celebrity
news.

© Nisos - All Rights Reserved 10



Focuses on South China
Sea tensions, is
potentially anti-China
and financially
motivated.

Fighter
Wings

youtube[.Jcom/channel/
UC_gILQ5nuBrwo2eHulYnB

gQ/

11 Nov
2018

26 Dec
2019

United
States

First two videos are in
Bahasa Indonesia and
feature military aircraft
and naval vessels.
Language switches to
English. Content is
anti-China, uses
exaggerated headlines.

USA
NEWS

youtube[.Jcom/channel/UCI
tuAv
X6wSGopwfawvqrGlA/

2 July
2013

21 Nov
2019

United
States

Description contains
generic language
matching those in other
channels. Content is
anti-China, uses
exaggerated headlines,
the first available video
was made over 6 years
after channel creation.

us
Military
News

youtube[.]Jcom/channel/UC2
Pbs
EK-vgc3qFyleAYYzSg/

28 Nov
2015

8 May
2017

United
States

Verified channel.
Description contains
generic language
matching those in other
channels. Has Facebook
(facebook[.Jcom/usmnoff
icial/), Twitter, Instagram,
Patreon. Email Address
usmilitarynewsofficial@g
mail[.Jcom.

us
Military

youtube[.Jcom/channel/UCY
k
IVsoWRoS-uiYGjlKax5w/

12 Dec
2017

7 June
2020

United
States

Subscribed to channels
such as Fighter Wings
and M News. Description
contains generic
language matching those
in other channels.
Anti-China, uses
exaggerated headlines
describing tensions
between the U.S. and
China.

M News

youtube[.Jcom/channel/UCa

Kh4L1817xLyksdUFNQZw/

10 Aug
2016

3 May
2019

United
States

Some videos contain
descriptions in Bahasa
Indonesia. Channel
description contains

© Nisos - All Rights Reserved
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generic language
matching those in other
channels. Channel
appears to contain
disinformation related to
South China Sea
tensions.

us
Military
Vv

youtube[.]Jcom/channel/UC2
e
blYzw-Rd6JPNgNZghpGw/

25 Apr
2019

30 Apr
2019

United
States

Description contains
generic language
matching those in other
channels. Email address
muhammadigbalhzl@g
mail[.Jcom.

America
Defense
News

youtube[.Jcom/channel/UC
DV
XVHqdEDSCBBdZDJOVQBA

11 Feb
2016

12 Sept
2019

United
States

Description in Bahasa
Indonesia. Video
language is English.

us
Defense
Videos

youtube[.Jcom/channel/UCe
7
QZrrNKeaxbagz66-4LsQ/

18 May
2017

18 June
2019

United
States

Description contains
generic language
matching those in other
channels. Email Address
igbalhz520@gmail[.]Jcom
. The channel features
disinformation about the
South China Sea tensions
between the U.S. and
China and has an
anti-China sentiment.
The channel also
features the
same/similar videos as
the Breaking News
YouTube channel.
Possibly operated by
both Muhammad Igbal
and Aidia MJ.

us
GEGE

youtube[.]Jcom/channel/UC
BXz
wN8IcK7TEjKecq7scHA

50ct
2015

16 Feb
2019

United
States

First series of videos are
about volcanoes in
Hawaii. Description
contains generic
language matching those
in other channels.

America
Military
News

youtube[.Jcom/channel/UC
Zzp
Nd3n4uSWIs7YvrV2e-Q/

13 Nov
2017

9 July
2019

United
States

Description contains
generic language
matching those in other
channels. Possibly
operated by Aidia MJ.
Videos in the channel are

© Nisos - All Rights Reserved
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similar to the ones from
Breaking News.

Combat | youtube[.Jcom/channel/UCj | 4 Nov 22 Aug United | Description contains
Camera | co7 2017 2019 States | generic language
GOCH3AEssOCVRKXi7g/ matching those in other

channels.

USA youtube[.Jcom/channel/UCc | 3 Sept 27 Feb United | Description contains

Military | xT3 2016 2020 States | generic language

978Gq-HGeDzoguHWxA/ matching those in other

channels.

us youtube[.Jcom/channel/UC | 17 Nov 20 Nov United | First 24 videos are in

Military | NVh 2017 2017 States | Bahasa Indonesia and

Source | 5BmRttVnRPWNhMKUSw/ feature internet banking.
Description contains
generic language
matching those in other
channels.

us youtube[.Jcom/channel/UCf | 23 Oct 14 Apr United | Description contains

Military | Zy 2018 2020 States | generic language

Analysis | JYgo63AghQdd28oKsnw/ matching those in other
channels.

The US [ youtube[.]Jcom/channel/UC [ 12 Jan 26 June United | Description contains

Military | Nk 2016 2019 States | generic language

News dglLtAnxXe9A98_d4ldQ/ matching those in other
channels.

Dot youtube[.]Jcom/channel/UC2 | 10 Sept 29 Oct United | Description contains

Com g4JNnsY6PtjcOg6HELILWA/ 2019 2019 States | generic language

News matching those in other
channels.

us youtube[.]Jcom/channel/UC [ 3 Mar 14 June United | Linked to M News.

DEFENS | HOba2dQEp1J8L5B_7fGadg/ | 2020 2020 States

E

TODAY

us youtube[.]Jcom/channel/UC | 14 Feb 23 June United [ Description contains

Defense | TNiOZcaYK-4BPCE2fTFKBg/ | 2020 2020 States | generic language

Analysis matching those in other
channels.

us youtube[.Jcom/c/USMilitary | 11 Jan 16 July United | Verified Channel.

Military | NewsUSM 2013 2019 States | Description contains

News generic language

matching those in other
channels. Has Facebook,
Instagram, and Email
Address
support@usmilitary[.]ne
ws. Domain
usmilitary[.]Jnews.

© Nisos - All Rights Reserved
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Facebook page managed
by individuals in
Indonesia and Location
Hidden
(fb[.Jcom/USM.Mil/).

Military
Times

youtube[.Jcom/c/MilitaryTi
mesToday/

17 June
2017

4 July
2017

United
States

Channel was originally in
Bahasa and featured
birds, as well as
animations of flight
simulations. The
description contains
generic language
matching those in other
channels. Links to
Facebook page
(Facebook[.Jcom/Military
_Times-102799988321111
). YouTube channel
content appears to have
been deleted as of 30
November 2020.

Ultimat
e US
Military

youtube[.Jcom/channel/UCJ
a9k9ZYWO0xnFgzFop-LaoQ/

19 June
2017

10 March
2019

United
States

Description contains
language similar to those
in other channels.

us
Military
Time

youtube[.Jcom/channel/UC
00s03EcQjTe0PMdka2cB3Q

2 Dec
2016

14 May
2018

Indone
sia

Description contains
generic language
matching those in other
channels.

us
Military

youtube[.Jcom/channel/UCa
dPELrGR7q80Bt3Ib3axEQ/

20 Jan
2017

24 Nov
2019

United
States

Description contains
generic language
matching those in other
channels. Links to
Facebook
(facebook[.]Jcom/usmiitar
y) and has an Email
Address
ytvideosproduction@gm
ail[.Jcom.

Breakin
g News

youtube[.]Jcom/c/BreakingN
ewsMilitary/

12 Dec
2017

13 Dec
2017

United
States

Description contains
generic language
matching those in other
channels. Shares videos
from ShowUS YouTube
Channel. Links to
Facebook(fb[.]Jcom/milita
rynewsmedia), Instagram
(militaryvideoss), and

© Nisos - All Rights Reserved
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Twitter. Facebook page
managers in Indonesia.
Breaking News Facebook
page is the admin of
Facebook group Jet
Fighter World
(facebook[.Jcom/groups/
2000129680097819/)
Possibly operated by
Aidia MJ.

ShowU | youtube[.Jcom/channel/UC | 9 July 1Aug United | Description contains

S wtpDfAF9apQ1lv6QWJtScZg | 2017 2019 States | generic language
matching those in other
channels. Most recent
upload is of a Japanese
game show. Possibly
operated by Aidia MJ.
Shows the same videos
as the Breaking News
channel.

u.S. youtube[.]Jcom/c/USMilitary | 26 Apr 8 Jan United | Linked to Twitter. Shows

Military | Defence69/ 2017 2020 States | the same videos as the

Defence Breaking News channel.
Description contains
generic language
matching those in other
channels. Possibly
operated by Aidia MJ.

us youtube[.Jcom/channel/UC | 2 Nov 14 Apr United | Description contains

Military | B9Sr8kiC2jVg2boznYelPw/ [ 2016 2018 States | generic language

News & matching those in other

Videos channels.

us youtube[.Jcom/c/USMilitary | 18 May 14 Aug United | Description contains

Military | News 2017 2018 States | generic language

News matching those in other
channels. Links to
Facebook
(facebook[.Jcom/military
newstv), Twitter, and
Instagram. Possibly
operated by Aidia MJ.

us youtube[.Jcom/c/MilitaryUp | 1June 1June United | First few videos on the

Military | dates 2016 2016 States | channel arein Spanish

News and pertain to fashion.

Description contains
generic language
matching those in other

© Nisos - All Rights Reserved
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channels. Possibly
operated by Aidia MJ.

u.s.
Daily
Military

youtube[.]Jcom/channel/UC
HycpSNDzf5ShMXFCKKcGa4
w/

22 Jan
2018

28 Jan
2019

United
States

Linked to Twitter. Shows
the same videos as the
Breaking News channel.
Description contains
generic language
matching those in other
channels. Possibly
operated by Aidia MJ.

us
Military
Today

youtube[.Jcom/c/USMilitary
Today/

13 June
2017

17 Sept
2017

United
States

Verified channel. The
description states that it
is managed by the U.S.
Air Force Public Affairs
Agency. Linked to
Twitter, Instagram,
Facebook and domain
usmilitarytoday[.Jcom
(unavailable).

Military
TV

youtube[.]Jcom/c/USMilitary
NewsVideos/

3 June
2016

20 July
2018

United
States

Linked to Facebook,
Instagram, and Patreon.
Email address on
channelis
aidiaproperti@gmail[.Jco
m. Operated by Aidia MJ.

us
Military
Power

youtube[.Jcom/channel/UCa
jKgpxKwbuhR2PkI7e-WUA/

27 May
2014

27 July
2017

United
States

Linked to Facebook and
Pinterest. Description
contains generic
language matching those
in other channels. Linked
to domain
usmilitarypower[.Jcom.

us
Military
System

youtube[.Jcom/channel/UCj
B5S818tP7TnUMdx|Zcd3PA/

26 Mar
2017

2 Oct
2017

United
States

Linked to Facebook,
Instagram, and Twitter.
Description contains
generic language
matching those in other
channels.

us
Defense
Line

youtube[.]Jcom/channel/UC
098Las7UakExaeQuaokntQ/

29 Oct
2018

4 June
2019

United
States

Shares videos from 4KEY
MILITARY. Description
contains generic
language matching those
in other channels.
Features pro-U.S. and
anti-China news stories,
as well as South China
Sea news.

© Nisos - All Rights Reserved
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4KEY
MILITAR
Y

youtube[.Jcom/channel/UCx
5Yz_hhBKOmMu8SBhUV-XjQ/

25 Feb
2015

19 Dec
2016

United
States

Videos are shared on US
Defense Line. Appears to
produce disinformation
related to a U.S. and
China military conflict, as
well as South China Sea
news. Disinformation
relates to the U.S. and
China being at war. Early
videos are in Bahasa
Indonesia and feature
Indonesian traditional
dancing and music.
Description contains
generic language
matching those in other
channels.

Defense
TV

youtube[.Jcom/channel/UCV
-8yg21LmDPamSWUyr_uQ/

29 Mar
2015

10 July
2019

United
States

Email address
aidia@acehrealestatel[.]c
om, owned by Aidia
Andora MJ. Content
mostly focuses on
weapons and appeals to
military enthusiasts.

Voice of
Military

youtube[.]Jcom/channel/UCt
pyK1T94CGn9rg8mXbZWNg

/

31 Oct
2017

5 Sept
2019

United
States

Channel description
indicates the operators
claim to be American.
Appears to produce
disinformation related to
the U.S. and China
starting a war, mixed in
with military weapons
information and content.

us
Military
Target

youtube[.Jcom/c/
DuniaGretonganGameslpan/

19 Jan
2017

23 Oct
2018

United
States

Description contains
generic language
matching those in other
channels.

us
Defense
News

youtube[.]Jcom/channel/
UCZX5XIsuYw_YpQP6mZNI9a
w/

1 Sept
2014

26 Nov
2017

United
States

Description contains
generic language
matching those in other
channels. Links to Twitter
account
twitter[.Jcom/KasyifulHdi

us
Military
Defense

youtube[.Jcom/channel/
UCBeylgDQGeCo_XKH3cVga4

g/

24 Oct
2016

21 Oct
2018

United
States

Description contains
generic language
matching those in other
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channels. Older videos
contain same video design
as with other channels.
Linked to Pinterest at
id[.]pinterest[.]
com/USMilitaryDefense01
/. Links to U.S. Military
Post YouTube channel.

u.s.
Military
Post

youtube[.]Jcom/c/USMilitaryP
ost/

16 May
2018

18 Nov
2019

United
States

Verified channel linked
from US Military Defense
YouTube channel. Email
address
ericreining@gmail[.]
com. First series of videos
are in Bahasa. Video titles
are inflammatory and
focus on U.S. - China
tensions in the South
China Sea, as well as
aircraft sales. Links to
Facebook account
facebook[.]Jcom/usmilitary]
post/. Account owned by
Sarfandi.

Military
Base TV

youtube[.]Jcom/channel/UCJ
UVYXtitfavmdo5_QKQBhw/

13 Oct
2019

8 May
2020

United
States

First series of videos are in
Bahasa and feature
Indonesian singing/reality
TV. Description contains
generic language
matching those in other
channels.

The US
Military
News

youtube[.]Jcom/channel/UCN
kdglLtAnxXe9A98_d4ldQ

12 Jan
2016

26 June
2019

United
States

Description contains
generic language
matching those in other
channels.

Military
Tech
Defense

youtube[.]Jcom/c/MilitaryTech
DefenseNews

12 Dec
2017

13 Dec
2017

United
States

Email address
militarytechdefense@gma
il[.Jcom. Links to
Facebook
(fb[.Jcom/militaryvideo.us
), Instagram
(Instagram[.Jcom/military
videoss), and Twitter
(twitter[.Jcom/DUS).

us
Defense
Channel

youtube[.]Jcom/c/USDefensed
hannel/ and

12 Jan
2017

3 Aug 2017

United
States

Description contains
generic language
matching those in other
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youtube[.Jcom/channel/UCeg channels. Links to other
€j92Dgr7JOWhLBnmTwkg YouTube channels such as
US Military Source. First
series of videos feature
gaming in Bahasa.

u.sS. youtube[.Jcom/channel/UCs | 3 Sept 7 Jan 2019| United | Linked from U.S. Military
Military | QCp73yAsvVIRZRKOOod_w/ | 2016 States | Postand US Military
Action Defense YouTube

channels. Video titles are
inflammatory and focus
on U.S. - China tensions in
the South China Se.

Media youtube[.Jcom/c/MediaPost2| 19 Aug 8 Dec United | Linked from U.S. Military

Post 006/community and 2006 2019 States | Post YouTube channel.
youtubel[.Jcom/channel/UCTg Video titles are
x4Ly2QzZf893pVvKOigg inflammatory and focus

on U.S. - China tensions in
the South China Sea.

u.s. youtube[.Jcom/channel/UC_l| 12 Sept 13 Sept United | Linked from U.S. Military
Defense | _55Vg37cyWN7xfAgptOg/ 2020 2020 States [ Post YouTube Channel.
Action Video titles are

inflammatory and focus
on U.S. - China tensions in
the South China Sea.

us youtube[.Jcom/channel/UCE | 18 Sept 7 Oct United | Linked from the US
Defense | LO6BZ4SrBiABTBWHZCMxQ | 2020 2020 States | Military Post YouTube
Post channel.

FACEBOOK PAGES AND GROUPS

Nisos researchers identified the following 15 Facebook pages and groups. These accounts are
associated with the aforementioned YouTube channels.

Name URL Creation | Page Notes
Date Manager
Location
Military | facebook[.Jcom/militarynew [ 18 Oct Indonesia | Page created on 18 October
News smedia 2018 (2) 2018 as “Jet Fighter.” Page name

changed on 5 July 2020 to
“Military News.” Features
pro-US and anti-China news
stories from associated
YouTube channels. Admin of Jet
Fighter World.
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Jet facebook[.]Jcom/groups/figh | 4 Apr N/A Group managed by Military

Fighter | terjetworld/ 2019 News. Page name changed to

World “Jet Fighter World” on 21
October 2020.

us facebook[.]Jcom/usmnofficia | 28 Dec N/A Page created on 28 December

Military | | 2014 2014 as “Softwaree Gampong

News Lamkawe.” Page name changed
to “Softwaree Gampong
Lamkawe US Military News” on
22 June 2019. Page name
changed to “US Military News”
on 24 June 2019.

us facebook[.]Jcom/usmilitaryto | 21 Aug Indonesia | Page is categorized as a

Military | day 2018 3) “Military Base.” Features pro-US

Today and anti-China news stories
from associated YouTube
channels. Linked to Twitter,
Instagram, and YouTube.

u.s. facebook[.Jcom/usmilitaryn | 16 May Indonesia | Page created on 16 May 2017 as

Military | ewstv 2017 (1) “Parade Military.” Page name

News changed on 29 March 2018 to
“U.S. Military News.” Features
pro-US and anti-China news
stories from associated
YouTube channels. Page is
categorized as a “Video
Creator.”

us facebook[.]Jcom/usmilitaryp | 16 Dec N/A Features pro-US and anti-China

Military | wr 2019 news stories from associated

Power YouTube channels. Links to
usmilitarypower[.Jcom. Page is
categorized as Science,
Technology & Engineering.

World facebook[.Jcom/World-New | 13 Aug Indonesia | Page created on 13 August 2020

News $-121492392852617 2020 (2) as “World cuisines.” Features
pro-US and anti-China news
stories from associated
YouTube channels. Page
categorized as a “Video
Creator”

Military | facebook[.Jcom/militaryvide [ 10 Jan Indonesia | Page created on 10 January

Video 0.Us 2019 (2) 2019 as “E-Islamic Store,” name
changed to “Military Video” on
21 October 2020.

u.S. facebook[.]Jcom/USDailyMili | 9 Jan N/A Page is categorized as a

Daily tary31 2020 “Science Website.” Features

Military pro-US and anti-China news
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stories from associated
YouTube channels. Member of
Facebook Group “Jet Fighter
World.”

Military | facebook[.]Jcom/Military_Ti | 14 Nov N/A Links to the Military Times

_Times | mes-102799988321111 2020 YouTube channel. Page is
categorized as “Media” and
“Event Videographer.”

us facebook[.]Jcom/US-Military- | 2 Mar Indonesia | Page created on 2 March 2019 as

Military | Activity-2336393749914130/ | 2019 (4) “TV Gampong.” Name changed

Activity to “TV Military News” on 6
February 2020. Name changed
to “US Military Activity” on 24
April 2020. Links to videos from
US Military Analysis YouTube
channel. Features pro-US and
anti-China news stories from
associated YouTube channels.

Breakin | facebook|[.Jcom/Breaking-N | 28 Aug Indonesia | Features pro-US and anti-China

g New ew-in-the-East-Sea-1006371 | 2020 (3) news stories from associated

in the 08445096/ YouTube channels. Page is

East Sea categorized as a “Video
Creator.”

us facebook[.]Jcom/usmiitary 26 Dec N/A Features pro-US and anti-China

Military 2019 news stories from associated
YouTube channels.

us facebook[.]Jcom/usmilitaryp | 10 Apr Indonesia | Page is the admin of the US

Military | ost 2020 (7) Military Post group.

Post

us facebook[.]Jcom/groups/usm | 11 Mar N/A Group admins include two

Military | ilitarypsot/ 2017 Facebook accounts controlled

Post by Sarfandi.

INSTAGRAM ACCOUNTS

Nisos researchers identified the following 7 Instagram accounts. These accounts are associated with
the aforementioned YouTube channels and Facebook pages and appear to be operated by Aidia Andora

MJ.
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Name URL Date of First Number of | Following
Post Followers
militaryvideos_ instagram[.Jcom/militaryvideos_ 13 Sept 2018 50.9K 63
usamilitarynews | instagram[.Jcom/usamilitarynews | 29 Nov 2017 1,412 183
our.forces instagram[.]Jcom/our.forces 29 Sept 2020 71 4
militaryvideoss instagram[.Jcom/militaryvideoss 31 Aug 2018 16.1K 58
usmilitarytodaytv | instagram[.Jcom/usmilitarytodaytv | 21 Aug 2018 52 26
military__tv instagram[.Jcom/military__tv 23 Apr 2019 374 23
defense__tv instagram[.Jcom/defense__tv 5Aug 2018 410 28

AIDIAANDORA MJ

Nisos identified and researched several of the channel creators. Aidia MJ is the owner of the Military TV
and Defense TV YouTube channels.””* He also appears to manage a domain associated with the
Defense TV channel, defense-tv[.Jcom. This is a blog focused on military weapons and geopolitical
developments, including a post evaluating Iran’s military power.

Aidia resides in Banda Aceh, Indonesia. He is a real estate agent and was educated as a scientific diver.
Aidia MJ’s personal Facebook profile states that he is a “Publisher” at Google AdSense.'* According to
his personal blog, he maintains multiple other blogs and “education-related websites.”> Based on an
analysis of shared video content, overlapping channel subscriptions, and matching channel
descriptions, Nisos believes Aidia Andora MJ may also operate the following channels:

e Defense TV YouTube Channel (youtube[.]Jcom/c/DefenseTVOfficial)

e Military TV YouTube Channel (youtube[.]Jcom/MilitaryTVOfficial)

2 https://www.youtube[.Jcom/MilitaryTVOfficial
Bhttps://www.youtube[.]com/defensetvofficial

¥ https://www.facebook[.Jcom/AidiaMJ

s http://aidiaphotography.blogspot[.Jcom/p/about-me.html
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- 54 Mutual FrV ’~ Member of O +——Member of 9
Sarfandi '\l'i.a Ml Jet Fighter World Facebook Group U.S. Daily Miitary Facebook Page
Ownerof Owrer of facebook[.]com/groups/fighterj facebook [.]com/AUSDailyMilitary
/ ' etworld/ 31
a— ®
e .\ a Member of
aidiaproperti @gmail[.lcom aidia @acehrealestatel. Jcom
] Assodated with 1
Lirk Link
v '
10 YouTube +— subscried to—— (X0 Youlube < + . > [ YouTube Links m—ug Miltary Video Facebook Page
Miitary TV YouTube Channel ShowUS YouTube Channel Defense TV YouTube Channel defensetv[ Jeom | Tacebook[.Jcom/miitaryvideo.u
youtube[.Jcom MilitaryTVOfficia youtube[,Jcom/channel/UCwtp youtube[.Joomfc/DefenseTVOff 5
! DfAFSapQIv6QWitScZg  Shares videos from o Admin of Links 0
Features channel ‘_"J Shares links to -
| ._____.Feeb.res channel I Links ta:v__wh
1 YouTube Features channel 13 YouTube
US Military Today Verified YouTube Channel ‘ .5, Miitary News & Videos YouTube Channel
Mili 4 Fi P
youtubel[.Jcom/channel UCdze Features channel youtube[ Jcom/channel AXCBSST ebo;'["]fm m?; o
xCuWVToyWak /RGYIOQ 2 YouTube Sldgh\ingnzn‘fe 1;P|wj' . ¥
eatures channy
\. Breaking News YouTube Channel ur"l'lIlTuhe
Features channel \ youtube[.]com/c/BreakingNews
Fesbres channed Miltary US Military News YouTube Channel 2 YouTube
- youtube[.]com/channel UCFdS g .
I YouTuhe «—rFeatures channel— [ YouTube ‘ hOXHIN1EUS 4jfXMp2xg Miltary News Facebook Page ”'SWD‘]’J‘L“'G r];“‘};?;?@’:"
U.S. Miltary Defence YouTube Channel Miltary Tech Defense YouTube Channel | ke to - facebook].]com/miltaryne wsme N SRS
youtube[.]Jcom/c JUSMilitaryDef youtube[ . Jcom/fc MilitaryTechD \ Ve
ences9/ efenseNews/ Shares links to
t
Shares links to

Graphic 9: YouTube Channels and Facebook pages directly and indirectly associated with Aidia MJ.

Analysis of Aidia MJ’s social media profiles found that he frequently makes posts about world news
events, military content, and his own YouTube channels. His profile contains screenshots of his past

YouTube channels, which also feature military news. The screenshots indicate t

hat he has previously

owned unrelated YouTube channels where he posted videos pertaining to the U.S. military. A number of

Aidia MJ’s YouTube channels have been terminated.

se—e  Aidia Mj <) 0Mail com>
¥
= o copyright |~

Dear YouTube,

I think that my channel should have not been terminated because I have

followed the YouTube community guidelines very carefully, can you

please check my channel again to see, if people have wrongly flagged

my videos.

I worked day and night for one month to grab Over 50K subscribers and now

I am helpless.

Channel URL: https:/www.youtube.com/channe | |l

Graphic 10: Aidia MJ asks YouTube to reinstate one of his YouTube channels that purportedly violated community guidelines,
https.//www.facebook{.Jcom/photo.php?fbid=10212436367567091&set=pb.1318461281.-2207520000..&type=3.
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Social Media
Facebook: https://www.facebook[.]Jcom/AidiaMJ/

Facebook: https://www.facebook[.]Jcom/aidiaproperti

Facebook: https://www.facebook[.]Jcom/TheMilitary24/

Instagram: https://www.instagram[.]Jcom/aidia_mj/

Instagram: https://www.instagram[.Jcom/military__tv/

Instagram: https://www.instagram[.]Jcom/defense__tv/

Instagram: https://www.instagram[.]Jcom/militaryvideos_

Instagram: https://www.instagram[.Jcom/militaryvideoss

YouTube: https://www.youtube[.]Jcom/channel/UCUwulice3D9CW5U6WSINKTA/
Twitter: https://www.twitter[.Jcom/aidiamj

LinkedIn: https://mt.linkedin[.]Jcom/pub/aidia-mj/

Patreon: https://www.patreon[.Jcom/MilitaryTv

Email Address: aidiaproperti@gmail[.]Jcom (linked to Military TV YouTube Channel)
Email Address: aidiaphotography@gmail[.]Jcom

Email Address: aidiaphotography@yahool.]Jcom

Email Address: aidia_mj@yahool.]co[.]id

Websites

driverfujixerox[.Jcom
karya-ilmiah[.]Jcom
aidiaproperti[.Jcom
acehrealestate[.]Jcom
aidiaphotography[.]blogspot[.]Jcom

aidiamj[.]Jwordpress[.]Jcom
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SARFANDI

Sarfandi is a YouTube video publisher and Google Adsense account seller. He is an admin of the US
Military Post public Facebook group, which is also linked with the US Military Post Facebook page.*®
Sarfandi’s associated Facebook pages and YouTube channels are sharing sensationalist videos and
content related to South China Sea tensions. Nisos assesses Sarfandi is primarily a financially
motivated actor given his history of selling Adsense accounts since at least 2017. While he shares 54
mutual Facebook friends with Aidia MJ, the nature of their relationship is unclear regarding whether
they are working together to create content on YouTube, or if Aidia MJ has potentially purchased any
Google Adsense accounts from Sarfandi.

2 YouTube
Media Post YouTube Channel r
youtube[.Jcom/c/MediaPost200 y
6/ Sarfandi

1
Shares links to Adminsstrator of

\\
2 YouTube «<———shares inks to 0 Linked to > 0

US Miitary Defense YouTube Channel

US Miitary Post Facebook Page US Miitary Post Facebook Group
youtube{.Jcom/ channel/UCBeyl facebook[.]com/usmilitarypost facebook[. Jcom/groups/usmiita
gDQGeCo_XKH3cVgadg
rydefense
Shares links to
Shares inks to
Shares links to Shares links to
2 YouTube 2 YouTube ———————shares inks to—————— (3 YouTube
US Defense Post YouTube Channel US Miitary Post Verified YouTube Channel U.S. Miitary Action YouTube Channel
youtube[.]Jcom/channel/UCELO youtube[.Jcom/usmiltarypost youtube[.Jcom/channel/UCsQC
6BZ4SrBIABTBWHZCMxQ/ | p73yAsvIRZRKOOod_w

Has emai address

ericreining@gmail..Jcom

Graphic 11: YouTube channels and Facebook pages associated with Sarfandi.

Social Media
Facebook: facebook[.Jcom/fandicomelll

Facebook: facebook[.]Jcom/Ojafandi97

Fiverr: fiverr[.Jcom/sarfandi

16 https://www.facebook[.Jcom/usmilitarypost/

© Nisos - All Rights Reserved 25



MUHAMMAD IQBAL

Limited personal information is available for Muhammad Igbal. It is believed he is from Indonesia.
Muhammad Igbal’s email addresses are listed on the following YouTube channels:

e US Military V (youtube[.Jcom/channel/UC2eblYzw-Rd6JPNgNZghpGw/)

e US Defense Videos (youtube[.]Jcom/channel/UCe7QZrrNKeaxbagz66-4LsQ/)

Selectors
Email Address: muhammadigbalhzl@gmail[.]Jcom

Email Address: igbalhz520@gmail[.Jcom

Websites

militarylnewsl.]blogspot[.Jcom*’

https://webcache.googleusercontent[.Jcom/search?q=cache:NITJp_K8XCsJ:https://www.peekyou.com/usa/south

_carolina/michael_
kirby+&cd=12&hl=en&ct=clnk&gl=sg
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