
HOW TO HANDLE PHISHING EMAILS

Phishing is a form of cybercrime where hackers gain access to sensitive information by impersonating an 
account  or person that already has access to data. They usually do this by sending a link that requires you 
to input confidential data (such as passwords, access codes, bank information, or direct computer access). 
This can result in a massive data breach and financial loss for the organization.

Cybercriminals use social engineering and other highly sophisticated tactics to manipulate people into 
giving up a wide range of personal information. In spear phishing, hackers thoroughly research and 
personalize communications to a targeted person or group to make it look more legitimate. They can even 
impersonate a close friend or coworker and send you communications that otherwise seem harmless. 

COMMON SIGNS OF PHISHING

•     Review the display name, email address, and links for inconsistencies.
•     Hover your mouse over links before clicking to examine where the link is taking you. 
        If there’s any doubt, don’t click.
•     Double-check any urgent requests. People are less likely to notice the small details in a  
       situation that causes concern, worry, or time constraint.
•     Do not open any suspicious or unexpected attachments, even if they appear to be from someone you know.
•     Without replying to the email, check with the sender separately to confirm the validity of the request.
•     Never give out personal info to unverified sources. Legitimate companies will never ask you for your login        
        information  or other sensitive data through email.
•     When in doubt, report the suspicious email or incident to your IT/SOC Team immediately.

GRAMMAR AND SPELLING ERRORS

REQUESTS FOR CREDENTIALS, 
PAYMENT INFORMATION, OR OTHER 
PERSONAL DETAILS 

SENSE OF URGENCY
INCONSISTENCIES IN THE SENDER’S 
NAME, EMAIL ADDRESS, OR EMAIL 
SIGNATURE

UNFAMILIAR TONE OR GREETING

IRREGULARITIES IN LINKS 
AND DOMAIN NAMES

SUSPICIOUS ATTACHMENTS
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HOW TO SPOT A PHISHING EMAIL
W H A T  I S  P H I S H I N G ?


