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WHITE PAPER / PROCESS SAFETY SOLUTIONS

MAKING THE MOST OF
SAFETY INTEGRITY LEVELS

BY Khanjari Kumbhar

Insufficient training on safety processes
puts industrial facilities at risk for accidents.
Prioritizing safety and adopting vigorous
safety solutions and standards can

reduce such incidents drastically.
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Risks mount wherever people store, process or handle
hazardous or toxic materials. In the process industries,
these risks are heightened because of their potential to
affect numerous people. A spill of a toxic agent or an
explosion could be hazardous to people within the plant
or in the surrounding area.

There has been an increased focus on industrial safety
worldwide. Major catastrophes at Seveso (Italy), Bhopal
(India), Piper Alpha (U.K.) and Chernobyl (Ukraine) in the
last few decades have brought the need for improved
understanding and risk reduction approaches into

sharp relief.

Compliance with standards to safeguard personnel

and the environment is a priority for both legal and
ethical reasons, as well as reducing life cycle costs.
Effective safety solutions are needed to enable proactive
protection, preventing injuries and saving lives. Eliminating
risk entirely and bringing about a state of absolute safety
is not practical. More realistically, risk can be categorized
as being either negligible, tolerable or unacceptable. The
foundation for any modern safety system is to reduce risk
to an acceptable or tolerable level. In this context, safety
can be defined as “freedom from unacceptable risk.”

The formula for risk is:
RISK = FREQUENCY OF OCCURENCE x
SEVERITY OF CONSEQUENCE

INTRODUCTION TO SAFETY
INSTRUMENTED SYSTEMS

In industrial plants there are many types of control
systems that continuously manage process parameters
such as temperature, flow, level and pressure. Such
processes can create hazardous situations when they
are out of control, and the basic process control system
(BPCS) might not be able to maintain safe operation in
the event of a failure. This is where the safety
instrumented system (SIS) comes into play. The purpose
of the SIS is to perform safety instrumented functions
(SIFs) and, if necessary, shut down the process in an
orderly manner. In other words, the SIS trips the process
when it detects an out-of-limit or out-of-control condition.
Common types of safety systems include emergency

shutdown, fire and gas monitoring, critical process control,
burner management, and turbo machinery control.

After a cost-benefit analysis is performed, it is
recommended to invest in and maintain an SIS that is
effective compared to the implications of a potential
hazardous event. Plant safety systems require careful
planning, designing, implementation and maintenance
to see that the expected level of safety is realized and
maintained, and that false alarms are minimized.

LEVEL SETTING

Safety Integrity Level (SIL) is defined as a relative level
of risk reduction provided by a safety function, or it

can specify a target level of risk reduction. SIL is a
measurement of performance or probability of failure on
demand (PFD) required for a SIF within an SIS based on
the ANSI/ISA 84.01, IEC 61508 and IEC 61511 standards.

All organizational and technical risk reduction measures
act as a counterweight to the risk potential. The values
SIL 1to SIL 4 are derived from the risk analysis. The
greater the risk, the more reliable risk reduction measures
must be implemented and, consequently, the greater
reliability the components used must exhibit. Typically,

as the SIL level increases, the cost and complexity of the
system also increases.

The four SIL levels are determined based on several
quantitative factors in combination with qualitative
factors, such as development process and safety life
cycle management. The requirements for a given SIL
vary with the functional safety standards for

given industries.

COMPELLING COMPLIANCE

The underlying need for the IEC/ISA standard arises

in processes involving major hazards with significant
potential to cause losses and harm. The risk of these
undesirable outcomes is a function of both their
severity — for example, how many people are injured
or killed and how much damage and lost production is
incurred — and their frequency — how often such an
event can be expected to occur.
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INDUSTRY GUIDELINES
The IEC 61508 international standard addresses:
¢ General requirements

Requirement for electrical/electronic/
programmable electronic safety-related systems

Methods for the determination of SILs
Guidelines on application of standards

Overview of techniques and measures

The IEC 61511/ISA-84 international
standard addresses:

Management of functional safety
Safety life cycle requirements
Process hazard and risk assessment

Allocation of safety functions and determining
the SIL value of these functions

SIL verification

SIS safety requirements specification
SIS design and engineering
Requirements for software

SIL verification

Factory acceptance testing

SIS installation and commissioning
SIS safety validation

SIS operation and maintenance
SIS modification

SIS decommissioning

Information and documentation

For end users, SIS designers and system
integrators, IEC 61511 defines the safety standard
they should follow when implementing certified

safety equipment. It applies when equipment
meets the requirements of IEC 61508, or if Section
11.5 of IEC 615111 is integrated into an overall
system used for process sector applications.

© 2020 BURNS &4SDONNELL.
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SAFETY INSTRUMENTED SYSTEMS
USERS OF SIS STANDARDS

IEC 61508
i ) -
SIS Devices SIS Applications
Design and manufacture of: * Process plant design
« Safety PLC hardware teams

* Embedded software
* Sensors and actuators

* Instrument engineers

* Process control system
designers

* System integrators

* Operating companies

* Regulatory inspectors

* Process safety managers

. . Practices in the engineering
Basic functional safety of systems that deliver safety

FIGURE 1: Users of SIS devices and applications.

The following aspects must be considered by plant
management seeking to comply with international
safety standards:

* What are the potential hazardous events and their
associated risks, and what risk reduction is required
to achieve tolerable safe process installation?

* How can it be confirmed that the chosen
safeguarding measures and/or equipment achieve
the required risk reduction?

* What activities must be carried out to see that
adequate safety is maintained during the entire
lifetime of the safeguarded process installation?

* How can it be established, through proper
documentation, that safety requirements are met?

Despite the growing awareness of plant safety issues,
not all process manufacturers fully understand the
implications of today’s functional safety requirements —
or have taken action to achieve compliance at their
facilities. This is particularly true for large companies with
dispersed global operations, as well as smaller firms with
limited engineering resources.

Recognized safety standards such as IEC 61508, IEC

61511 and ANSI/ISA-84.00.01 now represent generally
accepted engineering practices for industrial organizations
worldwide. In the U.S., for example, the Occupational
Safety and Health Administration (OSHA) has endorsed
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IEC 61511/ISA-84 as a “national consensus standard” for
the application of SIS in plant operations. It has stated that
employers may be in violation of the General Duty Clause
of the Occupational Safety and Health Act of 1970 if plant
safety systems do not conform to IEC 61511/ISA-84, and
hazards exist related to the SIS, potentially causing serious
harm to employees.

CONFORMANCE MEASURES

For new projects, conformance to the IEC 61511 safety
standard typically has minimal impact on total project
costs. It requires project and operations leaders to follow
a structured safety life cycle approach through the design,
installation, operation and maintenance of the SIS.

For existing SIS installations, engineering and hardware
costs are affected by the regulatory guidelines.
Engineering cost will vary based on the quality of the
existing process hazards analysis (PHA). If the PHA has
established a tolerable risk for the events under review
and determined the target risk reduction for the SIF, then
less additional engineering is required beyond normal
instrumentation and control design. The PFD of the

SIF at the current test frequency can be calculated and
compared to the required SIL. If the existing PHA has not
adequately defined the need for risk reduction (e.g., SIF
design or SIL requirements), considerable engineering
effort may be required to conform to the standard.

The target SIL for the SIF then will be determined to obtain
the risk reduction required to reach tolerable risk for the
event. The PFD of the SIF can be calculated to determine if
the tolerable risk for the event is achieved. If the SIF cannot
meet the target SIL, the test interval might have to be
decreased or redundant equipment added. The plant may
also have to look at other processes that are inherently safer.

EFFECTIVE COMPLIANCE STRATEGY
Measures for plant safety and regulatory compliance
should not be limited to simply installing fail-safe
controllers or advanced SIS technology. In fact, to mitigate
the risk of serious incidents, it is important to consider
safety from all aspects of an operation. Furthermore, plant
owners need access to the right resources with the right
skills at the right time to restore productivity in the event
of safety system failure.
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FIGURE 2: Typical layers of protection found in process plants.

Industrial facilities should take a holistic approach to
safety and security, addressing critical requirements

from the process control network to the perimeter of the
plant. This approach is intended to increase situational
awareness of production processes and improve response
to emergency situations arising from safety-related
incidents. When properly implemented, it will help protect
people, assets and the environment while sustaining a
high level of operational and business performance.

Multiple, independent protection layers (IPL), also known
as the “defense-in-depth” approach, generally consists of
several independent layers (see Figure 2).

Any hardware can fail at one time or another. Failure
requires repair or replacement. However, control and
safety functions provided within the same hardware
show that system failures and repairs leave the process
unprotected, which is unacceptable in most operations.
There’s also the need to spread risk. Designers and
operators of control and safety systems need to prevent
one system’s failure from causing devastating effects.

There is no single method that can eliminate all risks.
Therefore, several methods must be implemented to
reduce the risk of an accident. The concept of protection
layers applies to the use of a number of safety measures,
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all designed to reduce risk by reducing either the
likelihood of potential incidents resulting in an impact
on people, environment or property or by reducing the
magnitude of the impact if an incident occurs.

Each protection layer consists of a grouping of equipment
and/or administrative controls that functions in concert
with other protective layers to control or mitigate process
risk. An independent protection layer should:

* Be dependable and auditable.

» Be designed for a specific event.

* Be independent of other protection layers.
* Have high availability.

* Reduce the identified risk by at least a factor of 10.

For an accident to occur, each safety layer would have

to fail simultaneously. The more the layers, the lower the
probability of all failing simultaneously. The risk can be
reduced to very low levels by providing enough protection
layers and making each layer highly reliable. However,

it must be remembered that the basic process hazards
remain and there is always the potential — perhaps

very small, but never zero — that all layers might fail
simultaneously, and a hazardous incident could occur.

SYSTEM SAFETY LIFE CYCLE

Some plant owners might still wonder whether international
safety standards are relevant to their operation. Since there
is a growing awareness in process industries of the

IEC/ISA standards and because of the association with
some regulatory authorities, the answer is yes. However,

the operation in question might already have the appropriate
safeguards or layers of protection in place, alleviating

the need to implement an SIS solution. This can only be
determined through the implementation of the safety life
cycle, which is a sequential approach to developing a SIS.
(References to a safety life cycle can be found in
ANSI/ISA-84.00.01 Parts 1-3 and IEC 61511 Parts 1-3.)

|[EC 61511 goes into great detail regarding SIS
management. It divides the safety life cycle into a series
of key phases encomypassing activities from conception
through decommissioning. To conform with IEC 61511,
each of the requirements outlined in these phases

must satisfy the defined criteria. Officially accredited

organizations such as Underwriters Laboratories (UL)
or TUV (Technischer Uberwachungsverein) can provide
independent confirmation that SIS compliance with IEC
61511 has been achieved (see Figure 3).

In general, the implementation of the safety life cycle can
follow the IEC/ISA standard in a sequential manner or
can be customized to suit the company’s or corporation’s
management style.

Hazard and risk analysis

\:

Allocation of safety functions
to protection layers

2

Safety requirements specification

for the safety instrumented system A
\L Design and development of

. R other means of risk reduction
Design and engineering of safety

instrumented system

J’ v

Installation, commissioning
and validation

\:

Operation and maintenance

\:

Modification

\:

Decommissioning

\:

Safety life cycle structure
and planning

\

Management of functional safety
assessment and auditing

\2

Verification

FIGURE 3: /EC 671511 divides the safety life cycle into a series of key phases.
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ANALYSIS IMPLEMENTATION OPERATION
¢ Process design * Detailed design * Training
¢ Site assessment » Software configuration * Proof testing
« Safety system audit * Equipment build * Inspection
« Competency assessment * Factory acceptance testing * Maintenance
* Hazard identification - Construction/installation * Change management
¢ Risk assessment * Site acceptance testing * Decommissioning
* SIL determination » Validation
» SIF definition
« SIL verification
» SIL validation

FIGURE 4: Safety Life (ycle.

It is not necessary to develop an extra tier of paperwork to
manage this process; integrating the life cycle requirements
into existing procedures for planning, designing,
constructing and maintaining is perfectly acceptable.

In either case, the safety life cycle is the foundation to
build on. This gives the flexibility of implementing some or
all the phases based on current requirements. In the first
safety life cycle phase, the objective is to analyze the risks
involved in running the plant. This involves deciding how
much safety risk the operation can tolerate; optionally,

the user can also consider other types of harm such as
environmental damage, downtime, equipment damage and
loss of reputation. In the next period, the SIS is designed to
meet the specification. Hardware is selected; calculations
are performed to see that the hardware can achieve the
specification; software and maintenance procedures are
written; and extensive tests and checks are conducted,
both before and after the safety equipment is installed.
And in the final phase, the plant is operated with the SIS

in place. Documentation is prepared on the performance
of the system and the demands made on it by the plant.
Maintenance of the SIS is carried out as planned, with each
change to its design carefully controlled through change
management procedures.

CONCLUSION

For process manufacturers, the safety of their plants,
facilities, personnel, production operations and the
environment has become essential to achieve on-time
delivery and minimize any potential losses. The IEC 61511
approach to functional safety has proved to be effective

at process industry sites around the world. By utilizing
special safety services to help optimize SIS life cycle
performance, process safety and availability, plants can
reduce interruptions to increase process uptime, maximize
effective and efficient utilization of safety assets while
improving SIS integrity and availability, and reduce testing
and maintenance requirements.
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