
SECURITY & EXPERIENCE – STRIKING THE RIGHT BALANCE?

According to a Gartner report, when it comes to the daily choices between security and 

convenience, most of us  –  including 77% of surveyed online businesses  –  prioritize 

the easy path. But the same report also reveals that 58% of these respondents believe 

that their current fraud prevention solutions prevent them from reaching their goals.1 

As organizations make significant investment into fraud solutions and identity platforms, 

criminals continue to succeed with social engineering, malware, and data breaches. And 

in return, organizations continue to burden their customers and users with disruptive 

online experiences and risks to their privacy to counter these attacks. 

Fortunately, with behavioral biometrics from BehavioSec, it is now possible to 

accurately and transparently prevent fraud, stay compliant, enhance security, and 

deliver superior user experience.

IDENTITY VERIFICATION WITH BEHAVIOSEC

BehavioSec is the industry pioneer and technology leader in behavioral biometrics 

for continuous authentication. 

Industry-recognized and deployed within Fortune 100 companies, our proven solution 

integrates with your platforms, applications, and services to continuously track and 

profile how your human users 

and customers uniquely type, 

swipe, and engage – without 

requiring cumbersome, intru-

sive challenges. 

By adding our patented 

technology to your fraud and 

identity platforms, you get the 

benefit of knowing that the 

human and digital identities 

accessing your systems and 

accounts match – across the 

lifecycle and without sacrificing 

security or experience. 

DATASHEET
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Prevent fraud and accelerate digital transformation while staying compliant using the 
BehavioSec® behavioral biometrics platform.  

SOLUTIONS

Consumer Identity & 
Access Management

• Combat account takeovers 

(ATO) and lower false alarms 

by over 90%.

• Immediately detect bots 

and aggregators without 

CAPTCHA.

• Reduce customer churn, 

onboarding friction, and new 

account fraud (NAF).

 Workforce Identity & 
Access Management

• Cut step-up authentication by 

over 88%.

• Mitigate identity risks from 

your remote, distributed 

workforce. 

• Improve visibility and identify 

insider threats like account 

sharing violations.

 

BehavioSense v5 

Lost by consumers in 2020 due to 
identity theft and fraud.2 

$56B
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HOW IT WORKS  –  DEEP INSIGHT INTO EVERY INTERACTION

Our software silently collects behavioral data whenever a user engages naturally with 

your app, service, or website. It also continuously analyzes each session for environ-

mental risk factors, giving you a rich set of intelligent signals that yield a real-time 

authenticity score – allowing your genuine users to interact without friction or false 

positives, and helping you respond to real anomalies according to your organization’s 

policies.

For fraud prevention teams – The signals are analyzed by our machine learning engine 

that generates information for your platforms to consume, and critical insights to support 

rapid decisions, investigations, or to establish online trust. With BehavioSec, you can 

detect and stop even the most sophisticated fraud attack underway or forensically 

dive deep into a session that occurred seconds or years ago.

ENVIRONMENT
• Location
• Device
• Platform
• App
• Session
• Language
• Reputation

MOBILE
•  Hit zone
•  Gyroscope
•  Accelerometer
•  Surface
•  Motion
•  Pressure

DESKTOP
•  Press
•  Flight
•  Sequence
•  Mouse

Figure 1 – What BehavioSec behavioral biometrics monitor

For identity and cybersecurity teams – Using behavioral biometrics to augment 

digital identity protection, our solution can serve as a silent secondary authentication 

method, or deliver continuous monitoring for a true Zero Trust approach throughout 

the entire session to ensure it’s the authentic user in the session from entry to exit. 

LOGIN RISK ASSESSMENT ACTION

CONTINUOUS AUTHENTICATION

ACCESS GRANTED

STEP-UP AUTH

BLOCK

Figure 2 – Turning behavioral data into actionable intelligence

Finally, because our solution can function independent of other systems, signals, or 

personal information, it is future-proof to changes in regulation and legal frameworks.

OUR PLATFORM – ARCHITECTED FOR SCALE

Our platform consists of three primary components. It fits within your multi-layered 

security architecture, and into your existing infrastructure. In addition, our solution is 

built for maximum scale, high availability, and flexibility in deployment according to 

use case needs - whether installing into your environment or using our hosted services3. 
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TOP 10 FEATURES 

• Identity Verification  

Ensure digital IDs are the 

humans they claim to be.

• Zero-Training Detection     

See bots, automated attacks, 

and fintech aggregators.

• Accelerated Training        

Witness unmatched 

performance that’s 5x faster 

when profiling human users.     

• Predictive Modeling 

Automatically cluster data for 

faster business rule creation 

and categorization.   

• Doppelgänger Detection        

Recognize duplicate activity 

and fraud patterns across 

payments and apps.                    

• Cross-Device Inheritance  

Map users across devices to 

mitigate onboarding risks 

without step-ups or friction.   

• Device Fingerprinting 

Find jailbreaks, clones and 

more with our new pattern 

detections.  

• Social Engineering Detection  

Alert on vishing, coaching, 

and other social engineering 

attacks.

• Remote Threat Detection 

Insight to stop remote access 

tools, man-in-the-browser, and 

malware attacks.

• Global Intelligence          

Benefit from live threat intel 

from over 700 million identities 

and 1.5 billion unique devices.
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BehavioSense Server
Modular application 

with N+1 load-balancing 
high availability

App Integration
On apps and clients via 
BehavioSec SDKs for 

data collection

Dashboard & UI
Configure and consume 
our intel by browser or 

via REST API

Figure 3 – BehavioSense components

DEPLOYMENT – SOFTWARE & HOSTED, LIGHTWEIGHT & 

EASY

Our installation process is simple and optimized for rapid turn-up, short time-to-value, 

and a phased implementation so you can increase the breadth and depth of protection 

for your apps and services according to your timeline and business requirements.

Install server or connect to hosted instance

Use SDKs to enable monitoring on pages

Configure platform and policy using our UI

Integrate with other platforms via REST API

Start collecting, detecting, scoring, and investigating5

4

3

2

1

Figure 4 – Typical BehavioSense deployment process

Our end-user client options capture the majority of platforms used, our dashboard 

supports all major browser versions available today, and our hardware requirements 

allow for digital identity verification at massive scale and performance without dramatic 

increase in Total Cost of Ownership.

To experience these benefits and learn more about how you can get the best signal 

in the business to combat fraud and improve user experience, please contact us for 

a demo or proof-of-value today. 

Table 1 – v5.3 Example configuration @ 800 TPS in customer environment3

Application Server Database Server

On-Premises 2x i5-7 4 Core, 
24GB RAM, 2TB HD

1x i5-7 4 Core, 
24GB RAM, 2TB HD

AWS 2x c5.2xlarge 1x db.r5.xlarge

COMPATIBILITY3 

End-User Clients

• Web apps with JavaScript

• Mobile Apps

 

BehavioSense Server

• On-premises

• Private hosted

• BehavioSec hosted

• Public cloud compatible

Application Components

• Wildfly (JBoss) 14.0 or higher

• WebSphere 8.5.5 or higher

• WebLogic 12c or higher

Database Components

• MySql 5.7 or higher

• Amazon Aurora 

• MariaDB

• Oracle 11g and 12c

Certifications
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ECOSYSTEM

BehavioSec partners with market-leading platform companies and service providers 

you already know and work with to ensure our solution integrates seamlessly within 

your environment, solving your needs. 

You can employ our technology on-premises or in the Cloud via SDK/API access, 

plug-ins or pre-integrated, out-of-box solutions listed on partner marketplaces.

ABOUT BEHAVIOSEC

BehavioSec is the industry pioneer and technology leader for behavioral biometrics and continuous authentication, safe-guarding 

millions of users and billions of transactions today. 

Deployed across Global 2000 companies to dramatically reduce fraud, friction, threat, and theft, BehavioSec verifies and protects 

human digital identities by understanding how we uniquely type and swipe across our ever-changing devices. Whether used in the 

Cloud or on-premises, BehavioSec delivers the superior user experience, precision, and scale needed by organizations to keep 

customers engaged while catching evasive, real-time attacks other solutions miss. 

Founded in the Nordics in 2008 out of groundbreaking research, industry recognized BehavioSec partners with market leaders and 

organizations like DARPA, and has earned investment from top firms like Forgepoint Capital, Cisco, ABN AMRO, Conor Ventures, 

and Octopus Ventures. Headquartered in San Francisco, CA with offices worldwide, BehavioSec is ready to help you reduce risk, 

improve compliance, and digitally transform your distributed workforce and customer experience.

Global Headquarters
535 Mission St, 14th Floor 
San Francisco CA 94105 USA
+1 (833) 248-6732
sales@behaviosec.com

1 Gartner, Inc., “Create Trust and Safety on the Internet”, Jonathan Care and Akif Khan, June 2020

2 CNBC, “Consumers lost $56 billion to identity fraud last year—here’s what to look out for”, March 2021

3 All specifications, features, and capabilities are subject to change without notice.  Please contact our presales team for product questions at sales@behaviosec.com 

www.behaviosec.com
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SUPPORT

Customers receive software updates 

and support from our 24x7 global 

behavioral biometrics expert team.

As we continue to innovate new features 

and capabilities, we work with you to 

ensure you get rapid and maximum 

value from your partnership with us.

AVAILABILITY

The BehavioSense platform is available 

as a software subscription or compliant 

hosted service globally. It is licensed 

annually per protected user.

Please contact our sales team at 

sales@behaviosec.com and let us 

show you our capabilities with a live 

demo or proof-of-value.
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