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Data is the lifeblood of a modern healthcare system. 
Without accurate information, it’s impossible to 
diagnose and treat patients, or to manage  
resources effectively.

But data volumes today are growing so fast, they 
threaten to overwhelm legacy infrastructures. 
Connected devices are generating more and more 
data, so the infrastructure must cope with a greater 
variety and velocity of incoming information, alongside 
the rising volume. Electronic health records are being 
augmented with medical images, where they would 
once have just held text summaries, significantly 
increasing file sizes.

Diagnosing data overload

Only 2% of medical apps synchronize with the 
healthcare provider’s system2, potentially making the 
view of the patient fragmented and increasing the 
complexity of the systems used to access it. 

Even as data volumes increase, healthcare providers 
need to ensure that data can be accessed reliably and 
securely, whenever it is needed.
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Medical data will 
double every 73 
days by 20201 2x

1 https://pulse.embs.org/may-2017/cognitive-computing-and-the-future-of-health-care/
2 https://h20195.www2.hpe.com/V2/getpdf.aspx/A00028835ENW.pdf



One treatment for data overload is to deploy edge 
solutions. These technologies bring analytical 
capabilities to the edge of the network, cutting the 
round-trip latency associated with using the cloud,  
and reducing the load on the network.

Edge solutions enable healthcare providers to:

•  Analyze incoming data: Alerts can be raised when 
necessary, either for a doctor to check a device, or 
for proactive maintenance of devices. Data can be 
transferred to the cloud as required for compliance 
or analysis, but routine data can be kept or discarded 
locally, saving on storage and data transfer costs.

•  Enable greater mobility: Putting highly performant 
computing at the edge of the network means that 
doctors can use relatively low-end portable devices 
such as tablets to access powerful applications.

•  Consolidate data: Edge applications can be used 
to consolidate and intelligently organize data from 
connected devices, cutting down the number of 
different applications that doctors must deal with.

Delivering local care
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Medical technology 
providers bring innovation 
at the edge

Medical technology providers (MTPs), such as your 
company, bring a wide range of innovations to the 
healthcare sector to help with the management and 
analysis of information. The edge represents an 
opportunity for you to deliver highly performant new 
solutions that help your customers to improve the 
quality of care, and speed of diagnosis.

Your reputation will depend not only on your own 
solution but also on the infrastructure it sits upon.  
The solution will be judged on its:

•   Reliability: Downtime can cause delays in diagnosis 
and in worst case scenarios be dangerous or  
life-threatening;

•   Security and compliance: Healthcare is a heavily 
regulated sector, and medical data can be 
personal and highly sensitive. World-class security 
technologies are required to protect it; 

•  Performance: The underlying processing architecture 
must empower the application to deliver rapid results.

The skills required to establish and maintain the 
infrastructure are very different to those required 
to develop the application. Acquiring world-class 
expertise in IT infrastructure in-house would require 
significant investment, and would be unlikely to  
deliver a return on that investment. MTPs are  
unlikely to be able to satisfy compliance requirements 
worldwide, and risk putting their solution and 
reputation at risk if they cannot deliver the highest 
standards of security protection. 



Partnering for IT infrastructure

By partnering with a specialist provider of IT hardware 
and services, you can free your team to focus on its 
core competencies and be sure that your solutions will 
be based on safe, reliable and cutting-edge technology.

The crucial question, then, is who to partner with? 
If you choose the wrong partner, you may find your 
solutions are marred by poor reliability and inadequate 
service.

To succeed, you should seek a partner with deep 
experience in the healthcare sector, and a track record 
of providing reliable, standardized products and 
services worldwide. 

Hewlett Packard Enterprise (HPE) Original Equipment 
Manufacturer (OEM) Solutions is trusted by MTPs 
including General Electric (GE) Healthcare, Cerner 
and Philips. MTPs such as these work with HPE OEM 
Solutions to build modern, integrated, patient-centric 
healthcare solutions that improve the care experience 
for clinicians, patients and caregivers.
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•  Power edge analytics: Using HPE technologies, you 
can capture, process and handle data at the edge of 
the network to reduce the latency, transfer costs and 
storage issues associated with cloud analytics. By 
offering a fully integrated edge-to-cloud architecture, 
you can enable smarter clinical decision making at 
the edge while also enabling data to be analyzed 
centrally for higher level decisions.

•  Reduce risk: The biggest security concern about the 
use of IoT in healthcare? Protecting sensitive data. 
Healthcare providers may not have in-house security 
expertise, and will be looking to MTPs to provide 
solutions that are easy to deploy, and that offer 
robust security features. At the same time, those 
solutions must be reliable and meet the compliance 
requirements for the jurisdictions that the healthcare 
provider operates in. By using HPE’s industry-leading 
components, you can deliver a secure, reliable 
foundation that complies with local regulations 
across all markets. That leaves you free to focus on 

By partnering with HPE OEM Solutions, you can:

•  Innovate faster: Medical technology providers are 
under pressure to get new edge services running 
quickly. Using proven solutions from HPE can enable 
you to deploy new technologies faster. The pay-as-
you-go approach to IT infrastructure enables you 
to iterate quickly, by deploying a solution, testing it 
and evaluating what is needed to expand it. Avoiding 
heavy up-front investments ensures a higher ROI 
and helps to launch the edge solution efficiently.

Why partner with HPE OEM 
Solutions?

“We are very strong at developing 
clinical solutions for our customers. 
But nowadays those solutions also 
require an IT infrastructure layer 
underneath.”

- Martijn Heemskerk, Healthcare Informatics Ecosystem Director, Philips.

The top IoT security concerns 
in U.S. healthcare are:3

20%
loss or theft 
of IoT device

protecting 
sensitive data

25%
attacks on 
IoT devices

24%

your unique value-add, without needing to invest 
heavily to try to acquire world-class expertise in  
IT infrastructure.

HPE OEM Solutions helps MTPs to enter and supply 
markets worldwide. HPE has a global supply chain, 
and is able to carry out factory integration, building 
and shipping the solutions on behalf of MTPs.
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3  http://go.thalesesecurity.com/rs/480-LWA-970/images/2018-Thales-Data-Threat-Report-
Healthcare-Edition-ar.pdf



HPE Edgeline Converged Edge Systems enable you to 
implement powerful, data center-level compute and 
management technology at the edge of the network. 

They enable you to:

•  Reduce space and energy consumption, by 
combining operational and information technology;

•  Improve your customers’ responsiveness, with faster 
analysis and insight;

•  Save money by reducing the cost of network 
infrastructure and management, and cutting the cost 
of data center or cloud storage.

Discover HPE Edgeline 
Servers
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1.  The HPE Edgeline EL20 is an IoT Gateway for 
light data aggregation, acquisition and analytics. 
This device is configured with an lntel® CoreTM 
i5 processor, 8 GB RAM, 64 GB SSD storage and 
Wi-Fi connectivity. It also has expansive input/
output connections, including four-port Power over 
Ethernet (PoE) plus one 8-bit digital I/O (DIO). 
Devices in the hospital ward, including IoT devices 
and mobile devices, connect to this gateway.

2.  The HPE Edgeline EL1000 receives data from the 
gateways over the Wi-Fi network. It provides data 
center-level compute capabilities at the edge to 
enable immediate insight from the data. Using a 
wired or mobile data connection, this edge device 
can send data to the cloud as required.

3.  The data center, based on HPE Gen10 Servers, can 
be used to store data for mandatory reporting and 
compliance requirements, and to enable analysis 
across larger data volumes, and longer time periods.

How it works
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Figure 1: Example HPE Edgeline Converged Edge System. 



HPE Gen10 Servers accelerate business insight  
across a hybrid world of traditional IT, public and 
private cloud. They are based on the Intel® Xeon® 
Scalable processor family and deliver a performance  
boost of up to 71% compared to the previous  
generation server.4

With its Gen10 servers, HPE offers the most secure 
industry standard servers.5 HPE is the only industry 
standard server manufacturer to provide customers 
with NIST 800-53 security controls on our full solution 
set of servers, networking, storage, software and 
operating systems. NIST 800-53 defines the security 
controls the US government requires for federal 
information systems, except for those designed for 
national security.

1.  HPE makes its own custom management controller 
chipset and its own firmware, so it is able to  
tightly integrate the hardware and software to 
establish a chain of trust. Since the hardware cannot 
be tampered with, and the hardware verifies the 
integrity of the software, the solution is  
highly secure.

2.  The management controller is the first device 
to initialize at power on. The system requires a 
handshake at each stage of start-up to ensure that 
known good credentials are propagated from the 
hardware through the software.

3.  The firmware is scanned daily. If any compromised 
code is detected, the server can automatically 
recover the firmware to a previous authenticated 
state. That is also checked for integrity, and if any 
anomalies are detected, the firmware is reset to the 
original factory firmware.

Discover HPE Gen10 Servers How the Silicon Root of Trust works
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4  Intel® measurements. Up to 71% performance increase of Intel Xeon Platinum vs. previous generation 
E5 v4 average performance based on key industry-standard benchmark calculations comparing 
2-socket Intel Xeon Platinum 8180 to E5-2699 v4 family processors. Any difference in system 
hardware or software design or configuration may affect actual performance. May 2017.

5  HPE makes its own custom iLO server management silicon chipset for their Industry Standard Servers, 
which allows them to connect the firmware to the silicon. Detection of Compromised Firmware Code 
by the “always on Protection” and unique ability to recover to a known good state of authentic, 
malware free firmware. Unique Data Encryption at scale through our smart array controller cards. 
HPE is the only industry standard server manufacturer to provide customers NIST 800-53 security 
controls on our full solution set of servers, networking, storage, software, and operating systems.



Vital Images, Inc., a Toshiba Medical Systems Group 
company, is a leading provider of medical imaging and 
analysis solutions. The company’s Vitrea® Advanced 
Visualization software enables the visualization and 
analysis of 2D, 3D, and 4D images of anatomy and 
physiological functions using computed tomography 
(CT) and magnetic resonance imaging (MRI)  
scan data.

Vital Images partnered with HPE to take advantage of 
the OEM program and the ProLiant server platform. 
“Our solutions require high-end processors and the 
ability to process algorithms optimized to scan specific 
parts of the human anatomy,” says Jeremy Rollie, 
Director of Operations for Vital Images. “We include 
graphics cards in each server build, and work closely 
with HPE to configure the servers with high-speed 
processors, massive amounts of RAM, and high-end 
graphic cards so we can support all the demands of 
medical imaging in a single platform.”

Case study

“HPE works with us to optimize business processes 
and develop SKUs for each configuration so that 
ordering and delivery is in an efficient process,” says 
Rollie. “Customers can buy our products directly 
from us or from one of our distributors, and we’ve 
established global SKUs, which is particularly 
important for a company like us that has so many 
distribution relationships worldwide. This process 
efficiency helps us work closely with our distributors 
and serve customers globally.”

“Our customers demand the highest 
reliability levels, and we leverage 
the reliability of our HPE servers 
as a differentiating point for our 
medical image solutions. The HPE 
brand has great weight in the 
healthcare industry, and many of 
our customers have standardized 
on HPE infrastructure so delivering 
our solution on HPE platforms often 
contributes to our sales success.”

- Jeremy Rollie, Director of Operations for Vital Images
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Legacy network infrastructures were not designed to 
handle today’s network load, both from users and from 
IoT devices. Aruba Network Switches can be used to 
create a reliable network that is ready to meet the 
performance, reliability and volume requirements of a 
hospital or other medical environment.

Key benefits:

•  Unified wired and wireless: Aruba’s wired and 
wireless solutions are designed to integrate 
seamlessly for simple deployment, provisioning and 
management.

•  Layered security from edge to cloud: Robust 
security to protect the network and devices. 
Unmatched Dynamic Segmentation for secure switch 
to Aruba Mobility Controller or Gateway traffic policy 
enforcement, authentication and services. Unique 
Aruba ClearPass support for Captive Portal and 
User Role, private VLANs, 802.1X, Web and MAC 

Discover Aruba Network 
Switches

authentication, ACLs, virus throttling and ready 
for software defined networks with REST APIs and 
OpenFlow support.

•  Scale and performance for mobility and IoT: 
Industry leading performance, scalability and 
resilience deliver high-performance wireless 
aggregation for a superb user experience. Better 
throughput and wire speed of 40GbE/100GbE 
uplinks means no traffic bottlenecks. High density 
PoE+ and HPE Smart Rate multi-gigabit Ethernet 
provide plenty of speed and power for access points 
and IoT devices.
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Plymouth Hospitals NHS Trust is a provider of 
healthcare services in South West England, serving  
a local community of 450,000 and up to two  
million regionally.

Devices running on the network range from infection 
control laptops, staff PCs and Wi-Fi phones, through 
to radio tags to track patient trolleys in the emergency 
department. There are also iPads used by senior 
managers and for the purpose of ward surveys. 
More applications are being implemented, including 
electronic patient case notes, wireless temperature 
monitoring tags for blood fridges, and access for 2000 
clinical staff to a virtual desktop service.

The hospital needs a comprehensive wired and 
wireless network across the campus; the Trust needs 
staff, patients and visitors to be able to use their own 
devices on the network; and the security and control 
to manage these connections.

Case study

The Aruba solution includes 530 access points and 
two Aruba mobility controllers for scalability and  
high availability.

“The information we make available is secure,” says 
Rob Harder, Head of IT infrastructure and Support 
Services, Plymouth Hospitals NHS Trust. “It’s not 
stored on the device, it’s done through session 
connections. Aruba ClearPass enables us to onboard 
devices and give them specific roles and privileges on 
our wireless network. It makes us more confident and 
allows us to create a feature-rich experience.”

“That nobody mentions our Aruba 
network is a good sign – it means it 
is there, it’s reliable, it’s secure and it 
performs well. Wi-Fi is like electricity, 
it’s now part of the infrastructure.”

- Rob Harder, Head of IT infrastructure and Support Services, Plymouth 
Hospitals NHS Trust
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By harnessing the power of the edge, you can deliver 
innovative new solutions that enable healthcare 
providers to better manage the lifecycle of their data 
and derive more timely insights from it. This leads to 
faster diagnoses and improves the overall quality of 
patient care. 

By partnering with HPE OEM Solutions, you can get 
access to world-class infrastructure components, 
including servers for the edge and the data center, and 
the network that connects them. You can also innovate 
faster, deliver powerful edge analytics, reduce the risk 
posed by compliance and security threats, and gain 
from global support. 

Conclusion
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Learn more at 

http://www.hpe.com/solutions/oem-healthcare

http://www.hpe.com/solutions/healthcare



