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A5.1
To ensure our employee and relevant parties
understand management direction and
As.1.1 Policies for information securtty v B v v Master
accordancewith business requirements and
regulations
As.12 Review of the Polcies for information securtty v B v o |[o ensurethecontinuing suitabiliy, check plan
adequacy and effectiveness of our policies.
A6.1 Internal organization
611 Information Securty roles & responsbilties v v v v Iin security &
and avoid privacy Homepage
interests, b) Vanta)
A612 Segregation of duties v v v sforune O ceoth in @0ur People
unintentional modification or misuse of the esecurtya
organization's assets.
To be able to able to bereactive n case of
updatesfrom
A6.13 (Contact with authort v B v v NIL
niactiih auihorties the authorities related to security and
privacy
7o be able to able to bereactive n case of
A6.14 Contact with specia interest groups v v o [crisisandtoreceive potential updates from 1+ ceo connect (HR / Finance / Legal)
and privacy
n6.15 Information securty in project management v v v v v Information hapter 21. Security in Projects
Security and Privacy in project management,
i
Mobile devices and teleworkin
Mobile device policy v B v o [[omanagetherisksintroduced by using iy gormation security Policy
7o protect information accessed, processed
or stored all al t location
A622 Teleworkin v v v v v y
cleworiing given that the majority of our employeesare
teleworking
(3]
a7 scroaning B . B . o cnsure that employees aresuitableforthe [, o o
roles for whics
To ensure that employees and contractors
ndion v B v v Human Resource Security Policy
712 Terms and conditons of employment merstond i # y Policy
[Z)
To ensure management'sinvolvementin
1 n ol v v v v [Human Resource Security Policy
A72 Management responsbilties  ecurity an brivacymottars y Policy
7o ensure our employees and other relevant
722 Information securty awareness, education and training v B v v v i i Human
To ensure employee understand that
723 Disciplinary process v - v v o |isiplinary processin placeto takeaction |y man pesource security Policy
against those who commit an information
sccurity and privacy breaches.
AT3 [Tormination and change of employment
To ensure that information security and
A7 Termination or change of employment responsibities v B v v Human
9¢ of employ! > ¥ |vaid afer termination o change of
employment.
AB.T Responsibility for assets
To igentify clearly all our assetsare beableto
A8.1.1 Inventory of assets v v v » v
incigent
o1z Gnersp of assets B . L [rodentityorganisationat assetsand define [ oo
ho1s cceptable use of assts B . B L, [oensreampropriateuseofassetsbyour [,
third party
To ensure that we get back the assets upon
AB.14 Rotu of assets v v v v |departureof employeesaor relevant third ~ |Asset Management Policy
ity
AB2
7o ensure that information receives an
AB2.1 Glassifcation of nfomation v - v v [eppropriatetevel ofprotectionin asset Management Policy
7o make sure that anyone with accessto
nB22 Labeling of information v B v v i slevel of  [Asset
To ensure that our employees and relevant
823 Handiing of assets v - v v et v
security requirements relevant to each
] classification
A83 Wedia handiin
g not restri f
A8t Management of removable media v v v o [pecausewedonot restrict theuseof [asset Management Policy
i g
832 Disposal of media v v v o [pecausewedonot restrict theuse o Asset Management Policy
i g
B33 Physical media transfer v v v o [pecausewedonotrestrict theuse o asset Management Policy
removable media
A9.1 Businoss of. control
A9.1.1 Access control polcy v v v v v fipsems cess Control Policy
no.12 Access (o networks and network services v v v v o [Toprevent misuse ofour networks and Access Control Policy
RS2
A921 User registration and de registration v - v v v |Tomonitor accessrights [Access Control Policy
A922 User v - v . M [Access Control Policy
923 Management of privieged access rights v B v v v access Control Policy
924 Management of secret authentcation information of users v v v v v I;’Sfe’:f"‘ unauthorised access to our Access Control Policy
A925 [Roview of user access rights v - v v v ate [Access Control Policy
To prevent unauthorised access to our
h926 Removal or adjustment of access ights v v v v v |svstems upon departure or change of Access Control Policy
A93 User responsibilities
A9.3.1 Use of secret authentication information v B v o |Toensureunderstand theimportanceof ¢ ees control palicy
A4 System and
A9.4.1 Information access restrition v v v v Jrolimi [Access Control Policy
h9.4.2 Secure log-on procedures v v v o |Toprevent unauthorized accesstosystems | ocs control policy
XYE) Password v - v v [Access Control Policy
To restrict access to systems capable of
944 Use of privieged utlity programs v v v v § ool Jaccesscontrol potiey
7o ensure westay in control of our source
945 Access control to programme source code v v v v |l [Access Control Policy
A0.1 controls (Policy is for all)
0.1 P i hy con v v v v v v v c Polic
At0.1 alicy on the use of cryptography controls ovmtogronny olicy
v v v v v v v c Poli
A10.1.2 Koy management ot olicy
[XIK] Secure areas
nt types of
SIRE] P v v v v v Physical
A1 hysical securty perimeter oo
A1z Physical entry controls v - v v v assets Physi
To ensure the respective arcas are secured
At113 Securing offices, rooms and facilties v v v v v Physical and Environment security
ISIRYS [Protecting against intemal and v - v v v ts
A 1115 Working in secure areas v v v v v areas
A1116 Doivery and loading areas . . . . M [Physical and Environment Security
Ai12 Equlpmm
To reduce the isks from environmental
1121 Equipment siting and protection v v v v v Physical
At122 Supporting utities v - v v - Physical
1123 (Gabiing securi v v v
g securiy v v o
Aii2a Equipment maintenan: v - v v v [Physical and Environment security
At1.25 [Removal of assets v - v v v i
7o ensure security of assets including of-
1126 Securty of equipment and assels off-premises v v v v v "
nome)
A1127 Secure disposal or re-use of equipment v - v v v
A 1128 Unatiended user equipment v - v v v dataleak
At1129 Cioar desk and dear scroen polcy v B v " " dataleak [Ciean Desk Policy




A121 Operational procedures and responsibilities
EXFXE] ocumented opsrating procedures v ation Scurity Policy
A2z Change management v information Secarity Policy
A12.13 Capacity management v To ensurewe have sufficient capacity atall  f, o mation security Policy
Wework n separate environment tosnsire
Aiz1a Separaton of development, tesing and operational envionments v Policy
Aizz I
A12.2.1 Controls against matware v [To protect our IT environment _ Information Security Policy
A.12.3 Backu
A1251 nfornation back up . tany bpint Backup and recovery poliey
A.12.4 Logging and monitoring
A124.1 Event logging v [Information Security Policy
[XFXE] Protecton of fog mformation v gdats__[iormation Security Paiey
A.12.4.3 Administrator and operator logs v I:a"';ie"e"‘ safeguard theintegrity of information Security Policy
A.12.4.4 Clock synchronisation v “’e"“”eWe"‘“e“'""e'e'ere"‘i‘"“em Information Security Policy
A.12.5 Control
[Control software installation to
A1251 instalation of softuare on operatonal sysers v lensure security of our system  Information securiy Policy
and enhanced traceability
A.12.6 | Technical vulner ity
A12.6.1 [Management of technical vulnerabilities. v :;T;:f:’é“"“’m‘e'“‘ and enhance Information Security Policy
A12.6.2 Restictions on software installation v ry‘;{:ﬁ:‘a“;‘"“""“b”“y of software Information Security Policy
A12.7
[XF¥Z] nformaton systers audit controls " [T reinforceintegrity via audit controls _[Aucit Poicy
A13.1 Network security
Networks managements and controlswill
A3 Notwork controls v
o einforcethesecurity, ensureconsistent
A13.12 Securty of network controls. v es (mostly
outsourced) to enhanced security and
vatavilty
ars [ ' T pe—m——
Az
[A.13.2.1 Information transfer policies and procedures v . licy
[o secure transter ofbusines nformation
A1322 Agreements on information transfer v o secure transfer of business information ¢, mation security Policy
[XEFE] ecinic messaging . o protect ouremais
| To protect our trade and ensure.
A1324 Confisentaity or non-discosure agreeents v ety ofouremplojeesand i
partiesduring and aftr thei refatonship
it shipix
A14.1 ecurity
[A.14.1.1 Information security requirements analysis and specification v 50 InfoSec requirements are included in the Y
[A14.1.2 |Securing application services on lic networks v licy
Aa1s Protecting applation servces transactons . o secur oy
A14.2 Security
A2 ecure development policy . [ e secureevelopment Poicy
o secure and contr thefecyceofow
A14.22 System change control procedures v o secureand control thelifecycleofour o, o pevelopment Policy
o ensureavaitability when operatin
A14.23 Technical review of applications after operating platform v o ensureava 'y when operating |Secure Development Policy
o cnsureintegity and traceabiliey by
Ae2a Resticions on changes to sofware v i
o necessary changes
Aizs o v
his2s secure development emvionmant v
Ata27 Outsourced development ) | IR |
Festing snecessary for theinteg ity of
nra20 systom sacarty tsing . R
Testing snecessary for theineg ity of
w20 [—— . R
A.14.3 | Test data
To maintain traceability of test »
A1431 Protection of test data v ot y Secure Development Policy.
A.15.1 Information security in supplier relationships
[A.15.1.1 Information security policy for supplier relationships v similar level of security as we do d- Policy
[XEEF) Aodressing securty wihin supplier sgreements v soppiiers v
Ais1s information and communicaton tschnology supply chain . oecoseour upp e areeupes
A.15.2 Supplier service
A5 Monitoring and review of supplierservices v pecaseourupplerearesupect
A5z Managing changes to supple senvices v [0 e conaeter
A.16.1 Management of information security incidents and improvements
[A.16.1.1 Responsibilities and procedures v ehird parties [Incident
A.16.1.2 Reporting information security events v
Ats1s [Reporting information sscarty weaknesses . o ncident
o cnsure we hove theight ana consstent
A.16.1.4 v classification for security events for a Incident Response Plan
[purpose of traceability
Weneed to response o cident according
At61s Response to nformation secuty ncdents v ncident
securty incent
Fro ensure continmowsearmingana
Ats1s Laming rom infommation securty incidents . ity and pr incident
systems
[XIXKz Cotesion of svierce . Fro ensure raceabiiy orerents incident ResporsePion
[XEA] continuiy
To be prepare in caseofncident and avoid
A17.1.1 Planning information security continuity v m“m;’i;: [Business Continuity Plan
a7z implementing nformation securty continuty v foberrer ausines
o cnsure hat ournformaion security
Air1s Verty, review and evalust fommation securty continuity . a
A17.2
Ai721 Avatabity o information processing facies v o ensureaalabil ausiness
[XTX] Compliance with legal
o avid legl or contractua breaches t an
[A.18.1.1 Identification of applicable legislation and contractual requirements v ime e ¥ finformation Security Policy
o avordtegal or contractualbreathesatan
A.18.1.2 Intellectual property rights v ime e ¥ finformation Security Policy
[XIXE] Proteston of ecords v
rethe privacy and protection oTPI
A.18.1.4 Privacy and protection of personally identifiable information v To ensure the privacy and protection o
o
, raphy remainsin
A.18.1.5 Regulation of cryptographic controls. v To enstire our cryptograpl L:m;’“&e:'s"g information Security Policy
A.18.2 Information security reviews
haveathird par fve onour
A.18.2.1 Independent review of information security v :(u:/:/ia:‘z ;E(‘:;:"i‘:z' ve on our Information Security Policy
rethat thepoliciesare appIcabl
A.18.2.2 Compliance with security policies and standards. v :‘“‘::::‘:::" vepoliciesareapplicableon | marion Security Policy
o ensure our potcesareswarsp o e
A.18.2.3 Technical compliance review: v P Vs up

1S027701 Statement of Applicability

PIMS-specific reference control objectives and controls (Pl
Controllers)

Conditions for collection and processing

he purposesfor

721 The organization shall dentlfy and document the specific purposes for which the Pl wil be processed. v ntroll
722 The organzation shall determine, document and comply wih the relevant lawful basis for the processing of ol
Pl for the identified purposes. v egally authorised
720 The organization shall determine and document a process by which ft can demonstrate f, when and how B [To have  clear mapping on consent Pivs Policy-pora Contraler
consent for the processing of PIl was obtained from P principals obtention
720 The organization shall obtain and record consent from PIl principals according (o the documented o
processes. v Jtraceability purposes
To assess i an impact assessment s required
725 The organization shall assess the need for, and implement where appropriate, a privacy impact assessment . " i " ca ! ontroll.
. whenever new processing of Pl or changes to existing processing of Pl is planned
ones
720 The organization shall have a writen contract with any Pl processor thal il uses, and shall ensure that ther ontroll
Pi ddross the he appropriate controls in Annex B. M aporoach with our processors
Weareonly joint controller with our UK
727 The organization shall determine respecive foles and responsilties for the processing of Il (including Pl . . ntroll

protection and security requirements) with any joint Pl controller.

731

The organization shalldetermine and securely maintain the necessary records in suppor of s oblgations
for the processing of P
Obligations to Pl principals.

rganization shall detemine and document their legal, regulatory and business obligations to PIi
principals related o the processing of their PIl and provide the means to meet these obiigations.

To determine and document our legal,

PiMs Policy -Data Controller

principals

ja.7.3.2

The organization shall determine and document the information (o be provided to Pl principals regarding
the processing of their PIl and the timing of such a provision.

our Pl principals

ntroll




[fo describe the informat ssed to PIl
75 rganization shall provide Pl principals with clear and easily accessible information identifying the PIl . . . . U ool ' ontroll
. controller and describing the processing of their PIl
easity available
A.7.3.4 The organization shall provide a PIl principals to modify or withdraw their consent. v v v v To let i -onsent [PIMS Policy - Data Controller
735 The organization shall provide a mechanism for Pl principals (o abjoct o the processing of thei PIl. v . v v "
i
‘e organization shall implement policies, procedures and/or mechanisms to meet their oblgations to PIl
756 v . v v olet correct ntroll
principals to access, comect and/or erase their
and/or erase their pi.
The organization shall inform third parties
rganization shall inform third parties with whom PIl has been shared of any modification, withdrawal or  ith whorm Pl has been shared of any
737 objections pertaining to the shared P, and implement appropriate policies, procedures and/or mechanisms v v v v modification, withdrawal or objections fpins policy - Data Controller
1o do so. pertaining to the shared Pil, and implement
appropriate policies, procedures andor
720 The organization shall be able (o provide a copy of the PIl hat s processed when requested by the Pl . 5o pil ofthe Pl o
principal. v v i [Processed
A 730 rganization shall define and document policies and procedures for handiing and responding to . . . . To havea consstent approach to responding o ¢ ooric "o contciier
legiimate requests from Pl principals.
The organization shall entify and address obigations, Including 1egal oblgations, (@ the Pl principals
A.7.3.10 resulting from decisions made by the organization which are related to the PIl principal based solely on v v v v troll
automated processing of PIL related to the automated processing of Pil
A74 Privacy by design and privacy by defauit
700 rganization shall lmitthe collection of Pl o the minimum thal s relevant, proportional and necessary ontrol
o for the identified purposes. Y v M M Pl principals
702 R, Sl o rcessin o P i § Adactat, ievant s nacasaay for B | B | o it thecollction and processng e ons potey-pata Controllr
ontos papos: sary
rgamm(mn shall ensure and document that PIl i as accurate, complete and Up-to-date as is [Accuracy and quality isparamount to ensure [ - -
p 743 necessary for the purposes for which it is processed, throughout the life-cyce of the PI M M M v Jthe integrity ofour data M5 Policy - Data Controlle
The organization shall define and “minimization objectives and (such as de o ensure we have s dataminimisation
v v v v P policy - ntroller
[p 744 used to meet those objectives. strategy 1MS Policy - Data Controller
rganization shall sther delete Pl or rendor i in a form which does not permit identiication or re-
A7.45 v v v v [PIMS Policy - Data Controller
dentfication of PIl principals, as soon as the orginal Pl Is no longer necessary for the identiied purpose(s). o et il data when no fonger necessary
746 The organization shall ensure that temporary files created as a result of the processing of Pll are disposed . that could be ! ol
of (e.g. erased or destroyed) following documented procedures within a specified, documented period v v v
presentin temporary fles
a7 The organization shall not retain Pl for longer than is necessary forthe purposes for which the PIl is . . . . ntroll
processed data
70 The organization shall have documented policies, procedures and/ . . . . [To clearly identify how we dispose of 1S policy -pataController
or mechanisms for the disposal of PII personal data
The organization shall subject PIl fransmited (e.g_sent 1o another organzation)
a740 over a data-transmission network to appropriate controls v v v v troll
designed to ensure that the data reaches its intended destination. destination and avoid breaches
ATS Pll sharing, transfer and disclosure
A.7.5.1 The organization shall identify and document the relevant basis for transfers of Pll between jurisdictions v v v v [PIMS Policy - Data Controller
[t havea clear understanding of the
la 752 organization shall specify and document the countries and interational organizations to which Pl can . . . . T ® ntroll
ioly be transfened
W" ly be ransforre: Jwhich Pl can possibly
755 The organization shall record transfers of Pl to or from third parties and ensure cooperation with those . . . . e maintain a record of ransfers of Pl to or ontroll.
partes to support future requests related to abligations to the Pl principals;
related to obligations to the Pil principals.
The organization shall ecord disciosures of P (o third parties, inciuding what Pl has been disclosed, o
754 v . v v ntroll
whom and at what ti Jtraceability of our actions

Processors)
Conditions for collection and processing
e organization shall ensure, where relevant, that the contract to
process Pll addresses the organization’s ole in providing assistance

PIMS-specific reference control objectives and controls (Pl

(as specified in the applicable contract) for the processing of PIl
caried out on behalf of a customer.

bligations to Pll principals
The organization shal provide the customer with the means to comply
with s oblgations rolated to Pl principals.
Privacy by design and privacy by default

The organization shal ensure that temporary flles created as
a result o the processing of Pll are disposed of (e.g. erased or

with the customers oblgations, (taking into account the nature of v v v v e need to be able o provideassistance  |1MS Poliey -Data Processor
processing and the information avaiiabl to the oranization) with the customer's obligations
"The organization shall ensure that Pl processed on behalf of @ customer
o522 are only processed for the purposes expressed i the documented v . v v we need pivis
the customer. v
The organization shallnot use Il processed under a contract or the e must not use Pl processed under a
purposes of marketing and advertising without establishing that [contract for the purposes of marketing and
es23 prior consent was obtained from the appropriate Pl principal. The v . v v
organization shal not make providing such consent a conditon for consent was obtained from the sppropriste
receiving the senvce i rincipal
6524 The organization shall inform the customer if, in its opinion, a processing W need tonform the customer If In our pIS Pol
2 instruction infringes applicable legislation and/or regulation. v M v v olicy-|
egulation.
Te organization shall provide e customer wih 1he approprate
es.25 information such that the customer can demonsirate complance v . v v e need
with their obigations. meet their obligations
"The organization shall delerming and maitain e necassary 1ecords
6526 in support of demonstrating compliance with its obigations . . . . e maintain a ecord to support our 1w polcy-Data processor

orocessing Pil

[We must provide our customer with the

1o Pil principals.

the customer the opponumly to object to such changes.

v . v pins policy - Data
destroyed) following documented procedures within a specified, v [To ensure thesafety of Pl that could be olicy-Dataprocessor
documented period oresent in temporary files

reth heability to returs
e rganizaton shl povideth abilty o relum anser andior o cnarettatweavehesbiytoretun,

B.6.4.2 disposal of PIl in a secure manner. It shall also make its policy avaiiable v v v v ! ‘"d ‘:' Isposal o :"‘“" [PIMS Policy - Data Processor
o e suctomer manner and that our customers have access
The organization shall subject Pl ransmiled over a data-ransmission

B.8.4.3 network to appropriate controls designed to ensure that the v v v v Pl 4
data reaches is intended destination controlled environment
Pl sharing, transfer and disclosure
The organization shal inform the customer in a timely manner of e basi for PI transfers between

e.5.1 jurisdictions and of any intended changes in this regard, so that the customer has the abilty to object to v B v v
such changes or 1o terminate the contract

[The have aclear understanding of th
5.652 The organization shall specify and document the countries and intemational organizations to which PIl can . . . . ‘ehavea clear understanding ofthe §
. possibly be transferred.
[which Pl can possibly
o655 The organization shall record disclosures of Pl to third parties, including what PIl has been disclosed, to . . . . /e maintain a record of transfers of Pl to or
whom and when.
related to obligationsto the Pl principals
7o notify Pil subject when we have  legally
o054 The organization shall nolify the customer of any legally binding requests for disclosure of Pl v B v v
authorised to disclose)
The organization shall reject any requests for PIl disdosures that are not legally binding, consul the

poss conesponding customer beforo making any Pl disclosures and acceping any contractualy agreed requests| v . v v pivis
for Pl disclosures that are authorized by the corresponding customer. Jly binding)

Eo56 The organization shal disclose any use of 0 process Pil o the customer before use v - v v IS Policy ~Data Processor

eo57 The organization shall only engage a subcontractor o process Pl according to the customer contract v B v v
e organizaton shl,nth case of aving general witen auhorzaton, fom the customer ofany Let customer know about changes

poss intended on the addition or rep! of 10 process P, thereby ghing v v v v i

subcontractors to process Pi, thereby giving




