AT WORKPATH

INFORMATION SECURITY

HOW WE KEEP YOUR DATA SAFE

Which certifications verify
the security of the Workpath
platform?

Workpath is certified according to ISO

27/001. The  certificate can be
downloaded here.

The Workpath platform is hosted at
AWS which is certified In many
different ways, including 1SO 27001,

TISAX and SOC Il. For more
information, check here.

Backups are secured at Hetzner who is
ISO 27001 certified. For more
information, click here.

Is the data in the Workpath
platform encrypted?

Yes, we encrypt all data at rest, In
storage and in transit. All data is
encrypted with AES 256 and TLS 1.2.
The Workpath platform can only be
reached through HTTPS.

Do you maintain an
Information Security
Management System (ISMS)?

Yes, we maintain a certified ISMS
according to the ISO 27001 standard.
The certificate can be downloaded
here.
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What are the backup
cycles?

Data is backed up hourly and stored for
24 hours. Daily backups are stored for 7/
days and weekly backups are kept for 4
weeks.

Are you GDPR compliant?

Yes, we are GDPR compliant and
maintain a data protection management

system which closely works with the
ISMS.

How is the security of the
Workpath platform ensured?

Our infrastructure, web applications
and APIs are governed by code reviews,
security scans and annual penetration
tests by external independent parties to
ensure the security of our platform.

How are system and data
changes tracked?

We have a central log management
system (SIEM), where we can track
activities in the platform. Infrastructure
changes are committed in code and are
following our secure  Software
Development Life Cycle.

Contact

For further information about security
at Workpath, please reach out to

Anne Josefin Garthe
Information Security Officer
josefin@workpath.com


https://f.hubspotusercontent30.net/hubfs/4157536/Marketing/ISO%2027001%20Certificate%20EN.pdf
https://aws.amazon.com/de/compliance/programs/
https://www.hetzner.com/de/unternehmen/zertifizierung
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