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Agenda

| Defining the Edge

I Introduction to ZEDEDA

I Introduction to SUSE-Rancher

| ZEDEDA's Kubernetes Integration
I Demo

I Q&A




Rise of the Edge...

By 2022

13%

Data Processe
At the Edge



Evolution in a Connected World

Internet of Things Edge Computing Trust Fabrics
2015 Now Future

Cloud/Network

On Premise

I “Connect” Era _ I "Compute” Era I “Confidence” Era
I Trusted Cloud Computing I Cloud-Native “Everywhere” I Interconnected Ecosystems
I Big Data I Artificial Intelligence I Ambient Computing

Focus for Project Alvarium in the
Linux Foundation. See the vision at

https://alvarium.org.




The Edge is the Last Cloud to Build

Field Devices/Assets/Users Distributed Edge Cloud Edge Centralized Cloud

Source: LF Edge June 2020 taxonomy white paper

Driving Factors Use Cases
Bandwidth
Cost | OT
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. security T==DA
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Privacy
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Latency


https://www.lfedge.org/wp-content/uploads/2020/07/LFedge_Whitepaper.pdf

The Distributed Edge Solves Myriad Business Problems

(several are already ZEDEDA customers)

Predictive Analytics Wireline Analytics Industrial Network Threat Detection

Smart Industrial Machines AGV & Autonomous Drones Tactical Edge
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Edge Deployment Patterns
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USER ROLES DEVICES / SYSTEMS DEPLOYMENT
OT Networks a IT Networks

DATA CENTER N BUSINESS OPS

ERP, CRM, ETC.
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CONTROL OT/IT WORKLOAD @
NETWORKS CONSOLIDATION I "-“l
0

NETWORK OT/IT WORKLOAD SECURE
U S G TNE Y S < GMENTATION [ CONSOLIDATION [Uh ' NETWORK TEWORKLOAR

PROXY CONSOUDATION
APPLIANCE

MES
Level 3: Management

DEVOPS,
DATA SCIENTISTS

loT GATEWAY
MOTION PLC SEQUENCERS CNC HM

Level 1- Control OT ENGINEERS (e.g. PROCESS, QUALITY)

SECURITY

PC AND MOBILE
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Historically isolated from IT netwaorks for uptime, security

] Level O: Field Devices
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Cloud Agility for the Distributed Edge

! Flexible, cloud-based orchestration
solution for distributed edge
computing

! Secure deployment of choice of
hardware and app, with any backend

! Leveraging open-source EVE-OS from
the Linux Foundation - the “Android of
the Edge”

! Sold as a “pay-as-you-grow”
subscription

! Open ecosystem of software, hardware
and services providers
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Solution Detall

ZedCloud Subscription Service EVEOS for Edge Nodes (OSS)
Any Enterprise Application
@ Any Cloud
Container Cluster VM oI
g Any On-Prem System
App 1"
Marketplace
Edge (]
Orchestration #$%& AnY App
wur () $*+. te 068 (VMs, Containers, Clusters)
/0Ll o evEAe i Open Source Foundation
« T > EVEOS P . |
Visibility and Control; el - (Part of Linux Foundation)
Device/App Deployment &
Remote Management Hyperscale Any Hardware
(e.g. CPU, GPU, FPGA)
Integrated Full -Stack Distributed Firewall &
Security & Encryption Networking
Any Edge
Z — D— DA i (Deploy Anywhere)



Support for Any Application Deployment Model

*&($+%.,-.%/0&#") "#$%&#'()
3 =1%,$1#20"#) ,0) 5" A2L"**# 3 4$,)4%I5+)) %0, &
3 Bt)2CD™M16T) , 4ET%DFC - "5 )# "HH8)950 T, 5)h ;<

3 G)*IS2M%5LDIRASIH " 196) ++ DU - )4
8)95% I D@)+%6)H)#3 ; KD+ kBt
- ,5)d; = "IL+) ) U5+ =

~/ 7

App Images or |
I"#$%&' ()$*+ Container o
Runtimes Containers
> Guest OS 1

Edge Hardware
_—_—



Complete Visibility into Your Edge Operations

Birds eye view

Events

Network Flows

Real time full-stack statistics

Logs and reports
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ZEDEDA's Open Edge Ecosystem

Cloud and Application Enablement Channel (OEMs, Sis and Distis)

DevOps Analytics and Data Management

Security Networking (e.g. SD -WAN, switching, mesh)
-./01023/ 2"._4563025. /"438749:300"
.;"56.153".;"35.0<023=">7:?30799 . . . . .

Edge Application Frameworks Industrial Connectivity

Edge Compute Hardware Silicon
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Customer Examples
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Machine Builder

£ HESYES () * Yo+ HSH.

£ 0™ 1%&, "H(#(2(3$$4-5(-*6$'(7 ()" #&+-("8(
'$6$9")$H#E(&,)$

*1-&,8,8(<=>=>?(@1-,#%--(%*-$(*&(A1-&(BC(
)*%+,#$-

*-$(.&1'D

OB @9%'(:1):("&,),G*&,"#

£ $9)9%--(HE&SHO*&, "#(3,8+(?G10$(E"I

¥ *6$(D$*0-("8('$6$9")SH&(&,)$
*-$(.&1'D

Solution OEM

I"HS68& () &"*+&,"-& Yort| (0%-& 1H#2/ (+ Yot

* N 8D,#HD(3,0$9,#$(:0"%$--()"#,8"0, #H(*# (*#*9D&, %~ *
£ Ingng g H("8(. 12> 2(*# (PQR(81#%8&, "#- *
¥ >$:9"D$'("#(&01%4-(,#(S1@$0#SE&S-(%91-&$0-(8"0(1:&,)$

End User

)23")&45668&7"*89"0:8#Yo#

=J&0*%& #H(:0"%$--(*&*(8"0(*#*9D&, %-
[--$'($I&$#-,6$(EI(-$%10,&D(*1",&
>$:9"D,#H(?G10$(E"I(="H$(*# (>$8$# SIS U

y



" #3%&' ()5 *+,-* /01)2,%4,.



1)( O1"H#$%& ()&Y%6$)*"+

8 I"HSUHSHI(H)*+ - &HI012-+3#0+4.

8 "HSUKHS I () + - SHEE*+AH 0+4 #

§ 1THSYRHS I (H)*+ - &#*-+$.5*8-#0+4.

8 1OHSYEHS HIOH) + - &H*%8$A$&03-#0+4.

8 -A<-+#S'H=>=/H<F*+?H#*1?H@A=
8 B8C%0+-?#D*186-+#E*<.#01#F9F9

8 (HSURHSH(H)*+ - &HE&-861$)$,:#0+4.

A>BC.=<D&A>A=A=AE?.&F&;..'.GA;=A'

1,<=>7<.@Al.

I"HSY6& ()*++ -, HO/1*

12



"#"$%&'B(%)*+,(-%$",)"*".,/0(01'
23")),4%3$",)5

6)),4%$",)"*'7%..0)")#
040(3/70(05'

898:"*'70(0'$,'70&.'3,;<

6)),4%%$0":40(3/70(0




192345"6(789&#: (196" 9:#*: % & 5#" (7-%44™6'9

I"HB060" & ()*+(,$-"#" /( 54"%2()$$1()*+("*84)1-46 7-64/("*-
J0"1-"%2(/*3"4, *#/*-1 #,+A*(7%,6+(7 #$6-"+2

I"HS0&!()*+" + 75.+8"'29%"-36+
#e-l(+ - *80828:+ ")-(.&2+-.3+
0%12(3+4%"53+ | | 4")-(.826:+:<6:+".= @5182.8)8&6+
(.,2-6)254)528+-.3 $28#(686+-.3+-42"Fp+ 4"H#$%& ()*
-$$6 4%"536

<"382.(A(/+%&/-4*
-$$6+-.3+

-448%&2-)(J+) (H&+]'+
#-298&)

>84528+"$&2-)(".+"|+
%% +#(6642()(4-%
8"29%"-36

28.&3+)"+8&Y0(H(.)& 783548+)840."%"
3"8.)(#& 3&1)

877/%/4)-/(961"+/11("**,3)-" *

B-49+" +-+4".6(6)&.)+$%-),"24t+, 2"+ 2&: " 482.6+-1"5)+6&A452()*+ D28&-3)0+-.3+4"#$%& ()*+
)"+4%"53:+)"+&3/& $2(C-4*+4"H#$%(- A& " +&3/8+568:6&6

I"#$%&'()*+*,-,.*/0/1*




"H$%& ()*"+,-&").&-1)0$,1$%2/&3)&')0&'45)6) 748$%'$-$2

81219:=

$/3;5>2?

17/)A912B:5C)B:5)C141=>4=)199)D;E/54/2/F)<>F25>E;2>:4F

$2:51=/
@:0/54143/

%1213/42/5

69:3G)$2:51=/

8:CA9>143/
$/3;5>27

M"#SC*+(DS#+).-1-*%.
17/)C:F2)1<1A21E9/)H>4;L):A/512>4=)F?F2/C

&01>91E>9>27
,141=/C/42

)

]

K)0&2+B(.5'

$H#)%/FG2:A))IKS

$H#)$/50/5

E*12(3
16"53 :
F.,2-6)254)52&

I"#$%&'()*+*,-,.*/0/1*

>BG>+,"2+>HI+H$$%(4-)(".6

>BG>+,"2+El!

%1213/42/5

>BG+<(42"

>BG+G')&.6(".6

Couod

L]

651437

>J>G+<-.-/1&2

T/L.EV/1))-7'$359i




0:9:<2)=3%">)*-$%"3$%,8?$) @33%" A/

=$70('@;20()0$0*"1"*$(,*

8.64/(8<! = 206/(=<>
14578 J0$#.12(3(8.42 =$70(">"); 21" P(,*
45/6*-
PSS, HS%68() 20448

"#$%6& () *+&' - $/01$+21+$3

I"#$%&'()*+*,-,.*/0/1*



<=">(I"&"*#="0%74'(#48&5#"(@8"A4'9

~5-6)7.8"9):/

2G2H#D*186-+

2G2H#EO01%l#

210(9<=, 8>"

210(9<"" ,9.

H1&-+5+0.-#2-+3-+

I"HSY6& ()*++ -, HO/1*

-5-6)69; "

2G2H#D*186-+

2G2H#EO01%l#
H1&-+5+0.-#:08+$

I



IH$% &()*+,-). (J0#.1()*#

1.)(B%"2-"*




<8*(/"5C8'(D==*#%2-

47),) L (8K
H(%"")40"9

/' ,8),)B(8 "="4"?)
9i7%"18 (£10=7), Ai"2%)
1, 22)H8C" =2

F3C))E E+"=f), ++'0,#9)
B(8™"="4"? (0 0+"=)20("#"
1,=,;"1"=

I"HSY6& ()*++ -, HO/1*




)"%?4'9(E*#AB828 BBBY%A5&+(H8?'*"&'Q()$*+,-'*

2, %)"*/4" [+(8$$(@ 2,%-)"*/4" [+(8$$(B 2, 5)"*/4" [+(8SS(A

J912B:5C)$/50>3/F)06;>9<)M)P;4Q

P1437/5) :4>2:5>4=)M) %1F7E:15<F)M) $/50>3/)
81219:= &9/52F KEF/501E>9>27 JF7

$/3;5>2?)M)&;27/42>312>:4 J:9>3?)#4B:53/C/42)M)@:0/54143/

:4>2:5>4=)M) P6&8()KJI&()J:<)M)

Bl42519>R/5)&;<>2 Hi==>4= R B

L $>CA9>B>/<)89;F2/5)KA/512>:4F)M)NAB51F25;32;5/),141=/C/42)OP;4)M),141=/Q

IA@4=56-)5<?A:=54-D-I89E7;-
,9EB6F5<59=

IA@4=56-H68B7478979;-D

234-+564789-1:9:;5<59= >7=#?489=79@8@4-%5A7B56C "7E5FCFA5-1:9::5<59=

'8G5-HB8A-1:9:;5<59=

L-)-48.)&2

I"#$%&'()*+*,-,.*/0/1*




VusHre” Q" -

\




Current Kubernetes Solutions Built for the Cloud
Don't Work for the Distributed Edge

! Resource-intensive (CPU, memory and storage)

Worker :
I Built for more homogeneous server
Infrastr r
a— astructure

Master I Assume physical and network

security perimeters
Kubernetes Worker T
Cluster | Lack autonomous operations
Worker

| Require deep IT expertise to deploy
and manage



Bridging the Gap to the Kubernetes Cloud Paradigm

28

Focus areas for example OSS projects

Reasons for Kubernetes at the distributed edge include
redundancy, scale out and IT standardization.

EVE-OS serves as a lowest-common denominator foundation
that scales up to meet the cloud/data center paradigm.

_‘



ZEDEDA Simplifies Support for any Kubernetes Distribution at

the Distributed Edge

I Flexible
o Any distribution (e.g., K3s, K8s, RKE)
o Seamlessly deploy from app marketplace
o Open foundation fosters ecosystem and prevents lock-in

I Simple
o No IT skills required for deployment and management
o Automated
o Designed for autonomous field operation

I Extensible
o Built for scale
o Optimized for distributed edge compute footprint

o Orchestration for any hardware, app, cloud (brownfield and
greenfield)

I Secure
o Robust zero-trust security model from silicon to cloud

o E.g., Root of trust, crypto-based ID, measured boot, remote I/O
disablement, distributed firewall

29




Collaboration with SUSE for Supported K3s Distribution

K3s now available in the ZEDEDA app marketplace!

Kubernetes Edge —
Infrastructure Z:D: DA - Kubernetes Cluster

Management Management
‘ ]

L)

o Server Node Legacy Legacy

<é Workload BEL ey Ber s Workload
c9
<3
L 7 g N

=

o Edge Node Edge Node(s)

O

Deploy and Manage Kubernetes Clusters within Minutes!



Demo



Mrs. T Approved!




Summary
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Backed by industry leaders in DevOps,
orchestration, and open source development

Simple and automated Kubernetes
orchestration for the distributed edge

Robust zero -trust security model from silicon
to cloud

Extensible to any hardware, app and cloud

Support for any Kubernetes distribution (e.g.,
K3s, K8s, RKE)

Backed by an open ecosystem




Learn More and Get Engaged!
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EVE-OS Architecture
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EVE Microservices

containerd
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Partition A Partition B

Wireless Radios Networking

Root of Trust J[e)
(e.g. TPM) Virtualization
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Embedded Hypervisor (choice of Xen, KVM, ACRN)

EVE-Managed Storage for Apps

Edge Hardware
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