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Executive Summary

Edge computing is a powerful new tool in deploying mission-critical workloads. The combination of increasingly
capable hardware with flexible, modular software built on a cloud-native foundation rounds out the continuum
of compute and analytics from the point of data origination to the cloud. This paper discusses the practical
realities of real-world edge implementations when moving beyond small proof-of-concept trials to large-scale
deployments.

— The best execution venue for workloads in the continuum between the edge and the cloud is determined
based on each organization’s priorities for performance, cost and security.

— Use cases that leverage edge computing are frequently less expensive on a five-year basis when compared
to cloud-centric models.

— Investing in open, standards-based edge management and security infrastructure prevents vendor lock-in
and enables any permutation of edge or cloud compute models.
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The Where, Why and ‘How Much?’
of the Edge

Edge deployments are already well underway, as evidenced by recent 451 Research survey data: 60% of
respondents indicated that they are utilizing non-centralized computing locations for initial data analytics (see
Figure 1). These locations are as diverse as embedded edge compute within larger machinery, stand-alone devices
such as servers and gateways, and edge nodes within datacenters, carrier networks or content delivery networks.

Figure 1:Initial and Secondary Storage and Analytics Venue
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The applications at these execution venues vary by industry. However, a number of use cases, such as video
analytics and data management, span multiple vertical markets (Figure 2) and generate considerable data,
require low latency or have to adhere to strict data sovereignty regulations. The key drivers for edge deployments
also vary by use case and vertical. They include the cost and availability of sufficient bandwidth, the latency
requirements of real-time applications, security, data sovereignty, reliability for mission-critical workloads, and
often being the physical bridge to legacy systems that are not IP/Ethernet-native. This is especially true in critical
manufacturing, energy/oil and gas, and healthcare environments.
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Figure 2: Use Cases by Industry and Affinity for Edge Compute
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The edge is one end of a continuum of execution venues from the originating device generating data to a central
cloud. This continuum gives practitioners considerable flexibility to place workloads where they can achieve

the goals of performance, cost and security. Custom research conducted by 451 Research across multiple use
cases in oil and gas, manufacturing and smart cities identified multiple key drivers that impact the total capital
and operational expenditures over a five-year period. One use case from each industry is illustrated in Figure 3,
comparing the total cost of leveraging the cloud or the edge for each workload. In each instance, the edge was
the less expensive option over a five-year period, with the cost breakdown varying by workload depending on the
volume of data, data retention (and thus storage required) policies, and circuit availability and cost.

©Copyright 2021 S&P Global Market Intelligence. All Rights Reserved.



Special Report | Scaling Edge Computing in the Real World

Figure 3-1:Five-Year Cost Breakdowns of Three Use Cases Comparing Cloud and Edge Execution Venues
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Figure 3-2: Five-Year Cost Breakdowns of Three Use Cases Comparing Cloud and Edge Execution Venues
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Figure 3-3: Five-Year Cost Breakdowns of Three Use Cases Comparing Cloud and Edge Execution Venues
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Executing a Successful Edge
Deployment

Just as the cloud introduced new disciplines and phrases into the IT lexicon, so does the edge. Early edge
implementations on compute-constrained hardware and proprietary software exposed limitations that have
been addressed as the industry evolved from early proof-of-concept to large-scale deployments. Enterprises
have become more discerning when selecting edge technologies and now prioritize security and built-in
flexibility to avoid costly truck rolls and downtime.

Figure 4: Most Important Edge Product Attributes

Integrated security [ NN ;0%
Support for edge application virtualization || N NN ;1%
Support for cloud-native edge computing || EEGTNNKNIGGINIENGEGEGEGGEEEEEEEEE 35%
Processor specs [N 5%
Server management capabilities [ N NN N 3%
Power characteristics || NN I 33
Resiliency | N 3%

Support for industry standards or protocols || N N NN NRA 0%
I 25%
I 25
I 26%
I 26%
I 2%
I 7%
I 7%
I 6%

Source: 451 Research’s Voice of the Enterprise: loT, Budgets and Outlook 2021

Environmental characteristics

Ability to be consumed 'on demand'
Integrated acceleration/GPU capabilities
Lowest cost

Physical size characteristics

Support for hazardous areas/regulations
Support for preferred rack/enclosure

Modular/blade-expandable

The costs of deploying, maintaining and securing the edge can far outweigh the costs of the initial hardware and
software. The first of these chronologically is initial deployment and provisioning. As enterprises scale from tens
of devices to hundreds or thousands of edge devices, the process of manually configuring them quickly ‘fails

to scale’and also introduces the potential for security lapses. Having a robust orchestration system that can
provision an entire fleet of edge devices, as well as enforce a consistent security posture, is mandatory to avoid
runaway operational expenses in deploying large quantities of geographically distributed edge devices.
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Second is manageability — whether the broader deployment can be orchestrated as a single system. This has
historically broken down due to proprietary silos and lack of data exchange among vendors, a catalyst for

the creation of numerous industry efforts to break down the walls to multi-vendor interoperability. This also
mandates a mature management scheme that discriminates and separates data traffic from management
signaling. The combination of open, interoperable orchestration and the bifurcation of the application and
orchestration planes builds a robust foundation for large-scale edge deployments that maximizes uptime and
remote administration while minimizing physical touch points and truck rolls.

The third — albeit equally important — cost is ensuring that the systems deployed are physically and logically
secure. Edge devices are frequently deployed outside of traditional physically secure and climate-controlled
datacenters in production environments, which makes them attractive targets for security hacks, thus requiring
a zero trust security model to address. At the same time, legacy OT infrastructure frequently predates best IT
practices for logical security and segmentation. Best-of-class edge deployments have both operating system
and application update and patch processes and protocols, and they also perform ongoing monitoring of edge
devices and software for anomalous behavior that ventures outside of established baselines.

Looking Forward

Edge technologies have quickly matured from hobbyist to mainstream adoption, but not all edge platforms
address the entire spectrum of needs — provisioning, security and ongoing lifecycle management. Some
offerings remain highly proprietary, a traditional hurdle in the maturity of any technology, and one that can
easily lead enterprises into a dead-end road of lack of interoperability between vendors. Organizations including
the Linux Foundation and Eclipse Foundation have developed open edge infrastructure implementations
specifically to avoid this.

Edge technologies hold the promise of cost-effective and performant analytics close to the point of data
origination, enabling a DataOps culture of putting the right data in the hands of the right people at the right
time. The transition from early edge implementations to scalable, robust deployments will require careful
focus on operational factors that far outweigh the initial capital expenditures of equipment and application
software. Being vigilant in ensuring interoperability and being secure and flexible in provisioning and ongoing
orchestration will ultimately lead to the optimal outcome and unleash the power of edge computing.
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ZEDEDA provides a simple and scalable cloud-based orchestration solution that delivers visibility, control, and
security for distributed edge computing, giving customers the freedom to deploy and manage any application on
any hardware at hyperscale while connecting to any cloud or on-premises system.

Visibility, Control and Security for the Distributed Edge

ZEDEDA has architected its solution to meet the security, safety, uptime and usability needs of both OT and

IT organizations, enabling them to focus on driving business outcomes. It is optimized to address the unique
requirements for deploying computing at the distributed edge — outside of secure data centers, both on-
premises and in the field. The solution leverages the open source EVE-OS from the Linux Foundation’s LF Edge
organization to provide an open, flexible and secure foundation while abstracting the complexity of the diverse
hardware, connectivity and software at the distributed edge and eliminating any vendor lock-in.

Distributed edge solutions require a diverse mix of technologies and domain expertise, and ZEDEDA enables
customers with an open, vendor-agnostic orchestration framework that breaks down silos and provides the
needed agility and future-proofing as they evolve their connected operations. With ZEDEDA, customers can now
seamlessly orchestrate intelligent applications at the distributed edge to gain access to critical insights, make
real-time decisions and maximize operational efficiency.
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