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How Security and 
COVID-19 Became Partners

C
OVID-19 has changed 
a lot of things about 
life and business Some 
opportunities have been 
challenging, other plans 

have been nimble exercises of security 
technology stepping up to the place, 
swinging for a home run.

In this issue of Security Today, we are 
publishing a host of topics, many of them 
include what some people in the security 
industry are doing to mitigate the harmful 
side effects of this deadly pandemic. Let’s 
take a look.

Stephanie Weagle, BriefCam, writes our 
cover story, and offers a perspective about 
facial recognition and COVID-19. Here 
is where a partnership begins to form as 
technology meets pandemic head-on.

Weagle writes that facial recognition 
has also become a powerful asset for 
COVID-19 contact tracing for identifying 
those who should self-quarantine because 
they have been exposed to a person infected 
with the virus.

Cris Post, ASSA ABLOY, points out that 
there is no argument that the COVID-19 
pandemic has forced upon us the way we 
interact in public spaces. He continues, 
that as the pandemic continues, nearly 6 
million commercial buildings will be � tted 
to protect tenants, staff and visitors by 
retro� tting with hands-free door hardware.

CJ Powell, Boon Edam, writes that 
security and life safety have always been 
in lockstep. Both are fundamental needs 
to shield people and property from harm. 
The two concerns are merging as the global 
COVID-19 is causing a paradigm shift in 
operations.

We’re have seen that shift in operations 
as people have shifted from an of� ce job 
to working at home. Are you anxious to 
get back to the of� ce? Think about that 
answer. In our of� ce building, we are 
noti� ed when someone else has noti� ed 
building managers that someone has tested 
positive for the virus. For that moment in 
time, I’m happy to be working from home.

I have written a short sidebar after 
interviewing Chris Sessa, director of key 
accounts at Salient. We talked about the 
banking industry and how COVID-19 has 
changed the way we bank, and how we 
handle out money these days. Think about 
it, when was the last time you walked into a 
bank for a transaction?

Said Sessa, “COVID-19 has fostered 
many unwanted and fraudulent results.” 
Some government entities have issued � -
nancial advisories to alert banks and � -
nancial institutions to be aware of secure 
� nancial risks. 
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F I N A N C I A L  I N S T I T U T I O N  S E C U R I T Y

T o be successful in � nancial services, banks, investment 
� rms and other institutions need to prove to their 
customer base that they are safe and trustworthy. Yet 
many still rely on passwords, PINs and other knowl-

edge-based authentication factors—which are not only unreli-
able, but also insecure.

Using the Same Passwords
According to a 2019 Harris poll, 66 percent of Americans 

reuse the same passwords for their online banking, email and 
social media networks. The same survey shows that 75 percent 
of respondents have trouble remembering their passwords. These 
relics of authentication can be easily stolen, hacked or forgot-
ten—representing challenges to both customers and institutions.

To improve both the trust of clients and the security of in-
stitutions, banks and other � nancial organizations must turn to 
new technologies to help them protect against fraud. In its many 
forms, AI has proven to be extremely useful when it comes to 
fraud prevention by allowing organizations to use algorithms to 
determine whether or not certain activities should be deemed sus-
picious. Other forms of AI, such as biometrics, can use voice and 
behavioral techniques to identify legitimate customers through 
their biological makeup or through information that can be aug-
mented from external factors, such as the device print or location.

Here’s how technology-driven solutions give companies the level 
of protection that their customers need and the service they expect.

Safer transactions In 2019. Banks around the world lost about 
$2.8 billion to fraudsters and fake transactions. With these losses 

amounting to billions of dollars annually, fraud can mean trouble 
for both the customers using these � nancial institutions and for 
the bottom lines of the banks themselves.

Fraud Solutions. Traditional transaction-based fraud solu-
tions aren’t enough anymore. Banks must have a more holistic 
approach, focused on detecting the individuals committing the 
fraud instead of focusing on suspicious transactions. It’s the only 
way to disrupt the fraudsters’ business model and to effectively 
reduce the � nancial losses from fraud.

Identify fraudulent activity. By turning to technology-based 
solutions, banks and other organizations can quickly identify 
and stop fraudulent activity before the fraudster can commit the 
crime. New technologies can constantly monitor customers’ bank 
accounts and freeze the accounts or send a push noti� cation to 
another device when suspicious activity is detected. This prompts 
the account holder to call an agent or perform a task to unlock 
the session, making it impossible for a fraudster to gain access — 
even if  they manage to steal the device.

For example, with AI and machine learning in place, insti-
tutions can use models to detect irregular activity in real-time, 
blocking suspicious transactions before they occur. Likewise, 
with biometrics, it’s incredibly hard for a criminal to steal a per-
son’s biological makeup — such as a voiceprint — this makes it 
less likely for a fraudster to get through the system. Additionally, 
biometrics reduces the risk of social engineering of call center 
agents. But biometrics also can be used to detect fraudulent in-
teractions in the very � rst seconds, giving the opportunity to stop 
fraudsters in their tracks.

Im
ilian/Shutterstock.com

More Secure Banking
Turning to technology as safe and trustworthy passwords
By Simon Marchand



Better Customer Experiences
New technology cannot only protect against bad actors, but it 

can also improve the customer experience overall. There’s no ques-
tion that customers have higher expectations now than they did 
only a few years ago, largely because advances in technology and 
savvy new business models make it possible to turn historically poor 
experiences into seamless, satisfying and even “shareworthy” ones.

For the banking industry, authentication (such as those pesky 
passwords) has been a historically poor experience. Everyone has 
had that dreaded moment of not remembering their password 
and being locked out of their account, which can be incredibly 
frustrating and time-consuming for customers.

To remedy this fully, financial services providers need solutions 
that fully empower customers to have a more effortless experience 
in nearly every circumstance. This can begin with turning to digi-

tal methods of authentication and identification. For example, 
when something like your voice is your password, it eliminates 
the need to recall old security questions or PINS, making for a 
quicker, more personalized experience for the customer.

Turning to voice can also make it easy for someone like a cus-
tomer service agent or bank representative to know who is calling 
and anticipate their needs ahead of time. For example, if  a caller 
dials in and AI can detect that they are a senior citizen from a 
voiceprint, the system might be able to prioritize their call or con-
nect them directly to a live agent rather than a virtual assistant, 
improving their experience and helping resolve their issue faster. 
This level of service cannot be matched without the addition of 
AI-enabled tools to current processes.

Financial institutions have been making strides to digitize op-
erations. Still there’s more that could be done—particularly by 
safeguarding customers and their businesses against fraud, as 
well as improving overall customer experiences. With potentially 
billions of dollars at stake every year, banks can’t afford to let 
fraud go undetected or customer needs go unmet. By turning 
to technology solutions, financial organiza-
tions can set themselves up for success, keeping 
losses to a minimum and creating unique, safe 
customer interactions. 

Simon Marchand is the chief fraud prevention 
officer at Nuance Communications Inc.

“In its many forms, AI has proven to 
be extremely useful when it comes 
to fraud prevention by allowing 
organizations to use algorithms to 
determine whether or not certain 
activities should be deemed 
suspicious.”
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C Y B E R  S E C U R I T Y

U SB drives are convenient devices. They are used daily 
by hundreds of millions of people around the world to 
store or transport data, much of which would be con-
sidered con� dential. Chances are there are plenty of 

USB drives � oating around your company or organization right now.
Have you ever stopped to think about the potential security 

threat these drives could pose? Yes, no, maybe? Well, it’s a good 
question to ask yourself. Do your employees, contractors and vis-
itors who connect to your network ever use them? The answer to 
that question doesn’t really matter, because if  anyone has even so 
much as thought about connecting a USB drive to your network, 
your organization is at risk.

That goes for organizations large or small, across all depart-
ments, all industries and all geographies. USB drives pose a threat, 
and the more unprepared you are for handling such a threat, the 
greater the chances are that at some point, you will have a prob-
lem. Potentially, a big problem. Do a simple Google search on data 
loss involving non-encrypted USBs and you will see numerous ex-
amples of organizations that did not have a solid plan in place and 
what the legal, � nancial and reputational consequences.

There are four major ways a USB drive can pose a threat:
Someone in your organization. Someone could accidentally 

loses such a drive that is full of data, especially what is known as 
Personally Identi� able Information. That happens often — way 
too often. Laundries often � nd hundred of drives in clothes they 
clean; this is a type of drive loss that is often invisible to enter-
prises yet still a potential breach.

A USB drive full of data. Important information gets stolen 
from your organization. People have been known to walk out of 
a company they were visiting carrying USB drives loaded with 
proprietary or legally protected information.

A trusted employee. Someone has become disgruntled and has 
absconded a device with con� dential company data via a USB drive.

Someone in your organization. An infected USB drive has been 
found and, whether out of curiosity or in a noble attempt to � nd 
the owner, plugs it in. A large-scale study conducted at the Uni-
versity of Illinois showed that 48 percent of people who � nd USB 
drives plug them in and click on at least one � le. For whatever 
reason they did so, the results to your network are the same if  the 
drive is infected with malware.

So what do you do? You have several alternatives other than 
doing nothing. You can completely ban anyone connected to 
your company from ever using a USB drive at work or for work-
related projects. Or, you can implement a company-wide plan on 
how they are to be used.

A third option is a practical compromise between the two. 
When policies are too dif� cult to enforce, and a full ban on USB 
drives would be impractical, encrypted USB drives make ideal so-
lutions. Whether the drives are lost or stolen, dropped or handed 
to a corporate spy, encrypted USB drives will never give up their 
secrets, as unauthorized users cannot simply plug them in and 
read the data.

So what do you need to do? First and foremost, incorporate 
encrypted USB Flash drives and policies into your organization’s 
overall security strategy. If  you don’t have such a plan and guide-
lines in place, your organization is at risk at every level — includ-
ing failure to comply with regulations. The best time to develop 
an encrypted USB plan is before you need to prove you had one.

Identify the Best USB Flash Drives for 
Your Organization

Simple analysis of what your organization needs and recog-
nizing there is a range of easy-to-use, cost-effective, encrypted 
USB Flash drive solutions can go a long way toward enabling you 
to get a handle on the issue of managing risks and reducing costs.

A good place to start is to select the appropriate USB Flash 
drive that best � ts your organization’s needs. Determine the re-
liability and integrity of USBs by con� rming compliance with 
leading security standards such as AES 256 Encryption, FIPS 
197 or FIPS 140-2 Level 3, and various other managed solution 
options. Also, some USB companies, such as Kingston, provide a 
customized option for businesses that require speci� c needs.

Be sure to balance company needs for cost, security and pro-
ductivity. Ensure you have the right level of data security for the 
right price. Don’t pick a drive with all the bells and whistles be-
cause you believe it to be the best if  you’re not going to make use 
of all those bells and whistles. If  you don’t need military-grade 
anti-tampering security don’t pay for it, but do buy an Advance 
Encrypted Standard (AES) 256-bit encrypted drive for best data 
security. It is also a good idea to get HR and senior management 
involved to support your USB data-security initiatives.

Train and Educate
Education should always be the � rst line of defense, and ex-

plaining the different threat scenarios associated with USB drives 
may go a long way toward modifying bad USB behaviors.

If  you don’t train and educate end users, you will not have 
a tightly sealed data-leak prevention strategy and you are more 
prone to be breached. A Ponemon Institute Study regarding USB 
security found that 72 percent of employees use free (as in no 
cost, ‘look what that nice person just gave me’ type of free) drives 
they pick up at conferences, tradeshows, business meetings, even 
in organizations that offer ‘approved’ USB options.

All new and current employees should be trained as part of 
your company’s orientation and ongoing training. Establish 
a training program that educates employees on acceptable and 
unacceptable use of USB Flash drives and the dangers of using 
Bring Your Own Device (BYOD) items. Take users through ac-
tual breach incidents and other negative consequences that occur 
when using non-encrypted USBs.

Establish and Enforce Policies
Your organization should institute policies for the proper use 

of electronic portable storage media, including USB Flash drives. 

Encrypt Your Flash Drive
The safest way to store, transport con� dential data
By Richard Kanadjian



Here are three steps to begin the process.
•    Identify those individuals and groups needing access to and/

or download sensitive and confidential data on encrypted USB 
drives, then set a policy that allows them access.

• Document policies for your IT team and end users.
•  Mandate that all employees attend training and sign an agree-

ment post-training, so they understand the acceptable-use poli-
cies and the implications of not following guidelines.

If  you don’t have the right policies in place, USB drives can 
potentially be the downfall of your data-security strategy. Setting 
a policy is the first step and an incredibly important one.

Provide Company-approved USB Drives
If  you don’t provide encrypted USBs and implement policies 

that allow end users to be productive, out of necessity, employees 
will find a way to work around these security systems. Providing 
employees with approved, encrypted USB Flash drives for use 
in their job is an excellent way to assure that company-approved 
USBs are being used.

Here are a few guidelines to use in choosing the type of USB 
Flash Drive to give your employees:
•  Proven hardware-based encryption using Advanced Encryption 

Standard (AES) 256. Hardware-based security provides portabil-
ity and superior encryption over host-based software encryption.

•  User storage space should be 100-percent encrypted. No non-
secured storage space should be provided.

•  Hardware-based password authentication that limits the num-

ber of consecutive wrong password attempts by locking the de-
vices when maximum number of wrong attempts is reached.

•  Your selected drive meets the FIPS standards for your particu-
lar industry or company’s needs: FIPS 197 and/or FIPS 140-2 
Level 3.

Manage Authorized USB Drives and 
Block Unapproved Devices

If  you do not manage authorized drives, sensitive data can 
be copied onto these devices and shared with outsiders and your 
organization is the next statistic for data loss or theft.

If  you don’t encrypt data before it is saved on the USB drive, 
hackers can bypass your anti-virus, firewall, or other controls, and 
that information is vulnerable. To ensure that your data is safe, it 
should be encrypted before being sent out via email or saved on 
removable storage devices. For organizations in which confiden-
tial or sensitive data is part of your business – such as financial, 
healthcare and government, encryption is the most trustworthy 
means of protection. Following the above will 
provide a “safe harbor” from penalties and or 
lawsuits related to data loss disclosures follow-
ing new regulations. 

Richard Kanadjian is the encrypted USB tech-
nology and business manager of Kingston Tech-
nology.
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V ideo surveillance is com-
monplace today, but many 
organizations don’t even 
realize that they aren’t fully 

leveraging the video data that their cam-
eras capture. Traditionally, law enforce-
ment and physical security teams use vid-
eo cameras to monitor areas in real-time 

and to review footage to glean evidence for 
post-incident investigation.

Given that staff resources and time are 
usually limited, it is not realistic to moni-
tor all cameras in real-time, or to manu-
ally review all available footage resources 
post-incident. Even if they have the time, 
human observations are subject to error or 

oversight. As a result, most video footage 
is never viewed or put to practical use, so 
many organizations miss out on this verita-
ble treasure trove of valuable information.

Progressive organizations have realized 
that they can, and should, get more value 
from their video surveillance networks and 
footage. In recent years, Video Content 

C O V E R  S T O R Y

Using 
AI Power
Driving ef� ciency and effectivity across organizations
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Analytics software powered by Artificial 
Intelligence (AI) has emerged as a crucial 
and complementary technology for video 
surveillance, because it allows organiza-
tions to harness the valuable data in video 
footage that would otherwise go unused.

Video content analysis allows surveil-
lance security teams to quickly review foot-

“Progressive organizations have 
realized that they can, and should, 
get more value from their video 
surveillance networks and footage.”

By Stephanie Weagle

age from past incidents, increase situational 
awareness and response time to evolving 
situations, and obtain trend data for devel-
oping strategies and making data-driven 
decisions to prevent future problems. The 
software benefits many industries and is fast 
becoming a standard part of technology 
suites, not only for corporate security teams 
and law enforcement agencies, but also for 
business groups across organizations.

Driving Agile  
and Effective Security

Depending on the environment, secu-
rity and enforcement teams juggle an array 
of responsibilities, from reducing theft to 
increasing public safety, or solving crimes. 
With AI-backed analytics, users can acceler-
ate investigations by searching objects and 
events of interest with speed and precision.

Operators can filter objects or scenes 
according to classifications such as male/
female, adult/child, vehicle type, and light-
ing changes, as well as appearance similar-
ity, face and license plate recognition, color, 
size, speed, path, direction and dwell time.

This is enabled by AI-driven technology 
and Deep Neural Network training, which 
exposes the machine to tagged data to teach 
it – much like the way a human learns –  
how to identify objects in video. This en-
ables data to be searched, aggregated and 
leveraged for triggering alerts. By translat-
ing live or archived video into structured 
data and extracting rich metadata for ob-
ject extraction, recognition, classification, 
and indexing activities, video intelligence 
solutions transform the data into search-
able, actionable and quantifiable intelli-
gence for driving investigations, real-time 
response, and long-term planning.

The ability to forensically filter video 
based on extensive object classification and 
recognition empowers the video investiga-
tor to pinpoint the most relevant data based 
on distinct search combinations, such as 
querying for a person of interest wearing 
blue jeans and brown coat, heading east 
between the hours of 4 p.m. to 6 p.m. on a 
specific date at a particular location.

When such search and filter capabil-
ity is also extended to the field via mobile 

technology, officers at the scene of a crime 
or emergency can quickly search on-site 
video based on witness descriptions, to 
jumpstart the investigation before return-
ing to a real-time crime center. Whether in 
the field or an office, the ability to rapidly 
search footage across multiple video cam-
eras in a network dramatically decreases 
the time-to-target and saves hours of in-
vestigation and suspect tracking – ulti-
mately preventing crime and freeing up 
staff  to pursue other critical duties.

Improving Situational 
Awareness with  
Real-time Alerts

AI-powered video content analytic 
software is not only for reviewing past 
events; it also enables organizations to 
proactively respond to situational changes 
in an environment, via real-time alerts. 
Using the same set of object classes and 
attributes, a video intelligence system can 
be configured to trigger rule-based, real-
time alerts when pre-defined conditions 
are met. By benchmarking expected activ-
ity and by detecting anomalous behavior, 
users can create alerts for abnormal condi-
tions, such as lighting detected after-hours 
or a car idling in a pedestrian-only zone.

Video analytics operators can define 
any number of conditions that require cus-
tomized alerts- such as crowding and dwell-
ing – for increased situational awareness 
and proactive and preventative response to 
a variety of problems.

For example, during the COVID-19 
pandemic with its social and physical dis-
tancing recommendations, alerting is cru-
cial for detecting and mitigating crowding 
in facilities of all types. Similarly, dwelling 
can also be an indication of a problem – 
whether a medical emergency or an intent 
to commit a crime – and real-time dwell 
alerts can be set up to notify when an ob-
ject or a person has been detected in one 
spot for an extended duration of time.

Mitigating Risks,  
Monitoring Compliance

Crowding is a common security and 
customer experience challenge -– whether 

https://securitytoday.com


in a retail store queue or at an airport security gate – and, there-
fore, it’s useful to have count-based alerts, which can be con� g-
ured to trigger whenever the number of objects or people in a 
particular space exceeds a pre-set threshold. With alerts, opera-
tors can proactively detect the early stages of congestion, crowd-
ing, or even security breaches when unusual numbers of people 
are identi� ed in an off-limits area, and quickly assess and preven-
tatively respond to events as they unfold.

One particularly timely example of people counting analytics, 
is the detection of and alerting for social distancing violations in 
grocery stores, manufacturing facilities, warehouses and worksites 
of all varieties. In addition to real-time alerts, managers can also 
leverage people counting, occupancy and even proximity data 
to compile reports, dashboards and heat maps for documenting 
compliance with public health mandates or pinpointing problem 
hotspots where recommended safety protocols are typically not 
observed, in order to develop solutions to combat these challenges.

Dashboards and heat maps based on video analytic data can 
also demonstrate the areas of a private business or public setting 
that have the highest occupancy and traf� c rates – and the peak 
times of day – to pinpoint where social distancing measures may 
be dif� cult to enforce. Municipalities may leverage this compre-
hensive operational, activity and demographic intelligence to de-
ploy law enforcement to certain city streets or parks where there 
are high volumes of pedestrians.

Beyond the coronavirus crisis, the ability to detect both pat-
terns and anomalies, empowers organizations to enforce compli-
ance and respond to violations of other important work safety 
mandates, such as wearing proper safety gear from hard hats to 
face masks in a work zone. Again, this analytic � lter can be used 
for searching video and triggering alerts; but, over time, the video 
analytic trend data also can be visualized and analyzed for mak-
ing intelligent decisions and protecting workers and visitors from 
everyday hazards.

Face and License Plate Recognition
Often, event prevention and resolution can be accelerated by 

locating or identifying a speci� c person or vehicle – whether a 
criminal suspect, VIP or, in the case of the global pandemic, a self-
identi� ed individual who’s contracted the illness. In cases where 
operators are looking for an identi� able person or vehicle, face rec-
ognition and license plate recognition capabilities make searching, 
alerting on and analyzing video more focused and quick.

“In the wild” face recognition technology relies on watch lists 
of digital face images to drive identi� cation, video searches and 
alerts, from watch lists of suspected criminals to those of person-
nel authorized to enter a sensitive facility. Once a face match is 
detected, human operators can investigate or evaluate the scene, 
validate the match and determine how to respond, whether to 
continue closely monitoring or confronting the individual.

The same principle is true for cars. Law enforcement can, for 
instance, create watch lists with the plate details of stolen vehicles 
and trigger alerts whenever a matching plate is detected. Another 
application is for detecting unauthorized vehicles – especially 
those associated with previous suspicious or criminal behavior – 
on a secure premises or in sensitive loading dock areas.

Face recognition has also become a powerful asset for CO-
VID-19 contact tracing for identifying those who should self-

quarantine because they have been exposed to a person infected 
with the virus.

In a workplace, for instance, an employee can disclose his or 
her diagnosis to the employer, who can then use facial recognition 
to identify the employee throughout the work environment over 
the 14 days prior to the diagnosis. The employer can then identify 
which other employees or visitors may have had contact with the 
individual and mitigate further risk by instructing relevant people 
to self-isolate. This can be done without compromising the ano-
nymity of the infected employee.

Of course, in settings or jurisdictions where there are legal 
restrictions or physical limitations to using face recognition, it’s 
helpful to have broader, non-personally identi� able search and 
alert � lters, so operators can apply appearance similarity criteria 
rather than face recognition – or, in the case of vehicles, license 
plate recognition.

Distilling Big Data for 
Operational Intelligence

One of the most signi� cant advantages of video content analyt-
ics is that it empowers users to detect not only the granular details – 
with outstanding precision and speed – but it also can capture and 
deliver video metadata that has been aggregated over time.

Video content analytics systems provide business intelligence 
about occupancy, traf� c, and dwell patterns. These data visual-
izations not only help managers identify recurring problems or 
criteria for expanding real-time alerting and improving response 
times, but it also drives decision-making by providing accurate 
insights and trends. Empowered by quanti� able data and trends 
from video, teams can make better operational decisions based 
on that actionable intelligence rather than relying on memory or 
anecdotal observations.

Trend data is important for planning and strategizing how to 
optimize visitor or customer experiences and business goals.

For example, marketing, operations and security teams in a 
large event venue or conference center can evaluate historic pe-
destrian and vehicular traf� c to understand where traf� c bottle-
necks occur, or which entrances are more effective for displaying 
informational or retail kiosks. In a retail environment, operators 
can map common customer paths, object interaction, and dwell 
times. This helps users identify crime hotspots, optimize traf� c 
� ow at major traf� c interchanges or store locations, track crowd 
demographics, size and movement patterns; design more effective 
� oor plans or parking lots; and track employee compliance with 
safety regulations.

To overcome ever evolving challenges, today’s security and 
operations managers need better technologies for ensuring public 
and workplace safety and productivity. AI-powered video analyt-
ics software drives increased ef� ciency and effectivity by enhancing 
surveillance systems most organizations are already using. With 
� exible architecture options for deploying video analytics in the 
cloud or on-premises, video analytics technology is more accessible 
than ever to meet the budgetary, staff and timeline requirements of 
each individual business. Given that most security organizations 
already invest in video surveillance, video content analytics is a 
logical way to maximize that investment with measurable results. 

Stephanie Weagle is the chief marketing of� cer at BriefCam.
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N o one will argue that the COVID-19 pandemic has 
dramatically changed the way we interact in public 
spaces.

Since the pandemic struck, and the United States 
has been struggling to adapt to the “new normal,” facility man-
agers in organizations across all industries and sectors have been 
scrambling to implement effective, ef� cient solutions to minimize 
the risk of exposure for their employees, visitors and patrons.

As workplaces implement new processes, including making 
schedule changes, facilitating cohort rotations or recon� guring 
work areas to achieve the recommended six feet of separation, 
leaders are looking for solutions that � t their speci� c needs – 
ranging from low-to-high tech – to keep their staff  safe in a vari-
ety of environments.

One of the most frequently touched surfaces is door hardware, 
so it should come as no surprise that alternatives like hands-free 
door openings can minimize a multitude of skin-to-surface touch 
points throughout the day. Regardless of future regulations, re-
ducing the number of contact points in a facility will be an effec-
tive way to minimize future germ spread.

As there is no “one size � ts all” when it comes to ensuring a build-
ing is a completely touchless environment, facility managers must 
assess and identify door opening solutions that meet the speci� c 
needs of their spaces to minimize the spread of germs and bacteria.

Automated Openings
Automated openings like revolving doors, swing doors or sliding 

doors, offer stylish touch-free convenience for building entryways 
that are high risk areas for the spread of viruses – simply based on 
the sheer number of people passing through them each day.

Modern automatic sliding door systems can be customized for 
all uses, tastes and architectural styles, from rugged aluminum-
framed door systems for demanding high traf� c areas, to all-glass 
systems for unobstructed views, and even curved sliding doors for 
elegant entrances.

Key Card or Mobile Entry Systems
Managing secure entry with key cards or mobile entry systems 

will be integral for facility managers to monitor access to areas 
within their buildings. With heightened concerns around adjust-
ing capacity to allow for the required social distance in spaces 
like lobbies, elevators and conference rooms, understanding and 
tracking not only how people move about the building, but also 
which areas are “hot spots” for activity, is critical to upholding 
occupant health and safety.

Key cards and mobile entry systems are easy to use and allow 
for access to multiple areas with a single card. Additionally, with 
the ability to grant and remove access rights remotely, facility 
managers can control access as remote workforces return to work 
in various shifts and in different numbers.

A Hands-free Environment
How to prepare for the new normal
By Cris Post

Halfpoint/Shutterstock.com

Hands-free Arm and Foot Pulls
Now more than ever budgets are tight, but facility managers 

need to take urgent action to retro� t existing hardware to dra-
matically reduce skin-to-surface touch points, like door handles 
and pulls for bathrooms, entrances and of� ces, as populations 
begin to return to work and public spaces.

Hands-free arm and foot door pulls are cost-effective options 
for low-touch door operation for both pre-existing and new open-
ings.

Push/pull hardware enables occupants to open doors with a 
nudge of the hip. Arm and foot pulls offer a method of open-
ing doors without grasping hardware by the hand. Best of all, 
these hands-free solutions can be quickly and easily retro� tted in 
existing buildings. In addition, they support ADA standards and 
regulations to ensure all openings remain accessible to everyone.
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Radio Frequency Sensors
Radio frequency devices automatically open doors when an 

individual comes within the range of the door operator’s sensor. 
Some receivers can accept up to 30 transmitters, making these de-
vices ideal solutions for spaces where wave switches are not practi-
cal, or for situations where individuals regularly pass through spe-
ci� c doorways, such as maintenance workers or luggage porters.

Wave-to-Open Switches
Wave-to-open switches, coupled with low energy door opera-

tors, allow occupants to easily move through a building without 
transferring germs.

The sensors in wave-to-open switches detect hand gestures 
within four inches of the switch and are highly precise to avoid 
false activation. They can be programmed to hold a door open 
up to 30 seconds allowing multiple people to move seamlessly 
between conference rooms and of� ces without worrying about 
touching and transferring germs.

Hassle-free Upgrades
All types of swing doors can be upgraded to open automati-

cally using a low energy door operator paired with a wave-to-
open switch, RF device, and/or remote control fob. And, these 
devices can work alone or in concert with � re alarm, access con-
trol and other building automation systems.

The latest door operators are designed to be installed by one 
person on single or double doors. They address a critical pain 
point by enabling integrators and facility managers to quickly 
and easily program and adjust door operator settings using a 
WiFi-enabled smart device.

In addition, if  multiple door operators exist in the same facil-
ity, installers can simply save and port over settings to other units, 
eliminating the trouble of setting up ladders and removing device 
covers.

As the pandemic continues to evolve and as our nation’s nearly 6 
million commercial buildings prepare for a new normal, the question 
of how to protect tenants, staff, and visitors will continue to be top of 
mind. Limiting contact and exposure by retro� tting with hands-free 
door hardware is an important line of defense in rebuilding trust and 
reducing risk for building occupants and guests. 
Investing in these solutions to minimize germ 
spread will deliver both immediate and long-term 
tenant health and user experience bene� ts. 

Cris Post is the general manager of Rockwood 
Products
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“Regardless of future regulations, 
reducing the number of contact points 
in a facility will be an effective way to 
minimize future germ spread.”
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R
isk prevention has always been a fundamental 
part of business planning and operations. And 
while the various forms of protection available 
have evolved over the years, so also has risk.

About 20 years ago, professional security was 
mostly limited to night watchmen, armored trucks and closed-
circuit video cameras wired to VCRs. The main entrance to all 
but the most secure government or sensitive facilities would en-
compass nothing more than a set of glass doors and perhaps a 
receptionist visually checking ID cards from behind a desk.

Events between 1990 and 2001 changed those ideas forever. 
The 1993 bombing of the World Trade Center, the Enron scandal 
leading to a multitude of compliance laws, the shootings at Col-
umbine High School and ultimately the events on 9/11 ushered in 
a new age of security that now encompasses cybersecurity as well.

Security and life safety have always been in lockstep, as they 
are both fundamental needs of organizations to shield people and 
property from harm. Today, these two concerns are merging in an 
unprecedented way as the global COVID-19 pandemic is causing 
a paradigm shift in operations. Now it is also necessary to protect 
ourselves from the handles, buttons and other structural compo-
nents of buildings we regularly need to touch for entry and exit.

PROBLEMS PRESENTED AT ENTRY POINTS
The entry has always been one of the most vulnerable and 

critical points in a facility. Whether the concern is compliance, 
cybersecurity, terrorism, violence, theft or any of the hundreds of 
other risks facing businesses, it is of fundamental importance to 
secure any location where people can enter a facility.

From a security perspective, the objective is to keep any un-
authorized individuals out of the building or off  the campus. 
Further, within each building, the objective is to ensure that any 
individual division, area, wing or room can only be entered by 
those who are authorized to be in that place at that time.

From a life safety perspective, since the entry is also the exit, it 
needs to provide the means for rapid and safe egress in case of an 
emergency. From a health perspective, many organizations are now 
adding the requirement that entry and exit be “touchless” as well.

Over the years, as risk evolved, the security industry’s approach to 
entry began to change along with it. Better locks were developed, and 
access control readers were placed at doors both outside and inside 
facilities, requiring a card swipe or tap to unlock the door. As the tech-
nology matured, the products became more sophisticated, with Wi-Fi 
locks, mobile credentials and biometrics among the developments.

THE SHORTFALLS OF SWINGING DOORS
While these advancements were signi� cant, they did not ad-

dress an important security shortfall. The majority of facil-
ity doors, both exterior and interior, are still standard swinging 
doors. There are many different form factors and types of locks 
for these doors, and the software that manages their locking and 
unlocking has become more advanced.

However, the doors themselves still work in the same way as 

they always have; when unlocked, they swing open and then close 
again. They may close, and/or re-lock, automatically – but once 
they are open, there is no barrier to entry for one or more people.

Even if a door is held open for only a few seconds, it fully negates 
the security function of the doors, since multiple unauthorized individ-
uals can enter this way. There are many ways this can happen. A person 
may slip quickly through behind another, while “pretending” to search 
for their ID card. One authorized person can enter and pass their cre-
dentials back through the door for a second person to use. Or the door 
may simply be held politely for the next person to pass through.

Placing security of� cers or installing tailgating analytics technology 
at each entrance can help to mitigate these risks. However, guards can 
be misled by a false ID or a good story. For example, “white-hat” pen-
etration testers have proven that a clean-cut man wearing khaki slacks 
and a polo shirt, carrying a ladder and a clipboard, and claiming to 
be there to provide some kind of maintenance, will almost always be 
allowed to enter without credentials. Most tailgating detection tech-
nology such as sensors with alarms, is reactive, alerting management 
only after the unauthorized person has already breached the facility.

Also, of course, none of this addresses the issue of virus trans-
mission from touching surfaces that others have touched.

SECURITY ENTRANCES DELIVER A SOLUTION
Security entrances can solve many of the problems of entry 

while offering numerous additional bene� ts. Unlike standard 
swinging doors, a security entrance, such as a turnstile with bar-
riers, a security revolving door or mantrap portal, is designed to 
allow entry for only one authorized user at a time.

Some types of security entrances require local supervision and 
operate as a deterrent, while others work in such a way to prevent 
any type of tailgating. Regardless of type, compared to a swing-
ing door, they are de� nitely a physical security upgrade due to 
their ability to signi� cantly reduce the risk of in� ltration.

Most important at this moment in time, optical turnstiles with 
barriers, security revolving doors and mantrap portals are excellent 
candidates for touchless entry. New integrations with facial recogni-
tion technology, powered by arti� cial intelligence (AI), are enabling 
authorization and entry for individuals based on biometric creden-
tials – without the need to touch a handle, button or access reader.

With this technology in place, a security entrance can autho-
rize an approaching individual from a few steps away and auto-
matically move the turnstile barriers or door wings to enable a 
safe and healthy entrance to the facility.

ADDRESSING RISK IN A NEW WORLD
The meaning of the word “security” has ir-

revocably changed in the past two decades. Or-
ganizations, campuses and corporate stakehold-
ers are now at risk in ways that would have been 
unimaginable even two years ago.  

CJ Powell is the vice president of sales at Boon 
Edam.
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The Evolution of Risk
How security entrances address vulnerabilities today
By CJ Powell 
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The Rise and Sophistication of Mobile 
Apps in Physical Security Sector
Technology helps support security, safety and emergency management programs
By James K. Lantrip

S
afety and security risks are 
everywhere including the 
of� ce, schools, concerts, 
retail malls and hospitals. 
However, security profes-

sionals, who are tasked with protecting 
the public, can’t be everywhere at all times 
and they require timely information in or-
der to prevent potential incidents. Security 
professionals are trained to know when a 
person, or group of people are acting sus-
picious. They see, hear and learn things 
every day that could help prevent a safety 
or security incident from happening. In 
fact, many incidents have early-warning 
predicators that are observable and these 
incidents can help be prevented with the 
right technology tools and techniques.

While well-trained security profession-
als will always remain the steadfast foun-
dation of security programs, advance-
ments in technology that are accessing 
easy-to-use apps can enhance their ability 
to gather intelligence and protect the facil-
ity. Blended personnel and technology so-
lutions can create ef� ciencies, target secu-
rity efforts and give security directors the 
power to make informed decisions that de-
liver even greater return on their security 
investment. From tour management sys-
tems and access control systems, to mobile 
reporting and facility-wide alert systems, 
technology helps support security, safety 
and emergency management programs in 
many ways.

Data collection. Tour management sys-
tems using mobile devices allow security 
of� cers to capture data in real time. Au-
tomated instructions and questions can be 
set up for security professionals to answer 
at each checkpoint, such as entrances, 
escalators and emergency callboxes. For 
example, a security professional on daily 
tours can be prompted monthly to docu-
ment � re extinguishers’ inspection dates, 
essentially combining two tasks and pro-
viding additional value.

Streamlined reporting. Data obtained 
at checkpoints can be easily analyzed 

through simple reports to identify opera-
tional risks. These risks might include pol-
icy issues, such as speci� c doors repeatedly 
being left unlocked; safety issues, such as 
recurring hazards at speci� c elevators; or 
maintenance needs, such as inoperative 
callboxes.

Actionable information. Technology 
supports security strategy and enables 
optimized security of� cer deployments, 
precise post orders, directives for speci� c 
threats and countermeasure deployment 
to enhance security in areas where it is 
needed most. For example, incident man-
agement systems can identify sites and 
time ranges of incident volume based on 
historical data in the system. This can 
help determine security staf� ng levels and 
result in safer facilities and improved risk 
mitigation, reducing costs to the facility.

The walls between physical security 
and cyber security are coming down with 
worlds converging. Today’s security pro-
fessional accesses high-performance apps 
from their mobile phone or tablet which 

enhance productivity, accountability and 
access to vital information. Consider a se-
curity warning about a predator on cam-
pus which is shared with a physical secu-
rity team who are able to take action and 
ensure that a threat doesn’t become a trag-
edy. What about an access control system 
that registers an employee physically swip-
ing access into their Washington, D.C. 
of� ce while their cyber presence is being 
registered in Jacksonville,

Florida? Or telemetry collected from 
cameras which alerts to suspicious activity 
which empowers on-the-ground security 
professionals to take action? Security pro-
fessionals are able to gather all this infor-
mation via the newest and most ef� cient 
breed of mobile apps available.

AI AND APPS
Integrated solutions are going beyond 

the outdated “detect and respond” model 
of risk management to become an ecosys-
tem that provides a comprehensive safety 
and security solution with arti� cial intel-

“Security professionals are trained to know when a 
person, or group of people are acting suspicious.”

D
avid M

G/Shutterstock.com
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ligence at its core. An integrated workforce ecosystem ensures 
reduced liability and enhanced reputation that ampli� es the ef-
fectiveness of onsite security.

For example, HELIAUS® is able to transform data into ac-
tionable insights, and take the guesswork out of where the secu-
rity team needs to proactively mitigate risk from incidents and 
improves response. This advanced arti� cial intelligence platform 
is designed to improve safety and reduce risk by enhancing on-
site guarding services.

It’s not an either or between technology and people; it’s about 
arming security professionals to work with technology. Today’s work-
� ows task security professionals via text and email. AI systems in-
terface with a company’s monitoring and response centers (MaRCs) 
in which remote video monitoring data and video analytics data are 
accessible from the portal and accessed via phone or tablet. These 
technologies can have data sources that include information from 
IoT sensors, drones, robots, along with cameras and other sources.

Our business ecosystems today include monitoring and re-
sponse centers that provide an abundance of tools and technolo-
gies including threat intelligence platforms, remote video and 
alarm and event monitoring to traditional alarms and remote 
audio and positioning based patrol route management. Effec-
tive communication is critical to maximizing the ef� ciency and 
productivity of cutting-edge ecosystems to achieve optimum out-
come that ensures enhanced safety and security.

MASS NOTIFICATION APPS
For vital, time-sensitive messages, security professionals rely on 

mass noti� cation apps which allow them to engage in real-time, 
one-way interactions with any number of people using a text

alert voice message, email message, app push, digital signage 
and other customized channels system so that the message can be 
shared instantly.

Security professionals and the administrators are able to send 
noti� cations to thousands of people within seconds. They can ini-
tiate requests for help, reply to messages and actively monitor the 
well-being of their customers from their front-line perspective. Some 
respected mass noti� cation apps include Everbridge, LiveSafe, Safe-
Zone, AlertMedia, CallMy and ReGroup Mass Noti� cation.

Why are mass noti� cation apps “de rigueur” in our modern world?
Consider these scenarios. Several employees headed to the 

corporate center have disembarked from a commuter train and 
are walking through a transit center heading east to the parking 
structure where their cars are located. However, when they arrive 
at the ground lobby, their smartphone receives an automated text 
message alerting them that there was a chemical spill near the 
east side exit of the building. The text message guides them to 
an alternative and safer exit to avoid being near a contaminant.

Or perhaps a gunshot is heard on a college campus. All stu-
dents and faculty receive a message about the location of that 
gunshot and whether they should shield in place or move to an-
other, safer location.

Mass noti� cation alerts could be used to protect people from 
any number of hazards and emergencies — a � ash � ood warn-
ing for people traveling near a suddenly dangerous roadway or a 
wild� re alert where � ames could be creeping dangerously close to 
a road or housing community. These mass noti� cation apps go 
beyond two-way communication to provide a full critical com-
munications cycle that initiates an organization’s emergency re-

sponse plan’s prede� ned crisis communication plan.
Many of the mass noti� cation apps include the ability for stu-

dents or employees who are working late to check in on their app 
to request a security escort to walk them to their car or dormitory.

The advent of COVID-19 pandemic presents an immediate 
need for security professionals and their communities to be able 
to instantly communicate with each other. For example, if  an em-
ployee, student, teacher or contractor is found to be positive with 
the virus, the security professionals need to roll out an immediate 
containment plan.

LIVESAFE RELEASES COVID-19 APP
In March 2020, LiveSafe Inc. announced a free, limited ver-

sion of its safety and two-way communications app, as well as the 
platform’s Command and Communications Dashboard, avail-
able to any business, college, university or healthcare institution 
that needs a way for employees or students to anonymously com-
municate their concerns and receive important information about 
the COVID-19 outbreak.

The COVID-19 Safety Resources App enables members of an 
organization’s workforce or student body to engage in two-way 
communications with their COVID-19 coordination or response 
team. Rather than relying on email or emergency noti� cation sys-
tems, the LiveSafe Platform offers a discreet way for organiza-
tions to engage their workforce and students during a time of 
limited resources and rapidly changing information.

“We are all in this together and we are stronger when we come 
together as communities to address critical safety, security and 
health concerns,” said Carolyn Parent, LiveSafe president and 
CEO. “In a dynamic environment like the COVID-19 situation, 
being able to provide accurate information, mitigate your em-
ployee’s concerns, and get inbound information about their status 
can be overwhelming to safety and security teams. LiveSafe en-
ables two-way chat and broadcast, and offers needed anonymity 
so you can quickly identify who needs help and deliver accurate 
information to your workforce or student population.”

APPS AND COST-SAVINGS
Using HELIAUS, a major Hollywood production studio 

was able to identify and address their workplace hazards with 
$657,000 in potential savings due to the improved reporting of 
slip-and-fall hazards. A perishable foods manufacturer saw over 
$55 million in potential losses avoided at a single site due to this 
AI platform.

A Texas hospital plagued with homeless entering the facility 
saw a 200 percent drop in security incidents with increased staff, 
visitor and patient satisfaction. A Washington DC landmark prop-
erty realized $67,064 in savings from improvement to � re safety 
measures driven by this AI platform that directly reduced the risk 
of � re from ovens and heating elements accidentally being left on.

Today, the walls between manned guarding, staff and technol-
ogy will come down leaving us with an ecosystem that allows ALL 
things to cooperate at light speed which ensures 
that we’re considering everything we need to 
consider, and bringing all these resources to 
bear in a way that drives better outcomes. 

James K. Lantrip is the senior vice president of op-
erations for Allied Universal Technology Services.
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Coordinating Emergency 
Communications
How IoT can drive ef� ciency and response
By Kevin Taylor

O
ne of the many lessons learned from the Smart Cit-
ies movement is that you can achieve signi� cant im-
provement in community safety and resilience when 
you use network technologies to facilitate commu-
nications and data sharing. Information gets to re-

sponders more quickly and comprehensively which leads to more 
streamlined processes and better decision making in the � eld.

When walking through a modern Real Time Crime Center 
(RTCC), it is easy to become � xated on the huge video walls, 
workstations with elaborate dashboards, and images streaming 
into the center from cameras across the city. But the real value of 
these centers is not the eye-catching displays, it is the aggregation 
and ef� cient sharing of data with multiple stakeholders.

The data sources collected into the RTCC are not limited to 
cameras. You will also � nd information streaming in from other 
devices like license plate readers alerting when a registered stolen 
vehicle is detected, radar triggering noti� cation of illegal trash 
dumping, and audio sensors detecting the discharge from a � rearm.

All these data sources help operators in the center focus on 
areas where conditions indicate a likely negative outcome for the 
community. There are dynamic mapping applications assisting 
operators in geolocating events, technology assets and personnel 
in the � eld. The center might even be using analytics based on 
arti� cial intelligence to help compile raw data and quickly push 
critical information to responders.

The goal is to gather the most complete picture possible of 
what is happening on the streets of the city, so responders can 
work smarter – planning strategies on the way to a scene so they 

“... the real value of these centers is 
not the eye-catching displays, it is the 
aggregation and efficient sharing of 
data with multiple stakeholders.”

thinkhubstudio/Shutterstock.com

can perform more effectively once they arrive.
“Aggregating all this technology into one system is an excep-

tional force multiplier. We’ve learned that the more situational 
awareness we can get to our responders the better for everyone,” 
said George Brown, IT/COMMS manager for the New Orleans 
Real Time Crime Center.

REDUCING REDUNDANCY WITH STREAMLINED 
WORKFLOW PROCESSES

This new operating model is a sharp contrast to how 911 calls 
were managed in the past. Previously, when a 911 call came into the 
Public Safety Access Point (PSAP), the operator would pass the call 
on to a dispatcher who would send an appropriate responder – po-
lice, � re or medical – to the caller’s location. The information that 
reached the responder seldom contained more detail than the basic 
nature of the call. The inability to move data consistently through-
out each step created knowledge gaps, requiring responders to re-
collect data that was previously provided, but not transferred. With 
an RTCC solution, much of this redundant activity is eliminated.

Smart city solutions are built on scalable, open-standards plat-
forms which allows them to accept data directly from other open-
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standards sources. With all data streaming 
into a single information repository, these 
solutions reduce redundant data collec-
tion and entry. Authorized users do not 
need to log in and out of multiple systems 
to input and access critical information.

They can pull up camera views, map over-
lays, analytics, and other applications all on 
a uni� ed screen -- a signi� cant time saver. 
Equally important, they can push critical sit-
uational information and visuals to respond-
ers’ mobile devices before they arrive on the 
scene and provide ongoing details as more in-
formation streams into the command center.

By leveraging all their technologies to 
create a logical and consistent work� ow 
for emergency response, smart cities can 
maximize the value of data, drive depart-
mental ef� ciencies and allow cross-depart-
mental collaboration which ultimately 
leads to a safer community.

With a large repository of data and ana-
lytic tools at their � ngertips, agencies can 
also accelerate the detection of patterns 
that previously might have gone unnoticed.

When asked about the Hartford Capi-
tal City Command Center (C4), Johnmi-
chael O’Hare, a former member of the 
Hartford Police Department, said, “While 
we initially focused on solving crime, we’re 
also � nding that our smart city solution 
can help us recognize areas of the city that 
might bene� t from reengineering.” Some 
of those discoveries have ultimately led to 
footbridges being constructed over busy 
roads and new lanes designated for bicy-
cles along certain corridors.

SAVING LIVES WITH NATURAL 
DISASTER WARNINGS

This comprehensive approach to col-
lecting and optimizing data is especially 
valuable when it comes to community 
resilience in the face of natural disasters. 
In those situations, timely alerts and rapid 
reaction often translate into lives saved.

That is why cities prone to � ooding, 
hazardous road conditions, earthquakes 
and other catastrophic phenomena often 
integrate environmental sensors into their 
smart city solutions as part of their emer-
gency preparedness program. With the ad-
dition of modern communication assets 
such as dynamic message boards and mass 
noti� cation systems, these early warning 
tools help cities be more proactive in ini-
tiating emergency public safety protocols.

Anticipating � ood evacuations. In low-
lands and coastal regions prone to tropi-
cal storms, water level sensors linked to 
network video cameras monitor rising 
ground water and send alerts about poten-

tial � ooding, allowing the city to initiate 
pre-planned evacuation procedures before 
routes become impassable.

Responding to hazardous road condi-
tions. Intelligent cameras with onboard 
analytics can function as Environmental 
Sensor Stations to detect weather activity 
– such as torrential rain, snow, sleet, or ice 
– that will likely lead to hazardous roadway 
conditions. With early detection, agencies 
have time to divert traf� c to less risky routes, 
close speci� c roadways, or issue shelter-in-
place advisories for affected areas.

Alerting public to impending earth-
quakes. In areas prone to earthquakes, un-
derground sensors can provide early detec-
tion of seismic activity. They are generally 
tied into mass noti� cation systems that 
use IP speakers in public spaces to broad-
cast warnings for the community to seek 
safe shelter before the quake hits.

WHY IP-BASED EMERGENCY 
COMMUNICATIONS SOLUTIONS 
ARE SO EFFECTIVE

An emergency communications solution 
based on IP technologies makes it possible 
to integrate multiple agency sub-systems 
into a uni� ed user experience. It allows a 
city to drive a more ef� cient and compre-
hensive � ow of information to those who 
need it, when they need it. These solutions 
are elastic in nature, easily scaling up or 
down to � t the needs of a speci� c situation.

They can be set up to regularly self-
monitor and automatically notify admin-
istrators of failures and outages as they 
happen. This ensures that problems are 
discovered and corrected before an event 
response when reliance on complete sys-
tem operability is critical.

Describing his experience with his own 
city’s real-time command center, Maj. Neil 
Klotzer of the Atlanta Police Department 
said the comprehensive solution “demon-
strates that working together, we can build 
a safer, more security city for everyone. 
And we can do it while respecting the right 
to individual privacy.”

With ever-increasing challenges faced 
by public safety and emergency prepared-
ness of� cials, creating a cohesive emergency 
communications network that fosters inter-
agency support and sharing of resources is 
both a valid, and a valu-
able, path forward. 

Kevin Taylor is the busi-
ness development manager, 
Smart Cities, Axis Commu-
nications Inc.
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The Threat from Within
Protecting banks during the challenge of COVID-19 and a reduced staff
By Kami Dukes

J
ust as banks use every tool at their disposal to 
maximize revenue opportunities and manage their 
ledger, they must take the same approach when 
it comes to security. New challenges with COV-
ID-19, banks operating with a reduced staff  and 

employees working from home require an updated and more dili-
gent security plan. Insider threat programs are a key component 
to an overall security plan.

While � nancial institutions implement some level of security, 
they can improve their security and insider threat programs lever-
aging the latest security technologies. Cross-department collabo-
ration, a practice that challenges organizations, is an extremely 
helpful part of the solution but is often the hardest to execute. 
Combining the right mix of technology and security staff  will 
better protect � nancial institutions from insider threats and help 
meet COVID-19 guidelines.

The biggest risk to � nancial institutions is the possibility of 
bank employees accessing private user account data, including 
account numbers which can be printed, emailed, saved and be 

sold to bad actors for a high dollar amount. Most banks have 
deployed an access control system to manage access throughout 
their complicated environment. Access control systems collect 
large amounts of employee access data on a daily basis. While the 
amount of data collected is overwhelming and dif� cult to man-
age, it is extremely useful when trying to identify potential risks.

An analytics system can process access control data and as-
sist with insider threat and COVID-19 challenges. Deploying an 
analytics system alongside an access control and identity man-
agement system can help leverage data to identify risks through 
anomalous behaviors by tracking an employee’s access history 
and behavior patterns.

HOW ANALYTICS SYSTEMS WORK
People are creatures of habit and have daily work routines 

based on where they enter a building, what elevator they use, the 
location of their of� ce or desk. Over time, employees establish 
their work patterns and the analytics system learns what doors 
they enter and exit and when they move about. It understands 
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their behavior.
The analytics system applies a risk 

score based on people, location and time. 
The score is higher for a person who has 
access to critical areas such as the data 
center. A location score would be higher 
on a data center card reader than a cafete-
ria door, and scores are lower during the 
workday and higher during off  times.

By understanding an employee’s hab-
its and applying scores to the readers 
throughout a facility, an overall risk score 
is established for each employee. Base-
line scores demonstrate normal behavior. 
However, if  an employee tries to enter a 
bank in the middle of the night, the behav-
ior would raise the score.

When a person’s risk score rises above 
normal, an alert in the dashboard noti� es 
the security team. They can then review 
the speci� c employee’s behavior and see 
if  the suspicious behavior is an anomaly 
or requires further action. Maybe the em-
ployee was working late on a project and 
needed to get into another department 
that he didn’t have access to after-hours. 
Or maybe the employee is searching for 
account data to sell.

An analytics system � ags possible early 
warning signs and alerts the security team 
to keep a better watch on the situation. 
Having insight early could prevent a pos-
sible breach or crisis because the security 
team can start to watch the behavior more 
closely. It will also provide HR teams and 
management just-cause to investigate and 
confront the employee about the suspi-
cious activity.

Obtaining this level of insight from 
your access data is only possible using an 
analytics system.

LEAST PRIVILEGED ACCESS 
HELPS MEET COMPLIANCE

When employees start a job, they are 
given an access card. Often that access card 
allows them access to many more areas 
than they need to perform their job, cre-
ating a risk. Tightly controlling employee 
access helps prevent risk. Using an identity 
management system, banks must imple-
ment the least privileged access approach, 
which gives employees access to only the 
areas they need to perform their jobs.

Access to additional areas must be re-
quested by the employee. Access is granted 
for a predetermined amount of time and 
automatically deactivates access when the 
time limit expires. It provides an electronic 
log of all requests and an audit trail to 
prove compliance. Least Privileged Access 
works well in heavily regulated industries 

such as banking. Financial institutions 
can match up timeframes with regulations 
to meet compliance.

Each department within a bank works 
with different � les and uses its own stan-
dards to complete work. Based on the se-
curity program’s rules, the security team 
should know exactly who within the de-
partment should have access to the � les, 
who outside the department is accessing 
those � les, and monitor who tries to get 
access to those � les.

“Banks must monitor all card swipes 
in areas where physical account data re-
sides,” said Dan Bissmeyer, G4S director 
of business development. “Anyone from 
outside that section of the building or an-
other department could possibly be � shing 
for that data.”

COVID-19 CHALLENGES
The onset of COVID-19 earlier this 

year brought on new challenges for � nan-
cial institutions. Banks found themselves 
scrambling to move employees home to 
work. Entire security operations centers 
and call-centers needed to operate from 
home. Although considered essential, 
headquarter operations and branches 
operated with skeleton crews to serve cus-
tomers.

Insider threat programs are set up to 
monitor employees, limit access, track 
how a person might be trying to access ar-

eas and information, and respond quickly 
to mitigate risk. Layers of security, using 
people and technology, are put in place to 
protect the company.

“Remote work makes it incredibly dif-
� cult to keep an eye on people,” Bissmeyer 
said. “You lose what you had in your lay-
ers of security with physical access, iden-
tity management and analytics.”

In a remote setting, a bank must rely 
on its logical controls to monitor when 
employees log in and what they are access-
ing. However, the loss of physical contain-
ment is a huge challenge. When operating 
inside a bank, the employee is surrounded 
by layers of security that are put in place 
to protect them and the data they manage. 
When working remotely, an employee can 
work anywhere, exposing data on an open 
laptop to roommates or friends. Printing 
at home is especially dangerous. Financial 
hardships due to COVID-19 and the econ-
omy may also tempt employees to gener-
ate fraudulent loans.

While banks have remained open, they 
are slowly bringing back more employees 
to the workplace as restrictions are lifted. 
The right technology can help with the 
transition. An analytics system can help 
a bank remain in compliance and show 
proof that the bank is operating accord-
ing to policy. If  a bank is running at 50 
percent capacity in their buildings, the se-
curity team can pull up a dashboard that 

adriaticfoto/Shutterstock.com
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“Most banks have deployed an access control 
system to manage access throughout their 
complicated environment.”

B A N K I N G  S E C U R I T Y
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shows exact capacity at any moment. This ensures they are fol-
lowing the proper health guidelines imposed by authorities and 
they will meet internal and external compliance standards, which 
help preserve the bank’s integrity and reputation.

Banks can use contact tracing tools to track employees who 
may have been near a person who tested positive for COVID-19. 
If a person tested positive or was exposed, those who have been 
exposed to that person could easily be identi� ed. Visitor manage-
ment systems can control and authorize visitors before they arrive. 
A temporary card can be used from the phone via a QR card read-
er, eliminating the need to touch a card. Visitors can be required to 
answer COVID-19 related questions and remotely sign policy doc-
uments before being allowed access to a building, ensuring compli-
ance while keeping employees safe from exposure to the virus.

Security of� cers can capture events using the data from other 
systems to contain and recover preventing the spread of infec-
tion. Proper tracking of COVID-19 diagnoses and all events 
within an incident management system will help the bank remain 
in compliance.

CROSS COLLABORATION
Deploying the best technologies can help provide a powerful 

and comprehensive insider threat and security program, but to 
have a top-notch program, an organization must have cross-col-
laboration between its departments. Key stakeholders from HR, 
legal, IT, facilities and compliance should meet regularly with the 
security team.

“Reach out and discuss the bene� ts of having a strong rela-
tionship with different departments to not only help build an in-
sider threat program and improve security overall, but to bene� t 
the company as a whole,” Bissmeyer said. “Eliminating silos and 
working cross-functionally is the only way to have a � rst-rate se-
curity program.”

Different departments perform different investigations and 
cross-communication could streamline the process and bene� t 
other programs such as workplace violence, business continuity, 
and crisis management. All of these programs touch other de-
partments.

Invite members from these departments to attend regular staff  
meetings, and request to have someone from the security depart-
ment at their meetings. Understanding what is happening in other 
departments eliminates surprises and helps each team be more 
proactive.

Together, establish work� ows when incidents or crises are 
identi� ed. Dynamic, distributed and auditable work� ows will 
create a streamlined response and improve reaction time. CO-
VID-19 challenged all aspects of the banking business. Imple-
menting cross-collaboration communication 
and work� ows, along with the right technolo-
gies will help banks be better prepared for the 
next crisis. 

Kami Dukes is the director of business develop-
ment at AMAG Technology.
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COVID-19 Playing Havoc in Nearly Every Vertical
By Ralph C. Jensen

Nearly every country, most business elements and certainly every person has been touched by the devastation that is the coronavirus. The bank-
ing vertical is no exception, and certainly not immune to the security challenges related to the virus.

If people aren’t coming to the local bank for � nancial transactions, what role does security play?
Chris Sessa, director of key accounts at Salient, says his role in the security and banking world hasn’t really changed that much. Other than 

not getting on an airplane to visit clients, it’s still business as usual.
“Normally, we are involved in meetings with the customer inside their facility. COVID-19 has changed all of that,” Sessa said. “We like to 

involve the integrator, our product reps and partner reps, but now we rely on virtual meetings to ensure our customer have what they need, and 
that they understand the many options available to them with our software.

“Right now, virtual calls are the way we keep customer relationships going,” he said.
After an installation, Sessa said that it is his goal to make sure the customer is happy, that they like the features available to them and that 

he can show them more options. There is still a way to move business forward and make sure security is still front and center.
Working with the IT departments, Sessa said he also engages the security and risk management teams. COVID-19 has fostered many un-

wanted and fraudulent results. Certain government entities have issues � nancial advisories to alert banks and � nancial institutions be aware of 
secure � nancial risks. As is the case with any challenge, there are imposters who will try to skirt security for their own illegal gain.

“A goal of ours is to ensure we bring more innovation to the corporate bank setting, especially as we see the brick and mortar banks declining 
and construction of new branches slowing down,” Sessa said. “Among the security details that we focus are drive through banking, and in some 
banks the software application of facial recognition.”

Facial recognition isn’t a new feature set to the � nancial industry as more banks and corporate settings see the solution as a bene� t. Sessa 
said the important thing to remember is setting up the security in a way that will compliment the security role that � nancial organizations want 
to achieve.

As in many instances worldwide, there seems to be a struggle with in-person security meetings, but people are quickly � guring out what 
works, and while the virus is making some things dif� cult, people are resilient and � nd new ways to ensure their vertical market is safe and 
secure.

Ralph C. Jensen is the editor-in-chief at Security Today magazine.
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Democratizing Access
Leveraging the power of shared intelligence 
By Damon Madden

T
he COVID-19 pandemic has 
put � nancial institutions 
under more pressure to stay 
on top of fraudulent activ-
ity—as opportunists are 

looking for any weakness in a system that 
can be exploited. Moreover, as consumers 
turn to eCommerce and digital payments 
while social distancing, there’s no avoiding 
the increased levels of associated risk for 
� nancial institutions.

As organizations prepare for more 
commerce to be conducted online during 
the pandemic, sometimes through quickly 
transplanted or repositioned business mod-
els, payment fraud will proliferate. In fact, 
research from ACI Worldwide has revealed 
that merchants have experienced signi� cant 
increases in COVID-19 related phishing 
activities and friendly fraud, with non-
fraud chargebacks up 25 percent in May 
this year. While overall fraud attempt rates 
fell from March (5.3%) to May (3.4%), the 
research shows that the average ticket price 

of attempted fraud increased by $18 year-
over-year. This indicates that fraudsters are 
getting more bullish and con� dent in their 
pandemic-related methods.

For � nancial institutions, getting the 
balance right between identifying genu-
ine payments and creating a frictionless 
customer experience is key. And, machine 
learning has emerged as an essential tool 
for detecting fraudulent payments among 
the many thousands or millions of genu-
ine ones made every day.

THE DOUBLE-EDGED SWORD 
OF DIGITAL PAYMENTS

Digital payments offer many bene� ts 
including better, faster experiences for cus-
tomers. However, when payments happen in 
real-time, the window for fraud detection is 
reduced to milliseconds and the likelihood of 
recovering fraudulent payments is far lower 
than with traditional methods. Essentially, 
as payments get faster so too does fraud — 
and when the money is gone, it’s gone.

Further, as the volume and vari-
ety of digital payments surges so too 
does the volume and variety of data 
generated by those payments. Geo-
location information, behavioral clues 
and biometrics provide a wealth of in-
telligence for � nancial institutions — 
but only if  they can make sense of the del-
uge.

As such, machine learning plays a key 
role enabling � nancial institutions to oper-
ate at the speed and scale required to au-
thenticate genuine payments, catch fraud 
as it happens, reduce the volume of false 
positives, and improve the time it takes to 
react when they do occur. With machine 
learning, � nancial institutions can � ag ac-
tivity that deviates from the norm but isn’t 
necessarily suspicious. For example, when 
a customer logs in using a different device, 
it’s less likely to be unauthorized access 
and more likely that they’ve upgraded their 
phone – nevertheless, it needs verifying.

To avoid overwhelming already 
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stretched staff, such as call center and support departments, and 
introducing more friction for the customer, these non-� nancial 
transaction scenarios — and thousands like them — need to be 
digitized, automated and contextualized wherever possible. This 
is a complex challenge, but getting it right promises to provide 
an additional layer of competitive differentiation for � nancial 
institutions. It opens the opportunity to provide greater fraud 
coverage and more seamless experiences that can be applied con-
sistently to an organization’s entire customer base, all without 
additional headcount in either the fraud department or service 
centers.

Yet to be truly effective in the � ght against fraud, machine 
learning solutions must be agile enough to be developed, tested, 
deployed and updated, as either new threats emerge, or as exist-
ing ones become better understood. And access to an industry-, 
region- or market-wide view of possible threats – not just an in-
ternal one – is essential. It improves the decision-making perfor-
mance as the “machine” interacts with more data patterns.

DEMOCRATIZING ACCESS TO MACHINE LEARNING
By enabling non-specialists to build, test and deploy machine 

learning models in minutes, � nancial institutions can democratize 
access to the technology. This can be done by abstracting away 
the complex math that lies behind these models and replacing it 
with intuitive interfaces that enable drag and drop model build-
ing using the ‘features’ of fraud as building blocks. In bringing 
machine learning to an organization’s in-house data and in-house 
fraud expertise – as opposed to taking that data and expertise to a 
machine learning specialist – � nancial institutions can accelerate 
the time to market of fraud-� ghting applications.

As � nancial institutions become aware of new fraud risks, ad-
ditional features can easily be added to the models and the weight 
of evidence scoring adjusted accordingly, to ensure banks’ de-
fenses keep pace with emerging risks. This can even take place au-
tomatically, through adaptive machine learning, where the tech-
nology responds to analyst-applied ‘markers’ for potential fraud.

Transforming the way � nancial institutions use machine learn-
ing (by allowing them to adopt a business-led approach) offers 
greater ownership and control of their fraud detection strategy. It 
empowers them to act self-suf� ciently without the costs, risks and 
time associated with the involvement of third parties in arti� cial 
intelligence implementations, and – importantly for compliance – 
it promotes better accountability of the solution’s outcomes.

THE POWER OF SHARED INTELLIGENCE
Individual banks already have access to a wealth of data with 

which to develop machine learning solutions for fraud detection 
and prevention.

However, when that data is shared across institutions, it has 
the potential to create a complex and varied intelligence network 
that can introduce more context to every machine learning deci-
sion, exponentially increasing its effectiveness.

This ‘shared intelligence’ empowers unprecedented collabora-
tion in the � ght against fraud. By harnessing the power of the com-

munity to increase threat visibility and distributing enhanced de-
tection and prevention capabilities back through the community, it 
creates a powerful jurisdiction- or network-level deterrent to fraud.

Shared Intelligence takes the features of machine learning 
models deployed by participating organizations and sends them 
out to a central repository in metadata format. That could be a 
central infrastructure (CI) or an organization to which the par-
ticipating � nancial institutions belong (either as members or con-
nections), where they can be tested against the community view 
for their effectiveness.

These features are then made available to the rest of the com-
munity for members to aggregate with their own models or to 
build upon as needed.

Unlike a consortium approach, which over-emphasizes its 
largest members’ experiences of fraud, members can access the 
bene� ts of a Shared Intelligence community on their terms. The 
biggest contributor doesn’t rule the community models and risk 
scoring criteria.

Thanks to its power to improve the detection of emerging 
threats through a scaled-up ‘early-heads-up’ approach to feature 
calculation and contribution, Shared Intelligence is set to be a game 
changer in the use of machine learning to � ght payments fraud.

SHARED INTELLIGENCE IS SHARED COMPLIANCE
The Shared Intelligence approach has the added bene� t of allow-

ing regulators and CI owners to understand the wider fraud environ-
ment with precision, empowering them to act on new and emerging 
threats before clusters become endemic � nancial crime risks. Trends 
speci� c to organizations can be tracked and understood at any level 
required by a regulator, enhancing efforts to combat fraud beyond 
payments, such as money laundering or identity theft. Further, CI’s 
can choose to prescribe both the contributing data and time periods 
to ensure data consistency across the intelligence network.

This can reduce the costs of compliance too for member orga-
nizations. First, it resolves the burden and regulatory risks for at-
tempting to extrapolate and submit data externally. Second, if a CI 
mandates that organizations deploy a particular model, that model 
can be easily distributed and then run concurrently with their own 
models. Indeed, an unlimited number of models can be run and 
tested side by side, on live data without the risk of hindering per-
formance. Suddenly, intelligence sharing to mitigate fraud using ma-
chine learning becomes easy with the use of a democratized method.

THE NEXT FRONTIER IN CUSTOMER CENTRICITY
Machine learning allows banks to truly build their payments 

risk management strategy around the customer, and not around 
their own channels or other organizational factors that may have 
little bearing on the customer’s needs. It also serves to ensure that 
specialist resources like fraud analysts are free to focus only on the 
activity that’s deemed the highest risk and therefore the highest pri-
ority, which machines cannot — and should not — be left to handle.

Machine learning improves the application of payments risk 
management frameworks and policies to boost risk mitigation 
(both in terms of fraud and reputational risks) and enhance com-
pliance. It forces organizations to clearly de� ne what their policies 
are, and the practical steps required to enforce 
them. And by removing the need for human 
intervention in the majority of cases, rules and 
procedures will rarely be bypassed since ma-
chines will always follow rules. 

Damon Madden is a banking cyber security 
expert at ACI worldwide.
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“For financial institutions, getting the 
balance right between identifying 
genuine payments and creating a
frictionless customer experience is key.”

M A C H I N E  L E A R N I N G
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2020 New Product of the Year Entries
By Yvonne Marquez

We are pleased to showcase the best of the best, now in the 12th year of hosting the New 
Product of the Year (NPOY) awards contest. Over the years, we have seen and awarded some 
pretty amazing security products. This year is no different. Below, you will find multiple en-
tries in the 2020 NPOY. Winners will be announced early this month. We appreciate the time 

and attention given by each entrant, and to the various staff members from each of these companies who have 
taken the time to put together all supporting information and images for the judges to review. This information 
has been compiled by our Yvonne Marquez, who has been diligently keeping all things in working order. 

Company Name Product Entered

ADT Blue by ADT Indoor Camera

ADT Blue by ADT Doorbell Camera

ADT Blue by ADT Wireless Outdoor Camera

Aeroturn LLC X-Wing Optical Glass Turnstile

Alula Slimline Touchpad

AMAG Technology Symmetry Business Intelligence

ASSA ABLOY (AZ) HES 630REL Series Enclosure Lock

ASSA ABLOY (CT) Norton 6300 Door Opener with WiFi

ASSA ABLOY (CT) Mortise Lock Status Indicator

ASSA ABLOY (CT) Medeco All Weather Padlock (AWP)

ASSA ABLOY (CT) ASSA ABLOY Blast & Wind Resistant Door Assembly

Axis Communications, Inc. AXIS Live Privacy Shield

Axis Communications, Inc. AXIS Q9216-SLV Network Camera

Boon Edam Speedlane Compact

Bosch Security and Safety Systems MIC IP ultra 7100i

BriefCam BriefCam Video Content Analytics Platform

BriefCam BriefCam Mobile Application

CertiPath, Inc. CertiPath TrustVisitor

Clear Skye Clear Skye IGA

Concentric Semantic Intelligence

Conversus Inc. EyeDetect+

CornellCookson EntryDefender Door

Cozaint Corp askALICE VMS and retention solution

CubeWorks, Inc. CubiSens AH110

CyberLock Inc Dynamic Tags Software Enhancement Module

CyberLock Inc CyberKey Blue 3

Dahua Technology USA Inc. 300 x 400 Hybrid Thermal ePoE Network Bullet Camera

dormakaba Switch Tech

dormakaba Precision 2110VI Exit Device with Intruder Function and Visual Indicators

dormakaba DKPS Power Supply Series

Dotworkz Systems DomeWizard

Fortem Technologies Fortem DroneHunter F700

Gallagher Gallagher Proximity and Contact Tracing Report
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Hanwha Techwin America Hanwha Techwin’s Wisenet TNB-9000

HID Global HID Location Services for Digital Physical Distancing and Automated Contact Tracing

HID Global HID Aero

HID Global HID Signo Readers

Identiv Identiv Body Temperature Measurement Patch

IDIS America IDIS End-to-End Video Tech for Logistics

Infocyte Infocyte RTS (Real Time Security)

Interface Security Personal Protection Monitoring Service

IPVideo Corporation HALO IOT Smart Sensor 2.0

Irisys Irisys SafeCount Live Occupancy Monitoring Solution

Kingston Technology KC2500 NVMe PCIe SSD

LenelS2 OnGuard Cloud Edition

LenelS2 VRx

MOBOTIX M73 Thermal

NeuShield NeuShield Data Sentinel

Omnilert Omnilert App

Panasonic i-PRO Sensing Solutions Panasonic i-PRO FacePRO

Pelco Pelco Spectra Enhanced 7 PTZ IP Camera

Pelco Pelco VideoXpert Enterprise

PerimeterX PerimeterX Page Defender

Pivot3 Pivot3 Virtual Security Operations Center

PlateSmart Technologies Powered by PlateSmart

Qumulo P-368T High-Density, All-NVMe Platform

Radware Radware Kubernetes WAF

Rave Mobile Safety Rave 911 Suite with Live Stream

Razberi Technologies Razberi Monitor - Real-time Video Surveillance Health Monitering

RedSeal RedSeal’s Cloud-Cyber Assessment Package

Regoup Mass Notification Regroup Mass Notification

ReliaQuest GreyMatter

Rigaku Analytical Devices ResQ CQL

SafeWave SafeWave

Salient Systems CompleteView 20/20

SALTO Systems SALTO XS4 Locker Lock BLE

SALTO Systems SALTO KS With PODS

Security and Safety Things Security and Safety Things Open IoT Ecosystem

Senseon Senseon Plus

Singlewire Software InformaCast Command Center for Mobile

SiteOwl SiteOwl

Speco Technologies Speco Access with Two Factor Authentication

Verkada Verkada AC41

VOS Systems LLC AlertTrace

Workhorse, Inc. WorkHorse Service Company Software
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T
he physical security industry has 
before it an incredible opportuni-
ty: to lead business digital trans-
formation (DX) through security 

convergence. Make no mistake about it, this 
is our latest in� ection point. The emergence 
of the cloud and as-a-service platform econ-
omy have created a sense of urgency all the 
way up into the corporate boardroom. DX 
helps enterprises become increasingly cus-
tomer focused and outward facing.

A Multitude of Industries
Organizations from all walks of life 

across a multitude of industries —banking, 
� nancial services, manufacturing, energy 
and utilities, transportation, life sciences and 
many more have realized the importance of 
bringing information from the operational 
aspects of the company to front of the house.

Security experts now agree that the most 
important aspects of security start with the 
identity of the people accessing applica-
tions and information related to the enter-
prise. Are they authorized? Do their privi-
leges extend to transactional data? How 
long should access be granted? Who else 
can see the data? Are their connections se-
cure from attack? And how can their access 
be turned off when they leave the organiza-
tion? What about loT devices?

At the center of converged security is 
people, identity and trust. And in these un-
precedented times, we need to know exactly 
where employees were, at what time and 
who they were with. The changing threat 
landscape, now with a contagion a constant, 
requires a new approach relying on health 
and safety access intelligence—all of which 
comes from a common identity platform.

Extending a single digital identity that 
can be authenticated across logical and 
physical environments at the enterprise has 
rami� cations far beyond physical security. 
For users, it means uni� ed cyber-physical 
security, greater productivity and the abil-
ity to focus on and leverage high-value tasks 

rather than time-consuming manual pro-
cessing traditionally associated with identity 
access governance.

Instead of separate siloed departments 
simply coexisting and not interacting, secu-
rity convergence brings together technolo-
gies from security, HR, IT and Operational 
Technology (OT), capturing and correlating 
threats and risk and addressing compliance 
and policy automatically. It creates a com-
mon identity across people and things, which 
also makes it easier and faster to engage cus-
tomers and the workforce, create amazing 
experiences and offerings and level-up opera-
tions. It co-mingles with cyber controls, facil-
ities technologies and even behavior analytics 
and risk pro� les to mitigate risk holistically.

Data Says Users 
Want Convergence

Security convergence and digital trans-
formation aren’t some pie-in-the-sky con-
cepts anymore. C-Suite and facility execu-
tives who have been moving in this direction 

now know it’s imperative to embrace it as 
we respond and recover from COVID-19.

According to The State of Security 
Convergence in the United States, Europe 
and India, an ASIS Foundation Conver-
gence Report published in fall 2019, some 
35 percent of respondents said that con-
vergence has smoothed the way to create 
a shared set of practices and goals across 
physical security, cybersecurity and busi-
ness continuity teams. In 39 percent of 
cases, convergence has “clearly enhanced 
communication and cooperation.”

Prior to COVID-19 we also saw the fol-
lowing data points from the ASIS study: al-
most 80 percent of non-converged organiza-
tions acknowledge that convergence would 
strengthen their overall security function 
and 40 percent cited the desire to better align 
security strategy with corporate goals as 
the main catalyst for convergence. It’s likely 
those numbers are even higher today. Those 
who were already converging functions and 
digitally transforming probably � nd them-
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The New Heart of Security
Security Convergence and Identity become the foundation of digital transformation while 
COVID-19 transforms access governance
By Willem Ryan

“Security experts now agree that the most 
important aspects of security start with the 
identity of the people accessing applications and 
information related to the enterprise.” 

m
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selves much more prepared to respond to the pandemic and all the 
new facets now part of identity management and compliance.

Businesses already down the path of digital transformation 
have been able to pivot, survive, thrive and serve customers and 
protect their workforce during these disruptive times.

Enterprise security leaders now understand that the effects of 
a cyber breach, physical attack, manufacturing loss, or contagion 
on site far outweigh the costs of a holistic and converged system. 
Those who embrace the digital transformation will enable cohe-
siveness of systems and data, with the end result delivering proac-
tive threat detection and prevention— a uni� ed threat response to 
mitigate risk and greater situational awareness.

Identity Management With Muscles
Identity management software platforms integrate with HR 

programs and processes to bring together the human side of se-
curity, working in tandem to create a better and safer enterprise. 
Identity management with Identity Intelligence technology that 
incorporates arti� cial intelligence and machine learning can set 
risk scores, adding � lters and exceptions to � ag, escalate and de-
tect anomalies in access and even production processes. Active 
policy enforcement rules-based engines automatically identify 
policy violations and unauthorized access as well as operational 
and procedural issues. In addition, identi� cation credentials au-
tomatically expire and are taken of� ine when access is no longer 
granted, reducing risk from a disgruntled employee in-house.

The power of security convergence is most evident when it 
automates and detects seamlessly across more than one domain, 
like IT and physical security. Consider this real-world scenario: a 
utilities company employee enters the company through the main 
lobby, takes the elevator to his � oor and badges in to gain access 
through that level’s main door. He proceeds to his desk and signs 
into the company network to access his email. At the same time 
someone is using the identical access credentials remotely via the 
VPN. Obviously he can’t be physically present locally and remotely.

A converged platform detects the external intrusion by auto-
matically identifying the access anomaly and allows security to 
immediately disable access, preventing a potential threat.

Now, let’s put this in a COVID-19 context. With the pandemic 
and the return to work, modi� cation to identity management is 
required for safety, company policy and compliance reporting. 
Workforce

Health and Safety access governance software solutions help 
organizations open safely in a frictionless, controlled and secure 
way by automating and enforcing COVID-19 related policies and 
procedures. Automated batch email/text noti� cations with self-ser-
vice links send requests to the remote workforce for self-attestation 
and self-reporting offsite and enable access by the worker to the fa-
cility based on health, travel and other company policies. Physical 
security can help enforce health and safety policies through tech-
nology, including reminders, prompts, automation, self-attestation 
and more.

Here’s an example: An employee completes the self-reporting 
health and travel questionnaire, which triggers work� ow based 
on answers. These health questionnaires collect data and docu-
ment employee activity during lockdown, including infection, 
symptoms or exposure. The request routes to the manager for ac-
tion and the work� ow can be con� gured to speci� c needs.

Once the manager reviews the request, it is determined that 
based on the answers the employee is high risk and per policy his 
access will be revoked for 14 days while in quarantine. Enterprises 
administer the self-service process to view, edit and approve health 
exposure risks of the workforce and disable access based on policy.

When the quarantine period is over, the employee receives an au-
tomated noti� cation to request reinstatement and the self-attesta-
tion questionnaire. The employee is cleared and requests to be rein-
stated, following work � ows to provide supporting documentation, 
such as a medical discharge or physician’s letter. Access is reenabled 
and the employee is noti� ed with instructions to come to work.

Health and Safety access governance and intelligence provides 
support for prescreening of the workforce during site entry with 
automated policy enforcements. Pre-registered and onsite visi-
tors/contractors check-in/check-out with prescreening, watch list 
and other checks prior to access. In the production or distribu-
tion facility, Health and Safety analytics track con� rmed or po-
tentially exposed COVID-19 workers, identify exposed areas for 
lockdown and/or sanitization, social distancing violation, loca-
tion heat map and other actionable health and safety analytics.

Identity management also allows you to automate your com-
munications and deliver clear expectations and procedures to 
your workforce, visitors and contractors pre-visit and onsite—
adding to a seamless experience.

Real-time Active Enforcement
Technology like Identity Intelligence and the active policy en-

forcement rules-based engine automatically identify policy viola-
tions and unauthorized access. This allows security managers to 
proactively monitor and respond to security violations as well as 
operational and procedural issues. During the COVID-19 out-
break, this could include travel history to restricted countries or 
regions. Integration with travel and HR applications can detect 
when and where a person booked travel and has badged in, pro-
viding the enterprise the ability to build a solid risk pro� le of 
activity. If  someone in the workforce recently visited a restricted 
location, security and HR teams can be automatically noti� ed 
to disable badge access to help avoid exposure and potential 
transmission. In the scenario where someone in the workforce 
becomes sick they would be considered a high risk. Any requests 
for physical access to a facility would require special approval ac-
cording to company and local or federal health authority policies.

With an outbreak, modi� cation to the visitor experience is 
also required. It is the � rst point of contact and along with lobby 
and security staff  is part of the front lines for safety. Enterprises 
can con� gure their Visitor Identity Management (VIM) system 
to provide clear communication of current policies during the 
outbreak, reinforcing WHO best practices. VIM can easily be 
con� gured to prompt guests to answer speci� c screening ques-
tions related to recent travel and sign off  on legal documents.

Security is no longer simply about keeping bad guys out. Secu-
rity has become the business enabler during the digital transfor-
mation. It’s now the fundamental component 
of protecting people and workspaces and iden-
tity stands at the center.  

Willem Ryan is the vice president of marketing 
and communications at AlertEnterprise Inc.
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T he economic slowdown created by the pandemic has 
forced many retail chains, restaurants, hotels, banks 
and � nancial institutions with a retail presence to cut 
back on staff  and change their business models.

Curbside Delivery
For example, many retail chains have started offering curbside 

delivery that forces employees to step out of the stores. They have 
also cut back staf� ng levels resulting in situations where a single 
employee is left to manage the third shift or handle store closing 
or opening at odd hours with no backup or a co-worker around. 
While lone employees play a critical role in keeping the business 
up and running, they are more at risk of encountering life threats 
at work. As COVID-19 and social strife continue to wreak havoc, 
businesses are actively evaluating options to secure and monitor 
the safety of their lone workers so they can work with con� dence.

Lone workers have always been an important part of certain 
industries and businesses. Historically, convenience stores have 
always employed solitary workers during the third shift. There 
are few sales going on overnight, yet it’s still a 24-hour business.

Whether it’s taking the garbage out, delivering merchandise 
to customers outside the premises, or making a run to the bank 
Now, more than ever, employees in retail chains are � nding them-
selves working alone. Retailers have to now proactively roll out 
security solutions that will give their lone workers an option to 
seek help if  they feel threatened.

Likewise, hotel cleaning staff  and maintenance crews typically 
work alone even when occupancy is high. Recently, hotel chains 
that are members of the American Hotel and Lodging Associa-
tion have chosen to proactively implement a safety program for 
all hotel personnel.

The program includes a mandate to provide all staff  with 
safety devices with the objective of preventing or responding to 
sexual harassment and assault. The 2019 Hotel and Casino Em-
ployee Safety Act (S.B.75) in Illinois mandates a personal protec-
tion device for all employees working alone. New Jersey, Wash-
ington and California have already enacted similar laws requiring 
hotels to provide their employees with a wearable panic button/
safety device.

Banks are also looking for ways to protect employees as they 
too want the option to open with just one employee without the 
presence of an armed guard. They want to ensure the safety of 
employees who leave the inner perimeter of the building such as 
when servicing remote ATMs.

Mitigating Risk for Lone Workers
For many businesses struggling to stay a� oat, employing a full-

time security guard is not sustainable and loss prevention experts 

Why Lone Workers 
are Vulnerable
What any business can do to protect staff from life threats at work
By Brent Duncan

know that guards carry their own risks because you now have an 
authority � gure on site and maybe even a � rearm involved.

There have been instances when a guard’s � rearm caused an 
issue at a location. At the same time, relying solely on a video 
security system when action and intervention are required may 
not always be a viable solution.

The ultimate goal is to minimize lone worker risk and ensure 
employee morale and well-being. The solution has to be simple 
and robust enough that employees want to use it. It should re-
quire no installation, and no con� guring by the end-user. It needs 
to be small, lightweight and unobtrusive until it is needed.

Lone Worker Monitoring Solutions
To address these challenges, there is a new breed of smart, 

wearable, and discreet personal protection devices on the market. 
These devices enable businesses to add another layer of protec-
tion for their associates when they are working alone. Wearable 
personal protection devices can be worn on a lanyard, belt, vest, 
jacket or pants and provide a cost-effective option for retailers 
and businesses who want to give their lone workers the protection 
they deserve.

Phone-based apps can also serve the purpose. However, they 
fall short as they require several steps to turn on, launch and use, 
and may interfere with phone calls and other device functions. 
Visibly fumbling with a personal cell phone can also cause certain 
situations to escalate prematurely If  an assailant suspects the vic-
tim is calling for help or backup.

Personal safety monitoring devices have one major advantage. 
They are always-on, come with a single-push panic button that si-
lently dispatches police and connects to a live monitoring service 
in just a few seconds.

A properly designed personal protection device delivers 
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comprehensive situational awareness by sending time and loca-
tion stamped GPS coordinates to authorities. It also opens a 
two-way audio communication channel with the employee and 
captures evidentiary grade photos to provide hard evidence for 
law enforcement. Because the units are cellular-based, there’s 
no limit to how far an employee can be from the business which 
means that it is perfect for curbside delivery and even home de-
livery use cases.

When the panic button is pressed, how the emergency is han-
dled is just as important as the device itself. These personal pro-
tection devices can work in conjunction with a fully interactive 
video and two-way audio security system. When combined with 
a rapid-response 24/7 central command center staffed with secu-
rity professionals, it becomes the most comprehensive and cost-
effective life-safety and asset protection system on the market.

An interactive monitoring solution further augments a per-

sonal protection device by offering remote security escorts, re-
mote tours, video veri� ed alarms, and even operations compli-
ance services to organizations. With more camera eyes and ears 
on the ground, the opportunity to de-escalate situations further 
increases and deters employee shrink as well.

Keeping Lone Workers Company
Lone workers don’t have to be completely alone. Having an 

experienced security professional and law enforcement available 
at the touch of a button can boost morale and give lone workers 
the con� dence to do their jobs without taking on unnecessary 
risk. Interface Security Systems recently launched a wearable per-
sonal protection monitoring solution in partnership with Risk-
Band. This new service is directly integrated with our interactive 
24/7 Central Command Centers. A single push of a button pro-
vides two-way voice communications, user pro� le data, near real-
time images, and geolocation data to Interface’s trained security 
professionals who can immediately assess the situation, intervene 
and deploy the appropriate emergency response.

In a time when more attention needs to be placed on protect-
ing assets and increasing safety measures for employees and cus-
tomers, this new service enables businesses to 
make wearable safety devices an essential com-
ponent of their emergency response strategy. 

Brent Duncan is the chief revenue of� cer at Inter-
face Security Systems.
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“As COVID-19 and social strife 
continue to wreak havoc, 
businesses are actively evaluating 
options to secure and monitor the 
safety of their lone workers so they 
can work with confidence.”
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T
he impact of the COVID-19 pandemic has challenged 
companies’ security in new ways and exposed an in-
creasing number of threats and vulnerabilities. As 
they plan to reopen and consider their company’s fu-

ture, security teams will not only need to evaluate their current 
security systems but better understand what security means to 
them in the new norm.

Managing people on your company’s property through ac-
cess control systems will matter more than ever before. While you 
likely added or changed your company policies regarding access 
during the pandemic, it’s time to consider how you’ll prepare for 
the post-pandemic mindset. This means security teams will place 
greater value on the ability to track and manage traf� c � ow and 
understand exactly who is coming and going from their facility.

In addition, to ensure that all individuals in and out of their 
facility have been properly screened at the point of entry, some 
businesses are even talking about post-entry screening as changes 
can occur throughout the workday.

Looking ahead, there are essential tools and resources you’ll 
need to prepare for the post-pandemic working world.

ENHANCE YOUR VISITOR MANAGEMENT SYSTEM
With employees and visitors returning to of� ces, companies 

want to more effectively screen those who are accessing their 
premises. Visitor management systems have been used before to 
screen and grant access to on-site visitors, but those systems are 
maturing. Some now include contractor, vendor and employee 
identity management, pre-screening questions, hygienic touchless 
interfaces and tools to automate work� ows and ensure proper 
compliance with company policies.

Because of these improvements, advanced visitor manage-
ment technologies can provide an important security layer to 
your access control policies, enforcing compliance and integrat-
ing seamlessly with your current security systems.

For example, human temperature screening devices, which scan 
exposed skin with thermal imaging sensors to detect elevated tem-
peratures, can add an extra screening layer to your visitor man-
agement system. Some of these systems deployed require staff  
to monitor the screening process, while others include additional 
automation to allow for more � exibility with the overall solution.

These systems, however, still require periodic monitoring to 
ensure the environment or other conditions do not impact the 
accuracy of your subject’s skin temperature readings. Depending 
on the solution, day or time of year, it may require adjustments 
for temperature deviation, thresholds or recalibration.

Also, depending on your company’s location, you may be gov-
erned by speci� c regulations like EEOC, ADA, HIPAA and FDA 

compliance requirements, so ensure your system meets those ex-
pectations and that your internal policies re� ect them.

A major misconception around human temperature screening 
technology is that it can detect viruses like COVID-19. These so-
lutions cannot detect surface contamination nor asymptomatic 
individuals, and higher skin temperature does not always equate 
to illness. Ensure you follow CDC guidelines and be aware of 
your state and local requirements. These screening devices are 
part of your larger access control system and strategy. They’re 
tools that are part of a policy and program to help you mitigate 
risk of your visitors and human assets.

Another area of risk in these systems is the pen and paper 
logbook: manually tracking visitors to your property is time-
consuming and dif� cult to use to enforce policies, not to mention 
creating a common touchpoint where illness could be spread. In-
stead of paper, electronic visitor management kiosks let compa-
nies easily screen and track people, and produce visitor badges 
without manual management from additional company staff. 
You can also ask screening questions at the digital kiosk, such 
as recent travel locations, health symptoms or exposure to oth-
ers who were diagnosed with COVID-19. The bene� ts of kiosks 
extend to as many sites as you have, with increased convenience, 
compliance and visibility across your company.

IMPLEMENT CLOUD-BASED 
ACCESS CONTROL SOLUTIONS

When companies closed of� ces and moved teams to remote 
work, it showed many security teams the importance of being 
able to fully access their systems for remote management to adapt 
quickly and respond to the new security environment, needs and 
potential threats. While your on-site access control may have in-
cluded steps like checking exterior doors, collecting master keys 
and conducting access audits, moving to a remote setting requires 
new cloud-based technologies to give you a more omnipresence 
within your business to respond to threats with deeper levels of 
operational insights.

As we’ve seen during the pandemic, many companies needed 
to update their access privileges quickly with limited staff access to 
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How to Prepare Your System
COVID-19 exposes threats and vulnerabilities as companies reopen
By Rich Mellot

“While you likely added or changed 
your company policies regarding 
access during the pandemic, it’s time 
to consider how you’ll prepare for the 
post-pandemic mindset.” 
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their locations. Processes like adding or revoking user access cre-
dentials remotely can be accomplished more effectively with cloud-
based access control. Beyond granting privileges, these systems can 
also enable mobile credentialing as an easy-to-manage contactless 
solution to reduce viral spread and increase ef� ciencies. Stored in 
users’ phones, mobile credentials can be integrated with � ngerprint 
and facial recognition capabilities to increase security.

Coupled with other cloud-based solutions like video surveil-
lance as a service and intelligent service assurance monitoring, 
your access control system can monitor and protect your prop-
erty, ensure access is granted to the right people, operational up-
time and performance monitoring and allow your team to con-
trol everything from anywhere and at any time. You can reinforce 
your security policies, including whatever changes you’ve made 
since the pandemic began, to protect your employees and assets.

PROTECT YOUR PREMISES WITH ALARM VERIFICATION
The pandemic has left many communities strained with public 

resources like police of� cers and other emergency responders. In 
efforts to limit human contact, some cities have chosen to limit 
in-person responses to certain calls like breaking-and-entering 
reports without suspects or the potential to recover lost proper-
ty. Companies may have the right security components in place, 
however, they also must ensure their security system can verify 
when a situation is occurring and notify the right people in time.

Alarm veri� cation systems use video and audio technology to 
enhance the monitoring of your premises when an alarm is trig-
gered. A monitoring center operator can then con� rm a human 
presence – rather than a false alarm triggered by a stray animal or 
an HVAC system kicking on, for example – and assess the threat 
level to your company. These systems provide actionable intel-
ligence that a crime is being committed and capture the details 
police will need to apprehend the intruder.

Use of advanced alarm veri� cation technology reduces false 
alarms, thus leveraging police resources for known alarm events 
and potentially increasing your call priority, which can lead to 
more apprehensions. Alarm veri� cation vendors have seen that 
police respond up to 85% faster to veri� ed alarms as opposed to 
unveri� ed ones, and for one vendor it has led to over 180,000 docu-
mented apprehensions – many before entry was made. If your com-
pany wants to add more power to your intrusion detection system 
and avoid costly false alarm fees, consider alarm veri� cation.

SECURE YOUR NETWORK WITH CYBERSECURITY TOOLS
When the workforce shifted primarily to remote of� cing and 

business owners/leaders closed access their facilities due to COV-
ID-19, the shift in work brought additional cybersecurity threats 
to the table. In April 2020, a few weeks after stay-at-home man-
dates began, the FBI’s Cyber Division reported up to a four-fold 
increase in daily cyber attack reports. As companies adopt more 
network-based solutions and add more components to their se-
curity systems, cyber attacks can be expected to continue rising.

Adequately protecting new systems is proving dif� cult for 
many companies since they struggle recruiting and retaining the 
right talent. Information Systems Security Association (ISSA) 
and industry analyst � rm Enterprise Strategy Group (ESG) 
found that almost three-quarters of organizations are affected 
by a lack of available cybersecurity talent. There’s a dearth of 

the needed skills in the marketplace and a lack of resources on 
the company’s side to retain dedicated cybersecurity staff. Yet, 
enterprise networks are becoming more complicated than ever 
before, and with the introduction of cloud-based tools and envi-
ronments, cybersecurity is an even more critical need.

In response, companies are turning to technology and profes-
sional services to help mitigate cybersecurity risks to their environ-
ment. Network protection solutions can keep a company’s net-
work, devices and data safe from attacks like intrusions, malware, 
ransomware, phishing and malicious � les. These solutions can also 
protect remotely connected IoT and other IP-connected devices, 
which are being exploited more as a result of the pandemic shifting 
workforces away from the of� ce. Coverage with the proper cyberse-
curity tools and supplemental services can prevent future � nancial 
disasters and ensure your network stays fully functional.

ADD REMOTE SERVICES TO YOUR PROFILE
Even before the COVID-19 pandemic, remote security solu-

tions were a growing trend. But with more strain on company 
personnel and budgets and increased restrictions for on-site 
visitors, security teams will rely more on remote security man-
agement than ever before. While your security team may have 
implemented speci� c remote services to � ll in gaps during the 
pandemic, the future will require a more comprehensive solution 
that addresses security needs be� tting updated company policies 
and the new norm.

Remote systems for on-premises use include several options 
for monitoring. After you’ve installed security cameras applied to 
your speci� c application needs, a monitoring center operator can 
conduct remote “guard tours,” visually surveilling the property 
on-demand or based on a schedule to look for potential threats or 
intruders. Some systems even allow guards to speak through the 
camera to anyone on-site, or for the system to play a pre-recorded 
message when an analytic detects a person breaching the property 
or perimeter. When compared to an on-site patrol, this system 
can save you up to 80 percent of your personnel cost.

Beyond monitoring, remote services can include round-the-
clock site management. A monitoring center can manage person 
or vehicle access to the building, conduct video surveillance and 
speak through intercoms, taking over or supplementing respon-
sibilities carried out by on-site staff. A service provider may also 
offer an online portal for you to manage the services you’re using, 
view reports and handle issues like service calls and billing. Even 
when your staff  can’t be on-site, remote services can help you pro-
tect access to your property and assets.

While the pandemic has brought to light many new challenges 
and threats to security, you can rely on your security systems to 
mitigate threats to your premises, assets and people. The addition 
of technologies like human temperature screening devices, cloud-
based access control and video, automated service assurance and 
remote managed and monitored services can ensure your security 
solutions have the ability to respond to the immediate challenges 
created by this new norm and the ability to plan 
ahead for the ever-changing challenges that 
come within your security landscape. 

Rich Mellott is a director of Technology & Prod-
uct Management at STANLEY Security.

P O S T  P A N D E M I C
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Net2 Occupancy Management
Paxton has brought new additions to its leading Net2 
access control product line, helping installers make 
their customers’ buildings more COVID-secure. The 
latest version of Net2 – v6.04, has been in rapid de-
velopment since May and is now ready for installers 
to download. It features Net2 Occupancy Manage-
ment which allows you to limit the number of people 
in any given area; either barring access or sending 
an email or text to the building manager when a 
space nears capacity. It works across multiple areas 
of a site and can be set to operate a one in, one out 
system to support social distancing measures. In 
addition to this update, installers who want to use 
thermal scanning to help limit the spread of the virus 
can do so with three new thermal scan integrations.

Powerful Encoding Capabilities
SALTO Systems has released the NCoder – a con-
tactless smart card for next-generation access con-
trol systems that integrates the encoding capabilities 
of a powerful updated design encoder with a built-in 
desktop reader function. The SALTO NCoder configures 
permissions and user access plans for user creden-
tials or hospitality guests. It is compatible with a wide 
range of RFID cards and mobile keys. SALTO SPACE 
data-on-card-platform system operators – by defining 
their own user access plan and building properties with 
ProAccess SPACE web-based software – can rightfully 
take control over user rights management of their 
building access system. Security meets design with 
the SALTO BLUEnet generation of smart locking access 
control products and the NCoder is no exception.

Changing Landscape in 
Video Intelligence

viisights, Inc., the developer of innovative behav-
ioral understanding systems for real-time video 
intelligence, continues to gain momentum with cit-
ies, organizations, and technology partners serving 
the U.S. market. The highly innovative and unique 
solution provides municipalities and organizations 
with the ability to automatically detect, analyze 
and differentiate human behaviors, such as an 
individual slipping and falling vs. being thrown to 
the ground, or two people embracing vs. fighting, 
or a peaceful parade vs. a riot. viisights’ power-
ful solution also delivers analytics ideal for helping 
organizations get back to work safely.

Streamlined Single-voltage 
Pre-wired Solutions

ProWire Unified Power Systems has expanded its 
family of products with the introduction of ProWire 
XPRESS, a new value line of single-voltage power 
systems featuring prewired controller terminal 
strips for rapid, reliable setup and in-the-field sav-
ings. ProWire XPRESS models come prewired for 
system power, faults, communication and tamper 
switch. Models are currently available for Mercury 
Security controllers in four-door (FPV4-E2M/T4X) 
or 12-door (FPV102-D8PE2M1/T12X; FPV104-
D8PE2M1/T12X) configurations at 12 or 24VDC. 
ProWire XPRESS carries a joint Mercury/LSP UL, 
ULC certification and CE listing (EU). 

Device Achieves 3-hour Rating
Securitech Group is pleased to announce that 
SAFEBOLT™, the award-winning red button lock-
ing solution, has increased its fire rating for up 
to three hours. SAFEBOLT™ is the first barricade 
lock that respects all fire and life-safety codes for 
safe-haven locations such as classrooms, offices, 
houses of worship and other spaces. SAFEBOLT™ 
empowers anyone in the room to safely secure 
the door without dangerously trapping others. De-
signed in full compliance with existing NFPA, IBC 
(International Building Code) and other codes, AHJs 
(Authorities Having Jurisdictions) do not need to 
write exemptions to allow the use of SAFEBOLT™. 
Simply pressing the red button projects a 1” stain-
less steel locking bolt to secure the room.

Temperature Scanning Solution
Johnson Controls announced the launch of its smart 
elevated skin temperature scanning solution, the Tyco 
Illustra Pro Thermal EST. A healthy and safe environ-
ment starts with a holistic approach that encom-
passes not only a building’s heating, ventilation, and 
air conditioning  infrastructure, but adds temperature 
screening among protocols including contact tracing, 
frictionless entry and exits, and the practice of social 
distancing. This contactless and highly accurate solu-
tion will be another tool in the first line of defense for 
building owners and operators as part of their pan-
demic safety measures. The Tyco Illustra Pro Thermal 
EST camera provides rapid scanning at accuracy 
levels that exceed standards set by the International 
Electrotechnical Commission (IEC), as tested and con-
firmed by Underwriters Laboratories (UL).

https://www.paxton-access.com/Paxton-introduce-occupancy-management
https://www.saltosystems.com/en-us/news/item/1232/powerful-encoding-capabilities-right-at-your-fingertips-with-the-new-salto-ncoder/
https://www.viisights.com/news/viisights-behavioral-recognition-changes-the-landscape-in-video-intelligence/
https://www.lifesafetypower.com/products/access-control-power-systems/prowire-xpress
https://illustracameras.com/thermal-camera/
https://securitech.com/safebolt/
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Drone Detection Device
DroneShield Ltd is pleased to announce the up-
coming 2Q2020 software release of its RF-based 
threat detector for its various counterdrone prod-
ucts, including body-worn RfPatrol MKIITM plat-
form. The software upgrade will be available for 
all customers and fielded devices starting July 1. 
RfPatrol MKIITM is a body-worn passive (non-emit-
ting) drone detection device. As the drone threat 
rapidly evolves, DroneShield provides quarterly 
updates to ensure its customers receive continu-
ous counterdrone protection. 2Q2020 quarter up-
date includes a number of new drone models from 
multiple manufacturers, as well as performance 
enhancements and general firmware updates. 

Making Access Management Simple
Bosch Building Technologies is introducing its Ac-
cess Management System 3.0 as a simple, scalable 
and always available solution. Today’s market wants 
access control systems that are always available, 
scalable, and integrated with other security solu-
tions like video and intrusion systems to ensure the 
highest security and safety levels. At the same time, 
these systems must be easy to configure and use. 
With the introduction of the Access Management 
System 3.0, Bosch meets all of these requirements. 
The system is designed to be available at all times. 
Its resilient design includes a Master Access Control-
ler (MAC) as an additional layer of defense between 
the server and the access controllers. 

Antimicrobial Security  
Tray Technology

Leidos is upgrading the Edinburgn Airport Limited 
security tray returns with its antimicrobial tray tech-
nology. The technology will minimize the spread of 
bacteria in an airport setting from person to surface 
contact. The security trays prevent reproduction of a 
broad spectrum of bacteria, including staphylococ-
cus aureus (staph), E. coli, and antibiotic-resistant 
bacteria like MRSA and VRE, by 99.99 percent. The 
antimicrobial technology is built into the security 
tray during Leidos’ tray manufacturing process and 
continuously minimizes the presence of microbes 
throughout the security tray’s lifecycle. 

Long-term Video Retention
Cozaint Corporation, has announced the launch 
of askALICE, the industry’s most economical video 
surveillance management hardware and software 
system delivering extreme long-term retention. 
askALICE provides an enterprise-grade video man-
agement software suite integrated with server 
and multi-tiered storage. Cozaint has developed 
the capabilities of the VMS software to easily play 
back video from either initial storage or second-
tier storage without any additional steps needed by 
the surveillance operator. This breakthrough now 
enables the Cozaint VMS Software —named BOB-
BYvms— to seamlessly and effortlessly play video 
from various tiers of storage. 

Converter Attains Certification
The Cypress OSDP-Wiegand Converter has at-
tained certification by the Security Industry Associa-
tion’s OSDP Verified program. The OSDP Verified mark 
validates that a device conforms to the SIA Open 
Supervised Device Protocol (OSDP) standard and its 
related performance profiles. One of the first devices 
to receive the OSDP Verified designation, the Cypress 
OSM-1000 Converter is a sought-after solution for 
adopting OSDP, which became an international IEC 
standard this year. OSM-1000 offers a choice of 2 op-
erating modes. When used in PD (Peripheral Device) 
mode, it connects a traditional Wiegand reader to an 
OSDP access control unit. When used in ACU (Access 
Control Unit) mode, the OSM-1000 connects an OSDP 
reader with a legacy Wiegand access controller.

A unique Traffic Enclosure Lock
ABLOY USA is the first company in the United 
States to offer a uni-versal hybrid mechanical/
electromechanical product with the introduction 
of its new Traffic Enclo-sure Locks. The 75481 
series provides several key access control op-
tions using less cylinder and offering greater ac-
countability. The 75481 series provides the right 
solution for three distinct applications. The first is 
product specific with less cylinder, such as any 
Key-In-Knob Schlage. There also is the mechani-
cal PRO-TEC2 and the electromechanical ABLOY 
CLIQ™. The need to secure traffic critical infra-
structure is becoming more complicated due to 
new traffic cabinet technology. 

https://www.droneshield.com/
https://www.boschsecurity.com/xc/en/solutions/access-control-systems/access-management-system/
https://www.leidos.com/security-detection
https://cozaint.com/product/askalice/
https://www.abloy.com/Abloy/AbloyGlobal/ABLOY%20USA/Resources/Product%20Datasheets/ABLOY%20DataSheet_Traffic%20Enclosure%20Lock.pdf
https://cypressintegration.com/products/osdp/osm-1000/
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Controlling the Cogeneration 
Plant for Hudson Yards

INDUSTRY  PROFESSIONAL
With Randy Smith

T owering over the Hudson 
River on Manhattan’s New 
West Side is Hudson Yards –  
a cultural epicenter with more 

than 100 diverse shops, residences and 
culinary experiences. By area, it’s the larg-
est private real estate development in the 
United States – covering more than 18 
million square feet over seven city blocks.

Early in the planning process, the 
Hudson Yards development recognized 
the opportunity to power Hudson Yards 
in a resilient, effective and sustainable way. 
The answer was a 13.3-MW cogeneration 
(CoGen) plant.

“The plant is a green initiative, we 
wanted to limit the greenhouse gasses 
by burning natural gas onsite, said Nick 
Lanzillotto, vice president of MEP-
HRY Development. “It means we use 
about 80 percent of the energy the plant 
produces both electrical and thermal 
energies, as opposed to around 30 percent 
of the energy from commercial electric 
suppliers.”

NOT YOUR TYPICAL POWER PLANT
The CoGen plant at Hudson Yards 

serves all the buildings in the Eastern 
Railyards development. The buildings 
energy needs are met with Cogen as well 
as the buildings own infrastructure. It’s 
a complex system that requires a master 
control room to keep everything operating 
smoothly.

“We needed to set up a control center 
that’s more typical of a power plant and a 
district energy plant rather than a typical 
New York City skyscraper,” Lanzillotto said.

Nick had a vision for this control center. 
Well into the center’s development, he 
realized his vision wasn’t being achieved. 
That’s when he discovered Winsted.

“I happened to visit Winsted website 
and saw images of control room layouts, 
they just had the right feel,” Lanzillotto 
said. “That’s when we brought Winsted 
into the project.”

A SEAMLESS PROCESS – FROM 
CONCEPT TO INSTALLATION

From concept to installation, the setup 
was smooth and seamless. So much so, 
that Lanzillotto wished other Hudson 
Yards projects would follow suit.

“If  the whole project went as easy 
our work with Winsted, it would’ve been 
great,” Lanzillotto said. “The Winsted 
team was wonderful to work with. From 
rendering to layout, to determining 
the right components, all the way to 
installation, it all went very smooth.

In total, the CoGen plant’s control 

room contains five workstations, each 
with four monitors. An 8’ x 16’ video 
board stands in front of the workstations. 
Outside of the control room sits the in-
formation room with a single technician 
workstation, filing cabinets, storage cabi-
nets and a blueprint-reading table with ad-
ditional storage.

“They made it very easy for us,” said 
Nick. “Because it was so seamless, we 
worked with Winstead on a fire command 
center that also went very well.” 

Randy Smith is the president and general 
manager of Winston Corp.

Anton Gvozdikov/Shutterstock.com



AXIS C8210 Network Audio Amplifier is a smart device that transforms any
passive speaker into a network speaker. Use any brand or design and get
the benefits of network audio. Everything you might need is built-in, such as 
amplifier, DSP, streaming functionality and audio management software.  
AXIS C8210 enables a smooth transition between analog and network audio.

www.axis-communications.com/audio-amplifier

Network audio 
with any 
speaker.
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The i-PRO Secure Campus is a comprehensive program designed to better protect students, educators and 
campuses that goes far beyond just providing technology solutions. Our team of experienced education 
security professionals will help you pinpoint specific safety and security objectives, formulate a detailed 
plan, and assist in securing the resources necessary to implement and maintain the security system that 
best meet your needs. We work by your side with our national network of integration partners to secure 
your campus. It is the curriculum for success implemented at thousands of schools across the nation. That 
is the power of i-PRO Secure Campus.

SECURING THE 
FUTURE

i-pro.com/securecampus

PANASONIC SECURITY IN THE U.S. IS NOW i-PRO
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