Case Study
CyberPeace Institute

CyberPeace Institute Deploys Kasten K10
by Veeam for Secure, Reliable Backup of
Kubernetes Data and Applications

Executive Summary
This global, non governmental organization needed a
robust solution for protecting Kubernetes applications,
to reduce the risk of data loss or corruption. Kasten
K10 enabled reliable backup and recovery, as well as
application mobility across a hybrid cloud infrastructure.

Industry: Cybersecurity
Use Case: Backup and Recovery
Company

Top 5 Benefits of the Kasten K10 solution
1. 	Easy to install — no training or complex
configurations
2. Impressive and intuitive graphical interface
3. 	Saves hours and hassle with one-click backup
and recovery
4. 	Encrypts data at rest and during transit to
ensure security
5. 	Provides ease of use, without training or
extensive expertise on Kubernetes platforms

Customer Background
Headquartered in Geneva, the CyberPeace Institute
is an independent and neutral non governmental
organization that strives to protect vulnerable civilian
populations from cyberattacks and cyber operations.
The organization’s mission is to enhance the stability of
cyberspace, by decreasing the frequency, impact and
scale of cyberattacks.

“Kasten was the only solution
to fill all our requirements,
and the only tool that, once
installed,

enabled

us

to

migrate Kubernetes deployments

from

one

cluster

to another with one click.”
–  Infrastructure and InfoSec
Manager, CyberPeace Institute
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Customer Challenges
As part of this mission, CyberPeace Institute works to bring information and data about
cybersecurity to the public to ensure responsible behavior, and to advance cybersecurity laws
at the corporate and state levels. To that end, the Infrastructure and Infosec Manager leads
CyberPeace Institute’s efforts to perform, facilitate and coordinate collective analysis, research,
and investigations of cyberattacks targeting vulnerable communities. “We analyze cyberattacks
with a thorough forensic investigation, to hold malicious actors accountable,” he said.
The Institute’s ICT team uses Kubernetes to
develop applications for threat analysis and the
graphical visualization of data via dashboards,
for use by cybersecurity experts as well as the
public at large. The team has multiple Kubernetes
clusters running in a multi-cloud environment.
They use Rancher Labs to orchestrate and
manage the environment, as well as multiple
CI/CD tools, DevOps monitoring tools, and
multiple databases.
The team had been using an open-source backup solution to protect its applications and data.
“Although free, the solution was time-consuming to configure, and did not meet our needs
for rapid, seamless data and application backup,” CyberPeace Institute said. The team needed
a robust Enterprise Ready solution to meet the data protection and security requirements
for Kubernetes applications, without a requirement for extensive expertise in Kubernetes for
operational management.

Cybersecurity Challenges
Needed a solution for rapid, seamless data and application backup
Multiple Kubernetes clusters running in a multi-cloud environment created complexity
Open-source backup solution was time-consuming to configure and ultimately ineffective
Needed to meet strict data protection and security requirements
Shortage of highly technical staff members and Kubernetes expertise
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Kasten K10 Solution and Benefits
The ICT team at CyberPeace Institute discovered Kasten K10 by Veeam and found it to be more
robust, and easier to configure and use than the open-source solution. Backing up an application
is a one-click operation that takes just minutes to complete. “Kasten K10 provides an intuitive
graphical interface that’s easy to understand and navigate, which means I can delegate
administrative tasks to non-technical team members, without having to provide extensive
training,” said CyberPeace Institute.

“With Kasten K10, we are able to protect and restore applications without worrying about
having databases running both inside and outside of Kubernetes. The solution has also
proved extremely useful when data is inadvertently deleted or accidentally lost. For example,
when a database crashes, it’s extremely quick and easy to restore everything. And for
migrating applications between clusters, it works perfectly every time”
– Infrastructure and Infosec Manager, CyberPeace Institute

Enables end-to-end protection for applications and data
Kasten K10 provides an end-to-end protection layer for both applications and data, whether the persistent data
is inside or outside of the Kubernetes cluster. Full encryption of data in transit and at rest ensures CyberPeace
Institute meets its financial regulation standards for backups.
Kasten K10 efficiently extracts data from the Kubernetes environment and stores it in dedicated, secure
repositories. It also provides support for key enterprise security needs, including RBAC and air-gapped
environments. Kasten K10 supports multilayer data capture, which addresses the entire application stack by
taking a consistent application-to-infrastructure view, to solve the critical need for compliance and restore
testing.

Supports continuous operations with secure, high-performance backups
Kasten K10 enables backup of cluster resources such as objects and custom objects that are required to manage
the cluster state. This snapshot quickly recreates the cluster’s components and workloads when needed.
Kasten K10 supports multilayer data capture, which addresses the entire application stack by taking a consistent
application-to-infrastructure view, to solve the critical need for compliance and restore testing.

Provides automatic, ongoing backup and recovery
Kasten K10’s application mobility feature saves time by enabling the team at CyberPeace Institute to move
applications between clusters, quickly and automatically. The solution’s workflows manage backups at scale via
automation and dynamic policies, eliminating the need to produce custom scripts. Specifically, Kasten K10 auto
discovers applications, adapts to changes and dynamically maps policies to the current state of the application.
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Easy-to-use GUI requires no training
Kasten K10’s easy-to-use native graphical interface enables one-click backup and recovery. “You don’t need to
be a Kubernetes expert to use Kasten K10, and you don’t have to be certified or know every command linke of
the solution,” CyberPeace Institute said. “Using the intuitive GUI, anyone can restore or migrate an application
easily and in minutes, without extensive training.”

Set it and forget it
Kasten K10 is deployed within minutes. The CyberPeace Institute was able to configure the solution once, and it
continuously runs in the background, backing up data and applications on an ongoing basis. “We don’t need to
use it every day,” they said. “We just set it and forget it — it runs by itself.”

Flexible and scalable
Kasten K10 supports a wide variety of compute and storage infrastructure configurations and data storage,
including multi-tenant, multi-cloud environments and complex muti-cluster Kubernetes deployments.

Cost-effective and affordable
Kasten K10 reduces operational overhead by simplifying and streamlining application backup and recovery,
and enabling non-technical team members to perform data management tasks with ease.

Conclusion and Outcomes
Kasten K10 cloud-native Kubernetes backup and recovery solution has enabled the CyberPeace
Institute to proceed with its work in promoting the rights of people to security, dignity
and equity in cyberspace by helping vulnerable civilian populations prepare for and recover
from cyberattacks.
With Kasten K10’s intuitive GUI, the ICT team benefits from lower operating overhead and faster
development cycles, while having peace of mind that the applications they’re developing are
secure and protected, and can be easily recovered, restored or moved between clusters, if needed,
without fear of data loss or corruption. Additionally, they have full flexibility to leverage whatever
cloud services or storage type makes the most sense, as they continue to develop applications
to serve their business partners.

About Kasten by Veeam
Kasten.io is an independent Kubernetes Business Unit within Veeam, and the award-winning leader in Kubernetes Backup
and Disaster Recovery. Kasten by Veeam helps enterprises overcome Day 2 data management challenges to confidently run
applications on Kubernetes. Kasten K10, a data management platform purpose-built for Kubernetes, provides enterprise
operations teams an easy-to-use, scalable, and secure system for backup/restore, disaster recovery, and application mobility
with unparalleled operational simplicity.
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