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About Synergy JOIN

New technologies have made it possible for enterprise collaboration solutions to work seamlessly together. Today Microsoft
Teams (MS Teams) and Skype for Business (Skype4B) users participate in joint meetings with video conferencing users as
standard, with high-quality video, audio and content sharing. However. there are still some challenges when it comes to the user
experience.

Joining a meeting using desktop client (such as MS Teams or Skype4B) is easy, but the video conference user has to manually
dial the meeting address from a video touch pad or a remote control. There may even be confusion as to what to dial from an
endpoint if the meeting is hosted in Office365 (Teams or Skype Online). Automating the connection process is therefore of great
value to organizations.

Synergy JOIN (JOIN) solves this by automatically connecting video-enabled meeting-rooms to Skype meetings using Cisco One
Button To Push (Cisco OBTP) or Polycom One Touch Dial (Polycom OTD). The end-user simply schedules a new meeting in
Microsoft Outlook or Google Calendar and adds the required video-enabled meeting-rooms. JOIN manages the connection
and brings the Cisco OBTP or Polycom OTD information to the video endpoint. You can also forward video meeting invitations to
a video-enabled meeting-room and automatically enable Cisco OBTP or Polycom OTD. JOIN removes the risk of typing errors
and ensures that all meetings start on time.

In addition, JOIN can be used to schedule meetings in personal and Dynamic VMRs for Cisco and Pexip environments, sending
the Cisco OBTP or Polycom OTD information to the scheduled video endpoints as well as the ability to dial out to endpoints that
do not support Cisco OBTP or Polycom OTD.

JOIN is shipped as a Windows installer with a simple setup wizard that enables quick deployment.

The solution supports Microsoft Skype for Business, Microsoft Teams, Cisco WebEXx, Pexip Infinity, Cisco Meeting Server
(CMS), StarLeaf Cloud environments as well as Microsoft Exchange OnPrem, Office 365 and Google Calendar Platform.
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How Synergy JOIN works

All features of JOIN listed below are available for all Microsoft Exchange & Google Calendar integrations:

« Cisco One Button To Push(Cisco OBTP)

« Polycom One Touch Dial (Polycom OTD)

« Scheduling of Personal VMRs

« Scheduling of One-time/Dynamic VMRs

« In-body updates of invites for One-time/Dynamic VMRs

Feature overview
JOIN supports the following feature set:

« Booking Skype4B, MS Teams, WebEx, Zoom or Google Hangouts meetings using Outlook or your current Calendaring
system. JOIN creates a URI for the meeting that is sent as Cisco One Button To Push (Cisco OBTP) or Polycom One
Touch Dial (Polycom OTD) to all video endpoints scheduled in the same meeting.

« Booking Dynamic VMRs (Cisco and Pexip only):

o Endpoints receive the URI as Cisco OBTP or Polycom OTD
o Endusersreceive the URI as a Webrtclink in their calendar

« JOIN can identify patterns in meeting room invitations so that the endpoint can be populated with Cisco OBTP or Polycom
OTD information for personal VMRs (e.g. meet.js@example.org).

« JOIN can be configured to dial out to booked endpoints that don't support Cisco OBTP or Polycom OTD at the meeting
starttime.

« Emails containing the dial-in information for the meeting can automatically be sent to the meeting participants (both
internal and external participants).

ui Microsoft Teams OBTP/CTJ
BlueJeans Meeting information
Invitation
S I]\N Cisco —
wQ ZOOmries ‘ Endpoint CEREE)
E ex -

Native PC/ i Microsoft Teams .

Client pemp

— " Bluejeans

t ex
200m

Overall process from install to end user

1. After installation, video admins add the following information into the JOIN configuration tool:

Exchange or Google server connection settings.

MCU details (Pexip, Cisco Meeting Server (CMS) Videonor, StarLeaf Cloud [or left blank if no supported MCU]).
Exchange Meeting-room resources or Google Hangouts meeting resources.

Video endpoint information (Room IP Address, User name and Password are required for Cisco OBTP)

o O O O

2. Usersbooka video meeting from Outlook, inviting one or more video-enabled meeting-room resources.
o Usersbook a Google meeting from their Google Calendar, inviting one or more video enabled meeting-room

resources.
3. JOIN monitors the meeting-room resource at various intervals to check if a meeting invitation has been received.
4. Inthe below example a Skype4B meeting has been scheduled with a Pexip MCU:

= Skype invitations sent to meeting-room resources include a URI in this format:
sip:js@example.org;gruu;hhsbcghdfnopaque=app:conf:focus:id:ABC 123456
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= JOIN rewrites to a URI the meeting-room endpoint can call eg: S4B.ABC 123456.js@example.org
The Below example examples are for Dynamic or Ad-Hoc Meetings
o For Ad-Hoc meetings, a numeric 5 or 6 digit number is populated based on a number pool that is configured by the
administrator
o For personal VMR meetings, the URI in the invite body is identified as the URI.

5. The URIlissentto the endpoint as Cisco OBTP or Polycom OTD ready for attendees to start the meeting. The user
receives a click-able WebRTC link to join the meeting from their computer

6. Thecallisrouted through the gateway and all attendees turn up in the same virtual meeting room, irespective of the
medium used to join the meeting
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Requirements

Windows Server software

Operating system Additional features required

Windows Server 2008 R2 64 bit (or newer)

Microsoft .NET 4.8 Framework or newer

Microsoft Visual C++ Redistributable

Windows Server hardware

Number of video-enabled meeting CPU

rooms

0- 100 4 Cores 8GB 20GB
100 - 300 4 Cores 16 GB 50 GB
300 - 900 4 Cores 32GB 100 GB
900 - 2000 6 Cores 40GB 150 GB
2500 + 8 Cores 64 GB 250 GB

Network requirements

Destination Protocol Port (TCP Description
unless
otherwise
stated)
Synergy JOIN Microsoft Exchange HTTPS 443 Scheduling.
Synergy JOIN Cisco TMS HTTP 80 Tracking codecs on DHCP.
HTTPS 443
Synergy JOIN Pexip Management Node HTTPS 443 Initiating dial-out calls.
Provisioning one-time VMRs.
Synergy JOIN Pexip Conference Node HTTPS 443 Optional: JOIN requires access to one Pexip conference node for
displaying “End of Conference Warnings”
Synergy JOIN StarLeaf Cloud: HTTPS 443 Provisioning gateway call in StarLeaf Cloud.
https://api.starleaf.com
Synergy JOIN CiscoCMS HTTP 80 Initiating dial-out calls.
HTTPS 443 Provisioning one-time VMRs.
Synergy JOIN Cisco codecs HTTP 80 Updating codecs with Cisco OBTP information.
HTTPS 443
Synergy JOIN Polycom codecs HTTP 80 JOIN should be able to push Polycom OTD updates to the
HTTPS 443 endpooint
Synergy JOIN 213.239.88.80/28 HTTP TCP Software upgrades and license management
https://licensing.synergysky.com (S)/80443
Synergy JOIN Internet HTTP 80 JOIN requires internet access to find the address to the Skype
HTTPS 443 meetlng for CMS Office 365 meetings, and for all external Skype
invitations that are forwarded.
Synergy JOIN Cisco IX, TX and CTS Codecs HTTP 8081/9501 Updating the IX,TX and CTS Codecs with Cisco OBTP information
Internet/ThingsWeb Synergy JOIN HTTP 80 JOIN requires internet access to communicate with ThingsWeb
HTTPS 443 and receive sensor data
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Port forwarding to Cisco endpoints

Cisco video systems that are on external networks can be reached directly over the internet by setting up a port forwarding rule
in the firewall to allow direct access to the video system.

Note the following if using port forwarding to Cisco endpoints:

« Ensure the Port Forwarding rule only accepts requests from the specific IP address that JOIN will connect from.
« Ensure the Port Forwarding rule forwards requests to the HT TPS service of the Video System.

« Ensure the Video System's HTTPS service is enabled.

« Ensure the Video System has a strict password set.

« Include the port number after the IP address when configuring the Video System in JOIN (e.g. 213.112.33.179:8081).

Service accounts

Accounttype Permissions required

Microsoft Exchange User (with a mailbox) Read and Write access to Meeting room resource mailboxes (Editor access to user
mailboxes required if using Ebody_update)

Pexip MCU Admin APl account or LDAP API account.
CiscoCMS Admin APl account.
StarLeaf Cloud You need to have Allow scheduling external conferences enabled on your

organization’s account.

See "How to create a StarLeaf Cloud authorization token" on page 138

Cisco codecs Admin user account.

Polycom codecs N/A - JOIN does not talk to the codec - the Polycom endpoints get the meetings from
Exchange.

Cisco TMS (optional - used to track codecs on DHCP) Site administrator user account.

Google API Access API Scopes to allow for calendar access

Google Service Account Google Super Admin account in GSuite(admin.google.com). Additionally, Enable

Domain Wide Delegation on the service account( console.cloud.google.com)

ThingsWeb Administrator None

Supported Calendar Platforms

Calendaring Platform Description

Microsoft Exchange Exchange 2013 and above
Office 365 Microsoft Exchange platforms hosted in Office 365
Google Calendar Part of Googles G Suite

Supported Sensor Systems

Manufacture Model Description

Elsys ERS ERS Indoor Sensor using LoRaWAN

N Fuse IRWGW8-RPI-868 Gateway for all ERS Sensors

Cisco Webex Room Series Cisco Webex Room Kit Mini, Plus and Pro endpoints
with People Count Technology

Limitations

Cisco Meeting Server

At this time JOIN can not dial out to Skype4B meetings. This means that for Skype4B calls and personal VMR calls when using
CMS, the meeting can only be joined via Cisco OBTP/Polycom OTD.
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StarLeaf Cloud

At this time JOIN can be used to enable Cisco OBTP/Polycom OTD for the following scheduled meetings:

« Office 365/ Skype4B on-premises
« StarLeaf Cloud
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Device Support

Devices that are supported with Synergy Join

Device Version

Microsoft Exchange On Prem and Office 365 (Exchange

Online)

« 2010 SP2and later

Comments

o 2013all SPs
. 2016
Cisco TMS 12.0- 155
Pexip MCU 13-20
CiscoCMS 18-24 Must be configured with Dual Homed:
The “Lync Simplejoin domain” must be present on the
ExpresswayVCS if the endpoints route calls through one. Also, the
CMS must have a working Lync outbound rule set up (Trunk type:
Lync).
StarLeaf Cloud N/A You need to have Allow scheduling external conferences
enabled on your organization’s account.
See "How to create a StarLeaf Cloud authorization token" on
page 138
Cisco codecs: « TCb.xand newer
« CE8xand newer
« C-series . RoomOS

o MX-series
« SX-series

« EX-series
+ DX-series
« IX-series
« TX-series

« Cisco Spark Room Kit

« CiscoWebex Room 55 Single & Dual

« CiscoWebex Room 70 G2

« Cisco Webex Room Kit Mini, Room Kit, Room
Kit Plus & Room Kit Pro

Polycom codecs:

« HDX
« Group series
« Trio

All versions supporting Polycom OTD

The endpoints must be configured to poll calendar data from
Exchange using the Polycom Calendaring service:

« The Polycom endpoints must be configured to get the meetings
from their own room account in Exchange.

« JOIN will rewrite the body of these meetings in the Exchange
room accounts to embed the URI of the meeting in a Polycom-
friendly way.

NOTE:

The Polycom Trio is supported with Polycom One Touch Dial for
one- Time-VMRs and regex/static VMRs in Synergy JOIN version
2.6. Microsoft Skype and Teams support is available in JOIN
version 3.0. The reason is that the Trio will incorrectly try to call the
hidden Skype GRUU if it finds it in the meeting invitation header
when there is a different URI in the Polycom VMR token Synergy
JOIN generates, even if the Trio is not registered towards a Skype
server.
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Installing & Upgrading to Synergy JOIN 5.0

We recommend that you read through the Synergy JOIN 5.0 Upgrade Information prior to commencing with your upgrade.

Alink to the installation package will be provided by Synergy SKY Representative or Synergy SKY Partner.
The installer package should be named: SynergySKYJoinInstaller.v.5.x.xxx.msi

Prior to installation of Synergy JOIN, confirm server requirements have been met.
https://support.synergysky.com/join/installation/joinreqgs.htm

1. Double click to run the installer and follow the install wizard.

jﬁl Synergy JOIN Setup - X

Welcome to the Synergy JOIN Setup
Wizard

The Setup Wizard allows you to change the way Syneray
JOIN features are installed on your computer or to remove it
from your computer. Click Mext to continue or Cancel to exit
the Setup Wizard.

2. Accept the license agreement and click Next.

# Synergy JOIN Setup - X
End-User License Agreement )
Please read the following license agreement carefully s J D | N
Effective: January 1, 2017 ~

This is an agreement between You and Synergy SKY AS or its
affiliates ("Synergy SKY") and governs your Use of Synergy SKY
Software. “You” and “Your” means the individual or legal entity
licensing the Software under this EULA. “Use” or “Using” means

to download. install, activate, access or otherwise use the

Software. “Software” means the Synergy SKY computer

programs and any Upgrades made available to You by an

Approved Source and licensed to You by Synergy SKY.
‘Documentation” is the Synergy SKY user or technical manuals, .,

[J1 accept the terms in the License Agreement

Print Back Next Cancel

3. Confirm the install location and click Next.
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5 Synergy JOIN Setup - X

Destination Folder 3
Click Mext to install to the default folder or dick Change to choose another., S J [] I N

Install Synergy JOIN to:

C:\SynergySkYy

Change...

4. Choose whether to deploy the Database using Default (local) or Custom (detached/cluster) settings and click Next.

47 Synergy JOIN Setup — X
Database Connection 3
Please enter your database connection details .:S J U I N
®Defoult O custom
Hostname:
Port:

Database name:

Llsername:

Password: |

TLS:

Test Connection

5. Click on Installto commence installation
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1 Synergy JOIN Setup — X

Ready to install Synergy JOIN s JD | N

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Clidk Cancel to exit the wizard.

Back [ Install { Cancel

6. Once install has completed, a shortcut on the desktop will be available and a prompt to Finish installation with an option to
Open config page.
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SynergySskY
Config

# Synergy JOIN Setup - X

Completed the Synergy JOIN Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Synergy JOIN 5.0 Database and Services

When installing Synergy JOIN 5.0, a PostGreSQL database server is also installed. Additionally, there are three services that are
installed at the same time.

Service Name Service Operation

Synergy JOIN Runs the Synergy JOIN threads and process.
SynergyJOINPostgreSQL Runs the Synergy JOIN PostGreSQL Database
SynergySKY Config Runs the configuration tool used to configure Synergy JOIN services

Synergy JOIN PostGreSQL connection information:
Username: postgres

Password: postgres

DBName: synergyskydb

Port: 5432

The firsttime JOIN 5.0 starts, it will create the database and perform a migration of any pre-existing data.
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Once the installation is completed, please refer to the "Quick Setup Guide" on page 39 to proceed with configuration.
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Configuring Your Calendar Service

Configuring Exchange with EWS

When deploying Synergy JOIN, a service account is required. Additionally, there are some exchange commands that have to be
executed in order to allow this behavior. These commands provide the service account that will be configured in JOIN to read the
room calendars meeting invitations and process the meetings accordingly.

Overview

« Create a Service account that will be configured in Synergy JOIN
« Provide Mailbox Access to the room(s) Calendar
« Amend Calendar Permissions for the room(s) Calendar

Prerequisites

1. You willrequire access to the Exchange Admin Center to be able to create meeting rooms and use

2. To simplify tasks, it would be beneficial to have access to the Exchange Management Shell. More information on how to
access the Exchange Management Shell can be found here

Configuring the On-Prem Service Account
The Synergy JOIN service account is the account that will be used for operations performed by JOIN. This account willupdate

users calendars, notify internal and external participants about a meeting status.
You are not required to create a new account. It is possible to use an existing service account that exists in your organization
however if you would like to create a new service account, we have steps on how you can achieve this below:

Option 1

1. Log In to Exchange Admin Center

2. Go to Recipients > Shared and click New +
3. Fillin the Display name & Email address

4. choose Save.

new shared mailbox

Shared mailboxes alloy

email from a common mailbox and share
calendar. Learn more

Display name

SynergySky Meeting

Email address:

|meet|ng| ‘ @ | synergyskycom v

DISPLAY NAME -

More options..

Save Cancel

Option 2

Alternatively, you can log on to the Exchange Management Shell and use the below command to create a service account that
will be used with JOIN

Command: New-Mailbox -Shared -Name "SynergySKY Meetings" -DisplayName
"SynergySKY Meetings" -Alias meetings@company.com
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Once you have created this account, you have to type in the specified alias as the Service Act on Behalf of email address in
Synergy JOIN

Now that you have created/selected the service account, copy this alias and paste this in as the EWS Service Account
Username in your JOIN configuration

Provide the Service Account with access to view the rooms Calendar.
When the Service Account has been created, you have to provide the account with access to the rooms calendar as per the

below instructions.
Option 1
1. Log In to Exchange Admin Center

2. Go to Recipients > Resources and select the room that you would like to provide access to

3. Go to Mailbox Delegation and choose the + under Full Access
Search for the recently created (or already existing) service account and add this to the Permitted list.

Choose Save

"4 Edit Room Mailbox - Google Chrome — a X

@ outlook.office365.com/ecp/UsersGroups/EditRoomMailbox.aspx?ActivityCorrelationID=ea9391ca-90c0-8...

Australia

general R
booking delegates + -
booking options DISPLAY NAME A
contact information
email address
MailTip
» mailbox delegation

Full Access
The Full Access permission allows a delegate to open
this mailbox and behave as the mailbox owner.

s ~

+ - Use this permission to allow
a delegate to open and
DISPLAY NAME A view the contents of this

mailbox. To allow the

from this mailbox, you have
to assign the Send As or
the Send on Behalf Of
permission.

Save | | Cancel

Option 2

Alternatively, you can log on to the Exchange Management Shell and use the below command to provide the service account
access to the resource calendar

Add-MailboxPermission -Identity australia@synergyplay.com-User meetingmanager@synergyplay.com -
AccessRights FullAccess

Setting the Calendar Permissions
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We recommend running the following scripts with the following permissions on all of the rooms in Microsoft Exchange in order to

unlock the full potential of the product:

Set-CalendarProcessing australialsynergyplay.com -DeleteComments $false -DeleteSubject $false -
RemovePrivateProperty $false -AddOrganizerToSubject $false -ProcessExternalMeetingMessages S$true

The embedded test tool in the JOIN Configurator can be used to verify most of these properties, and suggests PowerShell
commands to configure the rooms according to our recommendations.

Calendar Permissions properties

The function of the various Exchange resource properties mentioned in the 'Setting the Calendar Permissions' section are

explained in the table below.

Property name Function in Microsoft Exchange

Function in Synergy JOIN Recommended Required

Setting

DeleteComments The DeleteComments parameter When set to $true, Exchange deletes the $false Yes, so that your
specifies whether to remove or keep any body of the meeting invitation when matching rules
text in the message body of incoming booking rooms. work correctly.
meeting requests. As the matching rules rely on reading
Valid input for this parameter is $true or content in the body of the email, this stops
Sfalse. Regex and the Skype URI in Body rule
This parameter is used only on resource from working in JOIN.
mailboxes where the
AutomateProcessing parameter is set to
AutoAccept.

DeleteSubject Specifies whether to remove or keep the When set to $true, Exchange deletes the $false Yes, if you want the
subject of incoming meeting requests. subject of the meeting which means JOIN meeting title to be
Valid input for this parameter is Strueor does not display a r_neetmg title on the displayed on the

touch panel of the video system. touch panel.
$false.
The default value is Strue. If yolu want the subject of the mgetl ng to
be hidden, you can select the Private flag
This parameter is used only on resource when booking the meeting in Outlook,
mailboxes where the even if this property is set to $false.
AutomateProcessing parameter is set to .
AutoAccept. See also RemovePrivateProperty.

RemovePrivateProperty The RemovePrivateProperty parameter When set to $true, Exchange removes the ~ $false No.
specifies whether to clear the private flag for  Private flag when a Room is booked as a
incoming meeting requests. resource in a meeting flagged as Private
Valid input for this parameter is $true or |_n Outlook This means that the meeting

title is visible to everyone for all
Sfalse. X
meetings.
The default value is $true.
8 By setting this property to $false you can
By default, the private flag for incoming hide the title on meetings that are booked
meeting requests is cleared. To ensure the as Private in Outlook, while showing the
private flag that was sent by the organizer in title of all other meetings.
the original request remains as specified,
set this parameter to $false.

AddOrganizerToSubject The AddOrganizer ToSubject parametors When set to $true, Exchange adds the $false Yes, if you want to
specifies whether to add the organizers organizers first name and last name to hide the meeting
name toe the subject line. the subject line of the meeting. title on the touch
Valid input for this parameter is $true or If you do not want to display the meeting panel.

Sfalse. name, at minimum we recommend to set
The default value is $true. this field to $true
Pr ExternalMeetingM g The Prc ExternalMeetingMessages ~ When set to $false, Exchange will not Strue Yes, so that

parameter specifies whether to process
meeting requests that originate outside the
Exchange organization.

Valid input for this parameter is $true or
$false.

The default value is $false.

By default, meeting requests that originate
outside of the organization are rejected.

allow external users to book Rooms
resources.

forwarding invites
from external
users works

However, a room is booked on behalf of
correctly.

the organizer if a user forwards an invite
into a room. This setting must therefore
be set to $trueto allow internal users to
forward invitations to external Skype
meetings into their meeting rooms, so
that they can benefit from easy calling into
external Skype meetings.

Note: Administrators can still avoid
external users booking their rooms
directly by using an internal domain in the
room’s alias (e.g.
meetingroom@synergysky.local)
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Property name Function in Microsoft Exchange Function in Synergy JOIN Recommended Required
Setting

AutomateProcessing The AutomateProcessing parameter Meetings that are booked in Room AutoAccept Yes.

enables or disables calendar processing on resources are stored as Tentative unless

the mailbox. this setting is set to AutoAccept.

This parameter takes the following values: Tentative meetings are not processed by

JOIN, as you can book multiple tentative
+  None Both the resource booking meetings within the same time interval in
attendant and the Calendar Attendant one resource.

are disabled on the mailbox.

« AutoUpdate Only the Calendar
Attendant processes meeting requests
and responses.

« AutoAccept Both the Calendar
Attendant and resource booking
attendant are enabled on the mailbox.
This means that the Calendar Attendant
updates the calendar, and then the
resource booking assistant accepts the
meeting based upon the policies.

The default value on a resource mailbox is
AutoAccept.

The default value on a user mailbox is
AutoUpdate, but you can't change the value
on a user mailbox.

AlIRequestinPolicy These parameters specify whether to allow Meetings booked in Room resources that  $false Recommended:
AlRequestOutOfPolicy users to submit policy requests. are configured with either of these configure so that
Valid input for these parameters are $true or properties that require meetings to be approval is not
RequestinPolicy Stalse approved by a delegate, will not be required.
RequestOutOfPoli processed by JOIN until they are
9 d The default value is $false. approved.

This will lead to a significant delay for the
meeting organizers, and is therefore not
recommended.

Enabling forwarding of external meeting invitations

Microsoft will only process meeting requests for meetings booked by external users if the settings
ProcessExternalMeetingMessages is set to “$true”. Enabling this setting potentially exposes your meeting rooms from being
booked directly by external users, but can be mitigated in one of two ways:

« Either stop direct emails from external users from ever reaching the room mailboxes; which can be done by a transport
rule in the Hub Transport server in Microsoft Exchange. The rule can be set to stop emails from external users from
reaching the mailboxes in a specific distribution list like the list of meeting rooms

« Alternatively you can change the alias of the rooms to a domain that is only available internally in the Exchange
environment; i.e. changing boardroom@acme.com to boardroom@acme.local. The acme.local domain should not be
reachable from the outside, but will be available for internal users.

Either of these changes will enable users to forward invitations they receive from the outside to their meetings rooms, while
hindering any external users from booking their meeting rooms directly.

NOTE. Enabling ProcessExternalMeetingMessages does not in any way expose the information of existing meetings to external
users.

Configuring Exchange with Graph API (Office 365)

Synergy JOIN Office 365 configuration uses Microsoft Graph API. Basic Authentication for EWS willbe decommissioned on
October 13th, 2020. These plans apply only to the cloud-based Office 365/Exchange Online products; there are no changesto
EWS capabilities of on-premises Exchange products.

In line with this change, Microsoft have created a new authentication method known as Microsoft Graph. Microsoft Graph allows
for increased performance towards the Microsoft Cloud. Over time, Microsoft have introduced OAuth 2.0 for authentication and
authorization, which is a more secure and reliable than Basic Authentication to access data.

You can find additional information relating to Microsoft Graph here

We have provided instructions on how to set up Microsoft Graph with Synergy JOIN below.
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Overview

« Select/Create ActOnBehalfOfEmail

« Amend Calendar Permissions for the room(s) Calendar

« Create an App Registration, Client Certificate & Secret

« Add APl Permissions

« Copythe ClientID, Tenant ID and Client Secret to Synergy JOIN

Creating/Selecting the Act on Behalf of email

The Synergy JOIN Act on Behalf of email is the email address that will be used to notify users of their meeting updates and
progress. You are not required to create a new email account. Itis possible to use an existing service email account that exists in
your organization however if you would like to create a new service account, we have steps on how you can achieve this below:

1. Login to https://portal.azure.com
2. Click on Azure Active Directory > Users
3. Choose + New User. Type in the Username, Name and verify password settings and choose save.

Azure Active Directory admin center

« Dashboard > Users | All users > New user

Lol Dashboard

= All services
P Got feedback?
FAVORITES T

*
B Azure Active Directory

4& Users Identity

& Enterprise applications -
= A A User name * & ‘ meetings 4 ‘@| synergysky.com |

The domain name | need isn't shown here

Mame * (@ ‘ SynergySKY Meetings v |
First name ‘ SynergySKY - |
Last name ‘ Meetings v |

Setting the Calendar Permissions
We recommend running the following scripts with the following permissions on all of the rooms in Microsoft Exchange in order to

unlock the full potential of the product:

Set-CalendarProcessing australia@synergyplay.com -DeleteComments $false -DeleteSubject $false -
RemovePrivateProperty $false -AddOrganizerToSubject $false -ProcessExternalMeetingMessages S$true

The embedded test tool in the JOIN Configurator can be used to verify most of these properties, and suggests PowerShell
commands to configure the rooms according to our recommendations.

Calendar Permissions properties
The function of the various Exchange resource properties mentioned in the 'Setting the Calendar Permissions' section are
explained in the table below.

Property name Function in Microsoft Exchange Function in Synergy JOIN Recommended Required
Setting
DeleteComments The DeleteComments parameter When set to $true, Exchange deletes the $false Yes, so that your
specifies whether to remove or keep any body of the meeting invitation when matching rules
text in the message body of incoming booking rooms. work correctly.

meeting requests. As the matching rules rely on reading

Valid input for this parameter is $true or content in the body of the email, this stops
$false. Regex and the Skype URI in Body rule

This parameter is used only on resource from working in JOIN.

mailboxes where the
AutomateProcessing parameter is set to
AutoAccept.
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Property name

Function in Microsoft Exchange

Function in Synergy JOIN

Recommended Required

Setting

DeleteSubject Specifies whether to remove or keep the When set to $true, Exchange deletes the $false Yes, if you want the
subject of incoming meeting requests. subject of the meeting which means JOIN meeting title to be
Valid input for this parameter is $true or does not display a r-neetlng title on the displayed on the

touch panel of the video system. touch panel.
$false.
The default value is Strue. If yog want the subject of the me_etlng to
be hidden, you can select the Private flag
This parameter is used only on resource when booking the meeting in Outlook,
mailboxes where the even if this property is set to $false.
AutomateProcessing parameter is set to i
AutoAccept. See also RemovePrivateProperty.

RemovePrivateProperty The RemovePrivateProperty parameter When set to $true, Exchange removes the ~ $false No.
specifies whether to clear the private flagfor ~ Private flag when a Room is booked as a
incoming meeting requests. resource in a meeting flagged as Private
Valid input for this parameter is $true or 'r] OUHOOK This means that the meeting

title is visible to everyone for all
Sfalse. X

meetings.
The default value is $true. . i

By setting this property to $false you can
By default, the private flag for incoming hide the title on meetings that are booked
meeting requests is cleared. Toensurethe  as Private in Outlook, while showing the
private flag that was sent by the organizer in title of all other meetings.
the original request remains as specified,
set this parameter to $false.

AddOrganizerToSubject The AddOrganizer ToSubject parametors When set to $true, Exchange adds the $false Yes, if you want to
specifies whether to add the organizers organizers first name and last name to hide the meeting
name toe the subject line. the subject line of the meeting. title on the touch
Valid input for this parameter is $true or If you do not want to display the meeting parel.

Sfalse. name, at minimum we recommend to set
The default value is $true. this field to $true
ProcessExternalM 1gM ges TheProcessExternalMeetingM ge When set to $false, Exchange will not Strue Yes, so that
parameter specifies whether to process allow external users to book Rooms forwarding invites
meeting requests that originate outside the resources. from external
Exchange organization. However, a room is booked on behalf of users \;\llorks
Valid input for this parameter is $true or the organizer if a user forwards an invite correcty.
Sfalse. into a room. This setting must therefore
The default value is $false. be set tol$tltue-to allow internal users to
forward invitations to external Skype

By default, meeting requests that originate meetings into their meeting rooms, so

outside of the organization are rejected. that they can benefit from easy calling into
external Skype meetings.
Note: Administrators can still avoid
external users booking their rooms
directly by using an internal domain in the
room’s alias (e.g.
meetingroom@synergysky.local)

AutomateProcessing The AutomateProcessing parameter Meetings that are booked in Room AutoAccept Yes.

enables or disables calendar processing on
the mailbox.

This parameter takes the following values:

« None Both the resource booking
attendant and the Calendar Attendant
are disabled on the mailbox.

« AutoUpdate Only the Calendar
Attendant processes meeting requests
and responses.

« AutoAccept Both the Calendar
Attendant and resource booking
attendant are enabled on the mailbox.
This means that the Calendar Attendant
updates the calendar, and then the
resource booking assistant accepts the
meeting based upon the policies.

The default value on a resource mailbox is
AutoAccept.

The default value on a user mailbox is
AutoUpdate, but you can't change the value
on a user mailbox.

resources are stored as Tentative unless
this setting is set to AutoAccept.

Tentative meetings are not processed by

JOIN, as you can book multiple tentative

meetings within the same time interval in
one resource.
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Function in Microsoft Exchange

Property name

These parameters specify whether to allow
users to submit policy requests.

AllRequestinPolicy

AlIRequestOutOfPolicy
RequestinPolicy \;;I ;: e| nput for these parameters are $true or
RequestOutOfPolicy

The default value is $false.

Function in Synergy JOIN Recommended Required
Setting

Meetings booked in Room resources that  $false Recommended:

are configured with either of these configure so that

properties that require meetings to be approval is not

approved by a delegate, will not be required.

processed by JOIN until they are
approved.

This will lead to a significant delay for the
meeting organizers, and is therefore not
recommended.

Configuring Microsoft Graph API
1. Log In to https://portal.azure.com

2. Click on Azure Active Directory

3. Select App Registrations

Microsoft Azure LB Search resources, services, and docs

« Home » Synergy Sky AS - Overview
+ Create a resource

M Home

Synergy Sky AS - Overview

Azure Active Dirsc

‘/_. bearch (Ctrts) ‘ “ & switch directory @ Delete dire
[H pashboard
= A 0 overview =
= All services synergysky.com
FAVORITES ' Getting started Synergy sky AS
Azure AD for Office 365
All resources Manage
[) Resource groups M Users Sign-ins
(& App services za Groups
<> Function App relztio
= B To see sign-in data, your organization needs Azure AD
& s0L databases s Roles and administrators Premium P1 or P2.
™ . Start a free trial
& Azure Cosmos DB B} Enterprise applications
E3 virtual machines B Devices
& [T -
& Load balancers B App registrations (Preview)
[ storage accounts i i
g % Appregistrations What's new in Azure AD
¢ Virtual networks App on Stay up to date with the latest release notes and blog posts.
@ Azure Active Directory % Licenses 24 entries since 15 December 2018, View archive &
>
= Monitor b Azure AD Connect
New feature
N " orvi
R Advisor i=! Custom domain names Al serices @4
Enterprise Apps - 550
N 550 1
U Security Center tobility (MOM and MAM! D 0 20 Feb: 2019
[] Governance “@ <0 Fepruary £
(‘, Cost Management + Billing ord .
- [ rd party integration @ Configurable Azure AD SAML token encryption (Public preview)
ui Help + support I company branding [] user Authentication @)
4. Click on New Registration
5. Enter a name and click on Register
« Home > Synergy sky AS - App registrations (Preview,
+ Creste a resource Synergy Sky AS - App registrations (Preview)
A Home — .
o € e @ endpoints X Troubleshooting | W Got feedback?
[E pashboard
O © Ovarviow @ You are currenty using the preview experience for App registrations. Cick this banner to switch fo the eristing G experience. =
FAVORITES & Getting started Jications _Owned applications
A resources Marage [ A
890 Resource grovps & Users p——— AericATION e 0 cxeareo on cenmncares asecaes
(@ App services & Groups Synergy JOIN 64534368-ba48-4171-1c9-13993231bb0 1610172019 © current
B saL databases & Roles and administrators
& Azure Cosmos DB B enterprise appications

B3 virtual machines B Devices

P Load balanc

B app registrtions (Preview)

B app registrations

12l networks

ve Diractory & Licsnses

6. Copy the fields Application (client) ID and Directory (tenant) ID

a. These are to be used when configuring Synergy JOIN

7. Click on Certificates & Secrets
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8. Clickon New client secret, then give it a name and set it to never expire. Click on add

9. Copy the client secret

Note: This secret is to be used when configuring Synergy JOIN

Microsoft Azure P search resources

«

—+ Create a resource

A Home

(& pashbosrd

= Al services
FAVORITES
Al resources

@) Resource groups

& App senvices
Function App

& sQL databases

& Azure Cosmos DB

B3 virtual machines

P Load balancers

i Storage accounts
Virtual networks

@ Azure Active Directory

3 Monitor

® Advisor

QD security Center

© Cost Management + Billing

2 Help + support

Home » Synergy Sky AS - Ap)

ns > Synergy Join Graph - Certficates & secrets

Synergy Join Graph - Certificates & secrets

B Overview

“ Quickstart
Manage

& sranding

D Authentication

Centificates & secrets

API permissions

& Expose an API

B owners

M Manifest

Support + Troubleshaoting
X Troubleshoating

2 New support request

10. Clickon API Permissions

«

(@) Conythemewchen st v Yo et be b v feryou v s e

Credentials enzble appk
higher level of assurance. w

ians to identify themselves to the authentication service when receiving tokens a1 2 web addressable location (using an HTTES scheme). For
ecommend wsing a certificate (instead of a client secret) &5 a credential.

Certificates

Certificates can be used as secrets 1o prove the application's identity when requesting a token. Also can be referred 1o a5 public keys.

Upload certificate

THUMBPRINT START DATE ExPIRES.

No certficates have been added for this application

Client secrets
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
[ e demtsecer ]

sescuenon s e

Secret for Join Production Graph 31/12/2299

Join Secret 23/05/2020

11. Click on Add a permission, Microsoft Graph, Application permissions. Check Calendar.ReadWrite, User.Read.Alland
Mail.Send, then click the Add permissions button

«

+ Create a resource

# Home

[ pashboard

*= All services
ravoRITes
All resources

@) Resouree groups

® App Services
Function App

B sQLdatabases

& Azure Cosmos DB

K3 virtual machines

% Load balancers

& Storage accounts
Virtual networks

4> Azure Active Directory

3 Monitor

® agvisor

O security Center

@ cost Management + Eilling

2 welp + support

Grant Consent

Home > Syn AS - App

Synergy Join Graph - API permissions

B Overview

& Quickstart

Manage

B granding

D Authentication
Certificates & secrets

APl permissions

@ cipose an AP

. Owners

W Manifest

Support + Troubleshooting

X Troubleshosting

2 New support request

«

P search resources, services

Synergy Join Graph - APl permissions

APl permissions

Applications are authorized to use APIs by requesting permissions. These pemissions show up during the consent process where users are given the opportunity to
grant/deny access

+ Add a permission

AP1/ PERMISSIONS NAME Tvee DESCRIPTION ADMIN CONSENT REQUIRED

* Microsoft Graph (4)

Calendars ReadWrite Application  Read and write calendars in all mailboxes Yes @ Granted for Synergy S,
MailSend Application  Send mail as any user Yes @ Granted for Synergy S,
UserRead Delegated  Sign in and read user profile @ Granted for Synergy S,
UseeRead All Application  Read all users' full profiles Yes @ Granted for Synergy S,

These are the permissions that this application request:
able permissions dynamically through code. See best p

Vou may 3150 request user consent
requesti ons

Grant consent

To consent to permissions that require dmin consent, please sign in with an account that is an administrator for this
directory

12. An admin account would need to login and click the “Grant admin consent” button

Configuring Microsoft Graph APl in Synergy JOIN
Once you have completed the above setup in the Azure Active Directory, you will have to go to your Synergy JOIN (Integration
Settings) and create a Connection and paste in the Client ID, Tenant ID and Client Secret from your above configuration.
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Add new connection

CONMECTION CONRIGLURATION

MS Graph AP

dame

M3 Exchange Connechon

GRAPH COMMECTION INFO

Graph Client 1D

ab123456¢c-789d-efg1-2h3456i7 80012

ab1:23456c-7309d-efg1-2h3456i780012

Oraph Client Sacret

12aB3CdleGhijkimMNop]=aB Cd+al[abe

TEST COMMECTION

Click on Test Connections to make sure your configuration is correct. Then, add a new API integration and provide the Act on

behalf of Email and polling interval. Click Save and Save Changes. Setup is now complete.
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CALENDAR CONFIGURATION

Act on behalf of Email

meetingroommanagern@company.com

Polling interval

0

Configurable Options for Graph API

Graph API provides the ability to customize how Synergy JOIN is collecting information from your Exchange environment. These
values are to be changed manually in the config.json file.

If JOIN has been installed into the default directory, the config.json file can be found in the following location:
C:\SynergySKY\SynergySKYEnterpriseScheduling\config\config.json

"CalendarSyncWindowSizeDays": 180, - Specifies how many days in the future Synergy JOIN can collect meeting information

"CalendarSyncWindowRefreshintervalDays": 30, - Specifies how often Synergy JOIN should re-sync its database with the
room calendar

i.e The 'CalendarSyncWindowSizeDays' does not apply to Recurring Meetings. When a recurring meeting is detected by
Synergy JOIN, the entire series is synced and provided with OBTP information

Configuring Google Calendar (G Suite)

In order to configure Synergy JOIN with the Google Calendar integration, the G Suite environment must be prepared. This is
done through the following 4 steps

Overview

« Create a Google Cloud Platform Project or use an existing project

« Enable three distinct APIs and Services

« Create a service account or use an existing service account. This account must be given correct permissions. A private key
must be generated and copied to the JOIN server.

« Appropriate Calendar Access must be given to the Service Account via the G Suite Domain

Configuring the Google Cloud Platform

A Google Cloud Console Project is required in order for JOIN to be able to read calendar resource accounts, user accounts and
also have access to APIs that enable the JOIN integration.

Create a Google Cloud Platform Project or use an existing Project. The Project will be used for the API integration as well as for
the Service Account.

Logging into the Google Cloud Platform console:

« Browse to the following URL: https://console.cloud.google.com/iam-admin/serviceaccounts
« Log in with your admin user account to manage your Google cloud console.

Creating a Project
(Skip this section if you already have a project you want to add this account to)

N.B on some occasions, Google fails to create the project and as such, sometimes you may have to create the project twice
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Google Cloud Platforrn  Select a project

O AM&admin 1AM

+2  |AM

a Identity & Qrganization

8 Organization policies IAM & admin
=] Quotas IAM

od (i

- D EEEEIE To view this page, select a project.
> Labels

Q@  Privacy & Security

& Settings

®  Cryptographic keys

= Identity-Aware Proxy

- Roles

= AuditLogs

To create new Google Cloud Console project,

« Select|IAM & Admin
« Clickthe 'Create’ button.

= Google Cloud Platform

New Project

You have 12 projects remaining in your guota. Request an increase or
delete projects.
Learn more

MAMNAGE QUOTAS

Project Mame *
Synergy JOIN

ProjectID *
rich-cperand-216810

Froject ID can have lowercase letters, digits, or hyphens. It must start with a lowercase
letter and end with a letter or number.

Location*

&

B No organization BROWSE

Parent organization or folder

CREATE CANCEL
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« Fillin your project name, i.e. 'SynergyJOIN'".
« SelectCreate

Choosing an Existing Project

Follow these steps if you already have existing projects you would like to use for this project,

Select a project [3  NEWPROJECT

Q, search projects and folders

RECENT ALL

Name D

+ &% Synergy JOIN @ rich-operand-216810

CANCEL OPEN

« Clickon the Project Drop down arrow at the top left corner and you will be presented with the 'Select a Project Window'.
« Select your desired project and click 'Open’

Enabling API's and Services
You will have to enable API's to work with the project you have created. The API's you will have to enable are Google Calendar
API, GMail API & Admin SDK.

=»  Google Calendar API - To allow reading and updating resource calendars
= GMail API - To allow sending email
= Admin SDK- To allow listing out current available resources from the configuration tool

You have to enable one APl at atime
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Google Cloud Platform 2= Synergy JOIN

Marketplace

& Billing

APls & Servi
API s & Services I Dashboard
'i' Support 3 Library

Credentials

® 1AM &admin

Go to the Menu, Select APIs & Services > Dashboard

Google Cloud Platform & Synergy JOIN Q B2 P e
API APIs & Services Dashboard ENABLE APIS AND SERVICES
- .
g il Enabled APIs and services
Some APls and services are enabled automatically
i Library
Activity for the last hour 1hour | 6hours | 12 hours | 1day | 2days | 4days | 7days | 14¢
o Credentials
Traffic Errors Median latency
Requests/sec Percent of requests Milliseconds
There is no traffic for this time period. There are no errors for this time period. There is no latenc

Select 'Enable APIs and Services'
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Google Cloud Platform e synergysky-meeting-server «

€ APl Library
"
Welcome to the new API Library
The new API Library has better documentation, more links, and a smarter search experience.
. Q,  Search for APls & Services
. o
Filter by Maps
VISIBILITY
g o : ]
-w -
Public (215)
Maps SDK for Android Maps SDK fori0S Maps JavaScript API Places SDK for Android
R Google Google Google Google
CATEGORY Maps for your native Android app Maps for your native i0S app Maps for your website Make your Android app stand out
with detailed information about
Advertising (14) 100 million places
Analytics (1)
Big data (8)
Blog & CMS (1) Machine learning
Compute (7)

CRM (1) . Q [E] "I'I

Databases (2)

Dialogflow API Cloud Vision API Cloud Natural Language API Cloud Speech API
Developer stacks (1) Google Google Google Google
Developer tools (12)
Builds conversational interfaces Image Content Analysis Provides natural language Speech recognition
Email (1) understanding technologies, such
Firebase (2) as sentiment analysis, entity...
Google Cloud APIs (23)
G Suite (18)
] - G Suite
Machine learning (7)
Maps (17)
Moblle (14 & M
(g (€ Google Drive API Google Calendar API Gmail API Google Sheets API
Networking (4) Google Google Google Google

You should now be presented with the API Library.

Google Cloud Platformn  §= Synergy JOIN «

& Search O, google calendar api| X
2 results
3
Google Calendar API CalDAV API
Google Google
Integrate with Google Calendar The CalDAV API lets you manage
using the Calendar API. your Google calendars and events.

You will have to search for the APIs from this screen.
First, Search for 'Google Calendar API'
Select the 'Google Calendar API.
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Google Cloud Platform 3= Synergy JOIN +

& APl Library

Google Calendar API

Google

Integrate with Google Calendar using the Calendar API.
m TRY THIS API [

Click Enable
= Google Cloud Platform 2» Synergy JOIN ~ Q
& APl Library

Gmail API

Google
M Flexible, RESTful access to the user's inbox

m TRY THIS API [

Once you have found this API, you will then have to perform a new search for GMail API

Select Enable for the GMail API

= Google Cloud Platform &e Synergy JOIN w Q
& APl Library

Admin SDK

Google

Admin SDK lets administrators of enterprise domains to view and
manage resources like user,...

m TRY THIS APl [

Once you have found this API, you will then have to perform a new search for Admin SDK API
Select Enable for the Admin SDK API

Creating the Service Account
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Google Cloud Platform 8= Synergy JOIN

# Home

i ¥  Pinsappearhere @ x

'ﬁ Marketplace

& Billing
API  APIs & Services >
[ ]
T Support >
© 1AM &admin >
1AM
@ Getting started Identity & Organization
. Organization pelicies
e Security >
Quotas
COMPUTE Service accounts
. Labels
«@- AppEngine >
Privacy & Security
Tt Mamninte Fnnine »

Select IAM & Admin and Choose 'Service Accounts

Google Cloud Platform

e IAM & admin Create service account

2 IAM

ﬂ Service account details — e Grant this service account access to project (optional) —

©  Identity & Organization
Grant users access to this service account (optional
8 Organization policies e ©p )
|=] Quotas . .
Service account details

o3 Service accounts Service account name

Synergyjoinservice
> Labels - 5 -

Display name for this service account
@ (RS G BT Service account ID

synergyjoinservice @rich-operand-216810.iam.gserviceaccounte X C
& Settings
®  Cryptographic keys

Service account description
= M= T ey Describe what this service account will do
- Roles

Audit Logs
CREATE CANCEL

Enter a Service Account Name and select Create
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Google Cloud Platform

2* Synergy JOIN =

O 1AM &admin

+# 1AM
o Identity & Organization

8 Organization policies

Quotas

@l Service accounts

@  Labels

@  Privacy & Security
& Settings

@ Cryptographic keys
= Identity-Aware Proxy
- Roles

= AuditLogs

<l

Create service account

Q Service account details — o Grant this service account access to project (optional) —

o Grant users access to this service account (optional)

Service account permissions (optional)

Grant this service account access to Synergy JOIN so that it has permission to complete
specific actions on the resources in your project. Learn more

LSelect arole — M8 ——

= Typetofiter

Project Lien Modifier
Proximity Beacon . .
Organization Administrator Organization Administrator o
Pub/Sub Access to administer all resources belonging to the organization
Project Deleter
Reserve Partner
Project lAM Admin
Resource Manager
Project Mover
Roles

Service Accounts

Service Consumer ...

MANAGE ROLES

Select the role for this service account. Resource Manager > Organization Administrator.

This will allow the service account to manage the meeting room resources.

Once you have selected the role, Click the 'Create Key' Button.
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Create a Private Key for JOIN
Create key (optional)

Download a file that contains the private key. Store the file securely because this key
can't be recovered if lost. However, if you are unsure why you need a key, skip this step
for now.

Key type
@® JsoN
Recommended

O P12z

For backward compatibility with code using the P12 format

CREATE CANCEL

On the next screen, choose the JSON radio button and click 'Create’

A file willbe downloaded to your disk, this is your authentication information to be used by the JOIN application.

« Copythisfile to the same directory as the JOIN application. (i.e. c:\SynergySKY\SynergySKYEnterpriseScheduling).
« Keep asecure copy of this file, as a new service account is required to be created if its lost.

Once you are have moved the file to the same directory as the JOIN application and you click'Done' you will be presented with a
screen similar to the below with your newly created service account visible in the list.
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Google Cloud Platform

e IAM & admin Service accounts =+ CREATE SERVICE ACCOUNT i SHOW INFO PANEL

ELI Service accounts for project "Synergy JOIN"

©  (dentity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside
Google. Learn more
8 Organization policies

[w] Quotas = Filtertable 7] m
@l Service accounts O Email Name 4+ Description Key ID
@ Labels O o synergyjeinservice@rich- Synergyjoinservice 29606dbbf4386cc7f16ffcedab720f79dof35c8b
operand-
[+, ] Privacy & Security 216810.iam.gserviceaccount.com
. 3
& Settings
@  Cryptographic keys
B Identity-Aware Proxy
- Roles
= AuditLogs

Enable Service accounts to access Calendar Resources
In order to enable Service accounts, find the Service account ID for the service account on https://console.cloud.google.com

Google Cloud Platform  $= Synergy JOIN

A Home

::, ¥ Pinsappearhere @ X:':

'\gf Marketplace

& Billing
API  APIs & Services b
L]
T Support >
© 1AMZ&admin >
1AM
@ Getting started Identity & Organization
. Organization policies
e Security >
Quotas
COMPUTE Service accounts
. Labels
«@- AppEngine >
Privacy & Security
f=t Mamnite Fnnine by

Select IAM & Admin and Choose 'Service Accounts
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= Google Cloud Platform 3 Synergy JOIN v Q
B 1AM & admin Service accounts + CREATE SERVICE ACCOUNT  {§ DELETE
+2 1AM

Service accounts for project "Synergy JOIN"

@  Identity & Organization A service account représents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Leam more

B  Organization policies

= Filter table L] m
W Quotas

O Emal Name 4 Description Key ID Key creation date  Domain wide delegation @
o8  service accounts

O <2 synergyjoinsenvice@rich- inservi 29606dbbf4386ce7f16ffcedab2079dafascab  Now9,2018 Enabled
¥ Labels operand- View Client ID

216810.iam.gserviceaccount.com

@  Privacy & Security

Click into the service account and copy the unique ID on the following Service account details page.

You will need this ID for the next step."

An Administrator of the G Suite domain must complete the next steps

Google Admin Console
Browse to the Google Admin Console https://admin.google.com

Google Admin Q, Search for users, groups, and settings (e.g. contact support)

Admin console

2 B =

Users Company profile Billing Reports
Add or manage users Update information iew charges and Track usage of services M:
about your company manage licenses

2 [y > 8

Groups Device management Security Support
Create groups and Secure corporate data Manage security Talk with our support I
mailing lists on devices features team

MORE CONTROLS

Select Security from the list of controls.
If “Security” is not listed on screen, select MORE CONTROLS” from the grey bar at the bottom of the page to reveal.

N.B If no controls are listed, make sure you're signed in as an administrator for the domain.
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Google Admin Q, Search for users, groups, and settings (e.g. create user)

Security

Password monitoring

Monitor the passwaord strength by user

Login challenges

Manage the information used during login to protect users.

API reference

Enable APIs to programmatically manage provisioning, reporting, or migratien via custom-built or third-
party applications

Set up single sign-on (SSO)

Setup user authentication for web based applications (like Gmail or Calendar)

Advanced settings

Manage advanced security features such as authentication, and integrating G Suite with internal services

Select Advanced settings from the list of options

Google Admin Q, Search for users, groups, and settings (e.g. turn on 2-step verification)

Security

API reference

Enable APIs to programmatically manage provisioning, reperting, or migration via custom-built or third-
party applications

Set up single sign-on (SSO)

Setup user authentication for web based applications (like Gmail or Calendar).

~ Advanced settings

Authentication Manage API client access
Allows admins to control access to user data by applications that use OAuth protocal.

Select'Manage API client access' in the Authentication section

1. Inthe Client Name field enter the service account's Client ID or Service account ID (which we copied in the previous step).
In the One or More API Scopes field enter this list of scopes:

https://www.googleapis.com/auth/admin.directory.resource.calendar.readonly
- To populate Available Rooms in the JOIN config tool

https://www.googleapis.com/auth/calendar.readonly
- To allow JOIN to access room calendars enabled in JOIN
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https://www.googleapis.com/auth/gmail.send
- To allow JOIN to send notifications to its administrators as well as dial-in instructions for certain workflows (e.g. one-time
VMRs).

https://www.googleapis.com/auth/calendar
- For workflows requiring calendar invitation updates, such as the green button for Polycom endpoints (if the EWS emulator is
not used) or meeting invitation body updates, JOIN also must have a write calendar access for those rooms.

https://www.googleapis.com/auth/calendar.events

- For workflows requiring calendar invitation updates, such as the green button for Polycom endpoints (if the EWS emulator is
not used) or meeting invitation body updates, JOIN also must have a write calendar access for those rooms. If no body updates
are required and read-only priviledges ares sufficient, then this API scope can be used as a minimum:
https://www.googleapis.com/auth/calendar.events.readonly

Note: All of the scopes are required for the integration of Synergy JOIN with Google G Suite. Itis not possible to exclude
some of the scopes as this will cause parts of the integration not to work

You can copy and paste the below api scopes as they are into the 'One or More API Scopes' field box

https://www.googleapis.com/auth/admin.directory.resource.calendar.readonly,
https://www.googleapis.com/auth/calendar,https://www.googleapis.com/auth/calendar.readonly,
https://www.googleapis.com/auth/gmail.send,https://www.googleapis.com/auth/calendar.events

Click Authorize.

The outcome should look like the below example:

Authorized API clients The following API client domains are registered with Google and authorized to access data for your users.
Client Name One or More API Scopes
Example: www.example.com Example: http:/fvwww.google.com/calendar/feeds/ (comma-delimited)

https:/iwww.googleapis.com/auth/admin.directory.resource.calendar.readonly
Calendar (Read-Write) https:/fwww.googleapis.com/auth/calendar
097338956743274797 https:/iwww.g leapis.com/auth/calendar.events
https:/fwww.googleapis.comiauth/calendar.readonly
https:/iwww.googleapis.com/auth/gmail.send

Service-act-on-behalf-of Email

Google Admin Q, Search for users, groups, and settings (e.g. reset password)

Admin console

o ‘- — pv_
Users Company profile Billing Reports
Add or manage users Update information View charges and Track usage of services Mar
about your company manage licenses

2 2 > 2

Groups Device management Security Support r
Create groups and Secure corporate data Manage security Talk with our support Img
mailing lists on devices features team

Browse to the dashboard and select 'Users'
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In the Users section, select the user that you would like to use as the 'service-act-on-behalf-of Email' in Synergy JOIN.

Admin roles and privileg

Roles Privileges

Scrolldown to the 'Admin roles and privileges' section and verify that the user you would like to use has the role of 'Super Admin'
enabled.

Once you have verified this, copy the email address from this user and paste this into the 'service-act-on-behalf-of email' text
button in the 'General Settings' tab in the Synergy JOIN configuration tool.

Quick Setup Guide

Start the configuration tool by double-clicking the SynergySKY Config icon on the desktop.

Synergy

Config

General Settings

Important Note: Whenever you save your changes, these changes will not take effect before you go to Config Tool
==> Configuration Versions and select the 'Current’ configuration and click the 'Deploy Configuration' button.

Adding a License Key

The first thing you will need to do when installing JOIN is to add a product license. Click on the Licenses Tab and enter the API
Key provided by Synergy SKY or Synergy SKY Partner and click VALIDATE. If you do not know what your API key or license key
is, please see Obtaining and Adding a Product License.

Page 39 of 144



Synergy JOIN Installation and Configuration Guide

R Synergy Config Too *® +

2 @ localhost:55

eral-settings/Licenses

GEMERAL SETTINGS

Licenses

mwmmﬂmﬂhhlmmnﬂumwMMﬁIWMdWM e

Licenses

Join License

AP By *

validAPlkeygoeshere 1234567 8490abcdefgh

Licanse Kay

'8 JoIN

CONFIG TOOL

« Onceithasreturned a green OK, click SAVE CHANGES at the top right of the screen

A green notification bar willappear asking to make sure configuration changes are deployed. This can be left to the end of
initial configuration.

Integrations

In the Integration Settings tab you can add different mandatory and optional integrations like Calendar, MCU Provisioning and

CDR pulling, sensors and recording solutions. In the How To section, you can read more about how you configure the
integrations.
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B Synergy Canfig Toal * +

< O (@ localhost555/General-Settings,/Integrations-Settings g B

¢ SYNERGY CONFIG TOOL

GENERAL SETTINGS . ]
Integrations Settings

Licer

Integrations Settings
Connections

Mo connections found press the add bamon 1o add a connection

API integrations

‘&1 JOIN

Ko AP Itegrations found press thi a0 buthon 10 add an AR iInegration

CONFIG TOOL

« Tobegin, clickon ADD CONNECTION under the Connections heading and select a calendar integration to connect to
under Connection Type
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Add new connection

CONMECTION CONFIGURATION

StarLeal Cloud

TMS

channel Cloud

o N.B. For this guide, configuration to Microsoft Exchange O365 using Graph AP| will be shown. JOIN also supports
integration with Microsoft Exchange On-Prem and Google GSuite. Click the links to see more details on how to
configure JOIN with the different calendar services.

« Create a name for the Connection and then fillin the required connection information and click SAVE, then SAVE
CHANGES on main screen. Testing the connection will fail at this time
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Add new connection

M5 Exchange Connecthon

GRAFH CONMNECTION INFO
Graph Client 1D

ab123456c-TA9d-efg1-2h3456i785012

Graph Tenant 10

ab123456c-T88d-efg1-2h3456iT88012

Graph Client Secrat

12aB3Cdle4fGhijkimNopl=aBCd+a][zhc

o Thisinformation should be provided/configured by an Exchange Admin prior to the configuration process of
Synergy JOIN.

o Clickon ADD API INTEGRATION button
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« Select Calendar under the Used for heading and the Name set above should be available under Connection heading

API Integration

Used for

Calendar

« Once selected, the Connection information configured previously will be displayed with a required section under it for Act
on behalf of Email to be updated. Once done click SAVE and then SAVE CHANGES on main screen

API Integration

Connecticn

M5 Exchange Connection

GRAPH COMNECTION INFO

ab123406c-T808d-efg1-2h34 56788012

ab123456¢c-T89d-efg1-Zh3456i7 80012

Graph Client Secrat

12aB3CdiediGhgkimNopl=aBCd+a][abc

CALENDAR CONFIGURATION

JOIN-ServiceAccount@Eoompany.com

Polling interval

0
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« Click on Edit for the Connection previously configured, toggle Enabled to ON and then click TEST CONNECTION. A
green bar with Tested should appear. Click on SAVE and then SAVE CHANGES on the main screen.

Adding Rooms

In the Rooms tab, you can add the meeting room resources that you would like JOIN to monitor.

% Smengy Config Toal ® +

“ 3 @ localhostE55/General-Settings/Rooms W B

¢ SYNERGY CONFIG TOOL
GEMERAL SETTINGS -
SAVE CHAMNGES

Licenses
Integ

Rooms

Search selected rooms

ONFIG TOOL

« Clickthe SELECT ROOMS button and the Room list will be populated by Exchange (or Google if configured for use).
Select room(s) to be configured and click ADD SELECTED ROOMS or manually add a room by clicking the ADD ROOM
MANUALLY and filing in the Name and Address of the room.
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Available rooms

Room list

test rooms

Sparch rooms

NAME

MeetingRoom

MeEtingRoom?2

MeetingRoom3

MeetingRooma

MeetingRooms

ADD ROOM MANUALLY

MestingRoom &

MeslingRo

MeetingRoom

heeting

MestingRoom

(* Refresh room list

COmpany.com

COompamy. com

TP, COm

IMpany.com

ADD SELECTED ROOMS

« Oncerooms have been selected/added clickon SAVE CHANGES in the top right of the main screen

Adding Video Systems

Click on the Video Systems Tab to add video conferencing endpoints and associate them to the meeting rooms added.

« N.B. ABulkImport of Video Conferencing endpoints can be performed for large deployments. Contact a Synergy SKY
Representative or Synergy SKY Partner for assistance with bulk imports.
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. Symergy Config Toal E4 +

<« 3 @ localhost:555/General-Settings,/Video-Systems r B

# SYNERGY CONFIG TOOL
GENERAL SETTINGS .
Video Systems

Integrat
Video Systems

Rooms

Video Systems Search video systems

Mo videosystems added

CONFIG TOOL

« Clickon ADD VIDEOSYSTEM, select the Room to associate it to from the drop down box and fillin the specifics for the
Video Conferencing endpoint.
o N.B. The below example has been configured for a Cisco endpoint. The Serial number will be populated once
connected.
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Video system

VIDED SYSTEM CONFIGURATION

Raam

MeetingRoom1

adrmin

Dial out LR

MeetingRooM 1@Ve. Company.com

VIDED SYSTEM TYFE

Softwane type

Cisco CE

One button to push

Video systern status

IP Address

httpef192_168.1_1

Serial number

Dial out protocol

Click SAVE and then SAVE CHANGES on the main screen once completed

For more detailed information on adding video systems, please refer to this guide.

Adding Sensors (optional)

JOIN can be integrated with loT sensors from Things Web for meeting room occupancy detection. If sensors are to be utilized,

they can be enabled within the Sensors Tab. For more information relating to sensors please refer to this guide.
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2 Synergy Config Toal E +

+ 3@ (@ localhost555/General-Settings/Sensors b B

# SYNERGY CONFIG TOOL
GEMERAL SETTINGS

Things Web Sensors

Sensors

ONFIG TOOL

Poly EWS Emulation (optional)

If Poly/Polycom endpoints require, EWS Emulation can be enabled within the API Settings Tab. For more information relating to
Poly/Polycom endpoints and EWS Emulation, please follow this guide.
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R Synergy Config Tool X

& C @ localhost:555/General-Settings/API-Settings

t SYNERGY CONFIG TOOL

GENERAL SETTINGS

API Settings

Ne

Proxy Settings (optional)

API Settings

EWS Emulation

Configurations: 5

Enable EWS emulator

Enable basic authentication for EWS emulator

AP EWS Emulator Password

Set custom CONTROL connection usemame/password

Allow legacy versions of TLS

Guest °

If a proxy services is required for JOIN to communicate with devices or internet, this can be configured within the Network Tab.
For more information relating to Network Proxy configuration, please follow this guide.
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L Symergy Config Toal x +

L O (@ localhost555/General-Settings/Network

¢ SYNERGY CONFIG TOOL

GENERAL SETTINGS

Proxy Settings
[ .

Proxy Server Address

Proxy Samver Passwond

CONFIG TOOL

Use the proxy server for connecting to...

Notifications (optional)

SAVE CHANGES

Page 51 of 144



Synergy JOIN Installation and Configuration Guide

Click on the Notifications Tab to add an Admin Contact Email Address or commaseparated list of email addresses and toggle on
or off the notifications to be received.

* Symergy Config Toal x +

< 2 @ localhost:555/General-Settings/Motific

GENERAL SETTINGS

Notifications

Notifications
nf
Admin Contact Emall Addresges

admin@Company.com

Endpaint Connection Problems

Data f Time Problems

Nolifications

License Warnings

Software Upgrade

CONFIG TOOL

« Clickon SAVE CHANGES button on main screen when complete.

Setting Name Description

Notifications Contact details for the administrator who should receive notifications of any problems
in the platform, for example if JOIN fails to push Cisco OBTP or Polycom OTD
information to endpoints.

Admin Contact Email Addresses The email addresses of administrators who will receive email notifications for the
specified events.

Use a comma to separate multiple email addresses.

Endpoint Connection Problems An email alert will be triggered if JOIN has problems connecting to one or multiple
endpoints.
Date / Time Problems An email alert will be triggered if JOIN detects date or time differences between the

endpoint and the server time.

License Warnings An email alert will be triggered if the license is about to expire.

JOIN
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Matching Rules

Create matching rules for Cisco One Button to Push (OBTP) or Poly/Polycom One Touch Dial (OTD) by expanding the JOIN
heading on the navigation bar and selecting the Matching Rules Tab. The matching rules concept and different examples are

discussed more in detail in this guide.

B Synergy Config Toal » +

“ & (@ localhost555/ oin/Matching-Rules r B

¢ SYNERGY CONFIG T00L
GEMERAL SETTINGS .
Matching Rules

Matching Rules Matching Rules

Mo matching rules added

ONFIG TOOL

« Clickon ADD to create a new Matching Rule.

« Give the Matching Rule a name and select the Rule Type to create.

N.B For this example a Regex Rule for Zoom will be created. Matching Values can be manually created, however
templates for widely used services exist by pressing the BUILD REGULAR EXPRESSION button.

o
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Matching rules

REGULAR EXPRESSION

Name*
Zoom

Rube Type

Regex Rule

Applies to

All invitations

Matching Value

Replace Valua *

« Clickonthe BUILD REGULAR EXPRESSION button and select Zoom meetings from the Regex template drop down box.
This will populate the Matching Values to get the details from a standard Zoom meeting invite.
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« The Matching Rule can be tested by copying an invite into the Sample Text box

Matching rules

BUILD REGULAR EXFPRESSION

Reqex termplate:

Zoom meetings
Matching valus:

https:iTa-20-%_\ ["zoom[a-20-5_ L ]%j0d+)
Replace value:

VE@E00mCIc. oo

Sample lext:

Synmergy SKY is inwiting you to a scheduled Zoom meeting.

loin Zoom Heeting
https:/fcompany . zoom. us/ /12345673981

Meeting ID: 123 4567 8081

12345678901 (@zoomcerc.com

Match D: https:/fcompany. Zoom.us/|/ 12345678901

« Click SAVE and then SAVE CHANGES on the main screen once completed

Conference Settings

Click on the Conference Settings Tab to define conference configuration, One-time VMR/URI details, Dial-In Information
settings and End of Conference warning settings. Follow this guide for further information on how to configure these settings.

Page 55 of 144



Synergy JOIN Installation and Configuration Guide

B Synergy Canfig Toal * +

+“ T (@ localhost555/ oin/Conference-Settings v d

@ SYNERGY CONFIG TOOL

GEMERAL SETTINGS X
Conference Settings

4 Matching R Internal Email Domains
88 Conference Settings
Internal Email Domains

C 1§.COMM, WC.COm Lcom, sub.domain.co
COMPANY.COM, YC.COmpany.com, Sub.domain.com

MODIFIED: Fri 24 Jufy 2020 11:46

« Addthe company'sinternal emaildomains separated by comma's if multiple, then click on SAVE CHANGES

VMR Pools (optional)

If an MCU has been configured, VMR pools can be created within the VMR Pools Tab. For further information on VMR Pools

section please refer to this guide.
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R Synergy Config Toal 1 +

“ 3 @ localhostS55/ lein/VMR-Pocls " B

# SYNERGY CONFIG TOOL
GEMERAL SETTINGS

VMR Pools

Configuratio
Enable VMR Pools

I OFF

Calendar Resource Email Address
Craate VMR meetings anly when resoure account is added

j o~

CONFIG TOOL

VMR Pools

Mo ¥R pools added

Policies

If Cisco Room Series or Sensors have been deployed in the environment with the intent to auto-release/de-book rooms that
have no presence in them during a meeting, the Policies Tab is where to configure this. For more information on Policies
configuration please refer to this guide.
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R Synergy Config Toal 1 +

“ 3 @ localhost555/ ) ein/Palicies W B

# SYNERGY CONFIG TOOL

GENERAL SETTINGS

Policies

Policies

CONFIG TOOL

Email Templates

Emailtemplates can be modified and/or customized within the Email Templates Tab. For more information on Email Templates
please refer to this guide.

¥ Symergy Canfig Taal ® 4+

= & @ localhost:555/foin/Email-Templates w e

n SYNERGY CONFIG TOOL

GENERAL SETTINGS

Email Templates

Email Templates

Don't unbook roam clicked*

Email Templates

Result: X¥resultX

INFIG TOOL
[ErTor recurming mesting*

n supported meeting in Synergy JOIN</h3>

The meeting ksubjectic/ a recurring mesting with no end date, and is therefore not supported by
Synergy JOIN.<b

Page 58 of 144



Synergy JOIN Installation and Configuration Guide

Config Tool
Software Updates

Check for software updates by expanding the CONFIG TOOL on the navigation bar and selecting the Software Updates Tab

« Byclicking the UPDATE INFORMATION button new versions of JOIN will be presented to download, if available, as well
as Release Notes

R Symergy Config Tacl ® 4+

& C @ localhostS55/Config-Tool/Software-Updates * O :

& SYNERGY CONFIG TOOL

GENERAL SETTINGS Software Updates

CONFIG TOOL

Software update information
(& Software Updates . Current Version: 5.0.100

[*] Configuration Versions UPDATE INFORMATION

Configuration Versions

To deploy all settings configured within the Synergy Config Tool, select the Configuration Versions Tab

« Tickthe boxnextto Current and clickon DEPLOY CONFIGURATION button
o N.B. Itis possible to create a Backup of configuration and revert back to it by using the CREATE CONFIGURATION
SET then selecting the Load configurations link next to it
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o Synengy Config Toal E

L3 © @ localhostss

* SYNERGY CONFIG TOOL

fig-Tool/Configuration-Versians & 8

figuration Versions

Configuration Versions

CONFIG TOOL
Backup label

‘Canfiguration Version Greated. Make sure ta deploy it for it to be used by the appl

[*] Configuration Versions

Applications

CONFIGURATION ID.

REATED

DEPLOY CONFIGURATION.

Basic configuration of Synergy JOIN is now complete. For further information on how to configure JOIN to your specific needs,
please refer to our How To guides.
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Obtaining and Adding a Product License

<< Go back to Quick Setup Guide

All Synergy SKY's customers should have received a license document stating an API key which is unique to the customer. If you
do not have this API key, you can contact your Synergy SKY representative or file a support ticket through our support portal
https://support.synergysky.com.

API| Key

Once you have been provided with an API key, paste this into the General Settings ==> Licenses ==> API| Key field and click the
'Validate' button. The software will fetch the correct license key from the license server, validate it and place it into the License
Key section. The license key refreshes itself every 14 days therefore the software requires access to the Internet in order for the
license key to stay active.

Offline License Key

If the server on which the Synergy SKY product is installed does not have access to Internet (i.e. Synergy SKY License Server),
you may need an offline license key. To obtain an offline license key you will have to get in touch with your Synergy SKY
representative or send a request to Synergy SKY Support (support@synergysky.com).

You will have to provide the unique Machine ID of the hosting server. This can be found by running the following PowerShell
script get-wmiobject Win32 ComputerSystemProduct | Select-Object -ExpandProperty UUID

Once we have the Machine ID, we will provide you with a license key you can paste in to the License Key field.
R Synergy Config Too ® +

C {D lacalost:s55 Genaral-Settings/Licenses ir e

¢ SYNERGY CONFIG TOOL
GENERAL SETTINGS :
Licenses

Licenses mmmmmhmmmnﬂmmwmmmmmuﬂnrm
config set 1o the application(s) x

Join License

AP Key *

validAP keygoeshere1 234567 850abe defgh

Licensa Kay

" JoIN

COMFIG TOOL
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Note: You can choose for administrators to receive email notifications if the license is about to expire, this is configurable on the
Notifications tab of the configuration tool.

Integration Settings

<< Go back to Quick Setup Guide

The Synergy SKY software supports various integrations. You can add the different integrations based on your needs.
Common for allintegrations is that you will need to add a Connection first, and then an APl integration that uses the connection
defined above.

Connections

A connection defines how the software can communicate with various third party systems. This page describes the different
connection types and what they are used for.

MS Graph API

In order to integrate with Microsoft Exchange Online (Office 365), you willneed to add a MS Graph API connection. Further
details on how to configure it can be found in "Configuring Exchange with Graph API (Office 365)" on page 20. You canread
more about the Microsoft Graph authentication here.

Setting Name Description

Graph ClientID Your Microsoft 365 Client ID.

Graph TenantID Your Microsoft 365 Tenant ID.

Graph Client Secret Your Microsoft 365 Client Secret.
MS EWS API

If you are integrating with your on-premise Microsoft Exchange server, you will have to add this connection type. Note: You can
also use it for Office 365 integration, however Basic Authentication for EWS for Office 365 willbe decommissioned as of
October 13th, 2020. Further details on how to configure it can be found in "Configuring Exchange with EWS" on page 17.

Setting Name Description

EWS URL The Exchange Web Service (EWS) URL. If using Office 365, then you can normally use the default value already
populated here: https://outlook.office365.com/EW S/Exchange.asmx

EWS username The username of the EWS service account. Microsoft Exchange sometimes requires the username to be in the format of
"domain\username" and sometimes "username@domain”. In the latter cases the domain field is optional.

EWS Service Account Domain The domain of the EWS service account.
EWS Service Account Password The password of the EWS service account.
Google API

If you are integrating with your Google GSuite Calendar, you will have to add this connection type. Further details on how to
configure it can be found in "Configuring Google Calendar (G Suite) " on page 26.

Setting Name Description

Service Act On Behalf Of Email A super administrator in the admin.google.com section of the configuration.

File path File path to the service account .json file you have downloaded in connection with the creation of the service account
(This is the .json file that was copied in the Google Configuration section under 'Create a Private Key for JOIN' in the
referenced article above.)

Pexip Infinity

If you are integrating with your on-premise Pexip Infinity MCU, you will have add this connection type. The connection is used for
provision One-Time-VMRs, initiate outbound calls, polling CDRs and collecting real-time data from the Pexip Infinity MCU.
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Setting Name Description
Hostname / Address The hostname or IP address of the Pexip Infinity management node. The address should include https://.
Username The password of an admin/api account
Password The password of the admin/api account
CiscoCMS

If you are integrating with your on-premise Cisco Meeting Server (CMS) MCU, you will have add this connection type. The
connection is used for provision One-Time-VMRs, initiate outbound calls, polling CDRs and collecting real-time data from the
Cisco Meeting Server MCU.

Hostname / Address The hostname or IP address of the Cisco Meeting Server. The address should include https://.
Username The password of an admin/api account
Password The password of the admin/api account

Videonor Cloud

If you are integrating with Videonor Cloud, you will have add this connection type. The connection is used for provision One-
Time-VMRs and initiate outbound calls from the Videonor Cloud.

Setting Name Description

Hostname / Address The hostname or IP address of the Videonor Cloud. Unless you have other information, this address should be
https://core.videonor.net

Username Add the value x-auth-token
Password The access token you have been provided by Videonor support
StarLeaf Cloud

If you are integrating with StarLeaf Cloud, you willhave add this connection type. The connection is used for provision One-
Time-VMRs on the StarLeaf Cloud.

Setting Name Description

Hostname / Address The hostname or IP address of the StarLeaf Cloud. Unless you have other information, this address should be
https://api.starleaf.com

Username Add the value X-SL-AUTH-TOKEN

Password Enter the access token from the StarLeaf Portal. For more information, refer to "How to create a StarlLeaf Cloud
authorization token" on page 138

CiscoTMS

Optionally you can add Cisco TMS to your Synergy SKY installation. This is of value if the video systems are configured with
dynamic IP addresses (DHCP) in your environment. JOIN will then query TMS for updated IP addresses if it is unable to
connect to the video systems. Adding TMS also makes it easier to add video systems, as they can then be selected from a list
instead of having to enter their IP addresses manually.

Setting Name Description

Cisco TMS Address The hostname or IP address of the TMS server. This could be prefixed with either http:/ or https://. JOIN assumes TMS
is installed on the default web application named /TMS (e.g. http://tms.company.com/tms).

Username The username of a Site Administrator in TMS. The username would normally be prefix with the NETBIOS domain (e.g.
company\admin).

Password The password of a Site Administrator in TMS.

Preserve TMS Bookings Check the checkbox if JOIN should preserve meetings that are pushed to the codec by other booking systems such as
Cisco TMS. Enabling this feature will result in more network activity and higher cpu usage on the codec and on JOIN
because JOIN will increase the verification rate to ensure the video conferencing system has the correct meetings
added. We recommend that you only enable this feature during a trial or migration phase.

*Note that TMS pushes out the meetings later than JOIN and therefore overwrites the meetings that are pushed out by JOIN.
Note the following regarding using the Preserve TMS Bookings setting above:
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t Preserve TMS Bookings JOIN with Preserve TMS Bookings

Pushes out a list of all meetings to endpoint whena Pushes out a list of meetings for the next 24 hours when  Pushes out a list of meetings for the next 24 hours when a

meeting is booked, updated or deleted ameeting is booked, updated or deleted. meeting is booked, updated or deleted.
Verifies and overwrites (if necessary) the meetinglist ~ Verifies and merges (with TMS meetings if necessary) the
on the endpoint every hour with meetings stored in meeting list on the endpoint every hour with meetings stored
JOIN for the next 24 hours. in JOIN for the next 24 hours.

Verifies and overwrites (if necessary) the meetinglist ~ Verifies and merges (with TMS meetings if necessary) the
on the endpoint at Conference Start Buffer before every ~ meeting list on the endpoint at Conference Start Buffer before
meeting starts (start-up buffer is by default 10 minutes)  every meeting starts (start-up buffer is by default 10

with meetings stored in JOIN for the next 24 hours. minutes) with meetings stored in JOIN for the next 24 hours.

Verifies and merges (with TMS meetings if necessary) the
meeting list on the endpoint continuously while a meeting is
in progress with meetings stored in JOIN for the next 24
hours.

Quickchannel Cloud

Quickchannelis a recording service to which JOIN can be integrated for recording purposes. Refer to "How To: Configure.
Recording" on page 108 for more information.

Setting Name Description
Quickchannel Username The integration username provided by Quickchannel.
Quickchannel Password The password provided by Quickchannel.

REC.VC Cloud

REC.VC is arecording service to which JOIN can be integrated for recording purposes. Refer to "How To: Configure
Recording" on page 108 for more information.

Setting Name Description

Email address matching Rule (RegEx) The Regex rule to identify parts of the organizer's email address to be used in the replace rule below, e.g.:
(.+)@company.com

Email address replace Rule (RegEx) The Replace value to be used with the Regex rule, e.g.: \1.company@rec.vc

Panopto Cloud

Panopto is a recording service to which JOIN can be integrated for recording purposes. Refer to "How To: Configure.
Recording" on page 108 for more information.

Setting Name Description
Panopto server address This server name can be found in your Panopto profile. Example: acme.cloud.panopto.eu
Panopto Username The username of the API account you have created for the integration. The integration user needs to have "admin"

permissions in your Panopto account.

Panopto Password The password of the APl account.

ThingsWeb Cloud

ThingsWeb is a cloud service delivering sensor technology. JOIN utilizes this sensor technology for occupancy detection. Refer
to "How To: Configure an Occupancy Sensor" on page 115 for more information.

Setting Name Description
ClientID The Client ID as provided by ThingsWeb.
Secret The secret as provided by ThingsWeb.

API Integrations

Once the connections are added, they will be available for creating an APl integration.

When adding a new APl integration, the first thing you will have to decide what this integration is being used for. The valid
options are:
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« Calendar

« VMR Provisioning
« CDRPull

« Sensors

« Recording

Once the APl integration type is selected, the Connections dropdown list will populate with the connections that are applicable
for the selected integration type.

When you select the connection, you will recognize the settings you defined for the connection. In addition, there willappear an
extra section at the bottom of the window where you can provide extra configurations that are specific to this APl integration.
The below tables describes the extra configuration needed for each of the connection types.

MS Graph API (Calendar)

Setting Name Description

Acton behalf of Email The Synergy JOIN Act on Behalf of email is the email address that will be used to notify users of their meeting updates
and progress.

Polling Interval The number of minutes between JOIN checking the mailbox. If you notice any issues with your connection to your

mailboxes taking longer than expected, we advise to set your Polling interval in minutes to 0.

MS EWS API (Calendar)

Setting Name Description

Polling Interval The number of minutes between JOIN checking the mailbox. If you notice any issues with your connection to your
mailboxes taking longer than expected, we advise to set your Polling interval in minutes to 0.

Google API (Calendar)

Setting Name Description

Polling Interval The number of minutes between JOIN checking the mailbox. If you notice any issues with your connection to your
mailboxes taking longer than expected, we advise to set your Polling interval in minutes to 0.

Pexip Infinity (VMR Provisioning)

Pexip reverse proxy The address of the Pexip Infinity reverse proxy.

Default dialout location The default location from which the Pexip Infinity should initiate outbound calls from.

Get Locations Click this button to refresh the Default dialout location dropdown list.

CDR tag When provisioning One-Time-VMRSs, this CDR tag will be added as metadata. This metadata is used for mapping data
in third party systems.

Default MCU Whether or not this is the default MCU.

Cisco CMS (VMR Provisioning)

Setting Name Description

CDRtag When provisioning One-Time-VMRs, this CDR tag will be added as metadata. This metadata is used for mapping data
in third party systems.

Default MCU Whether or not this is the default MCU.

Videonor Cloud (VMR Provisioning)

Setting Name Description

CDR tag When provisioning One-Time-VMRs, this CDR tag will be added as metadata. This metadata is used for mapping data
in third party systems.

Default MCU Whether or not this is the default MCU.

StarLeaf Cloud (VMR Provisioning)
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Setting Name Description

CDR tag When provisioning One-Time-VMRSs, this CDR tag will be added as metadata. This metadata is used for mapping data
in third party systems.

Default MCU Whether or not this is the default MCU.

Quickchannel Cloud (Recording)

Setting Name Description

Quickchannel Stream Key This is the url provided by Quickchannel for your recording account. Refer to "How To: Configure Recording” on
page 108 for more information.

Enable dual streams Check this checkbox if the Quickchannel service should record both the main stream and the content channel
Recording Resource Account The resource account that will need to be added to the invitation in order to add recording to the meeting.
Pexip recording location The default location from which the Pexip Infinity should initiate recording calls from. Only applicable for customers

running Pexip Infinity MCU.

Preferred VMR pool The VMR pool that should be used for recording. If other meeting room resources that will activate a One-Time-VMR
to be created, the pool with the highest priority will be selected.

REC.VC Cloud (Recording)

Setting Name Description
Recording Resource Account The resource account that will need to be added to the invitation in order to add recording to the meeting.
Pexip recording location The default location from which the Pexip Infinity should initiate recording calls from. Only applicable for customers

running Pexip Infinity MCU.

Preferred VMR pool The VMR pool that should be used for recording. If other meeting room resources that will activate a One-Time-VMR
to be created, the pool with the highest priority will be selected

Panopto Cloud (Recording)

Setting Name Description
Recording Resource Account The resource account that will need to be added to the invitation in order to add recording to the meeting.
Pexip recording location The default location from which the Pexip Infinity should initiate recording calls from. Only applicable for customers

running Pexip Infinity MCU.

Preferred VMR Pool The VMR pool that should be used for recording. If other meeting room resources that will activate a One-Time-VMR
to be created, the pool with the highest priority will be selected

ThingsWeb Cloud (Sensors)

None.
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Rooms

<< Go back to Quick Setup Guide
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This tab is where you choose which meeting-room resources should be monitored by JOIN. The Microsoft Exchange User
service account requires Full Calendar Access to these rooms when you have configured your installation with Exchange. For

Google mode, a properly set up Google Service account is required along with correctly set Calendar scopes. For more details
see Requirements.
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The Room list dropdown contains available room lists in your Exchange or Google environment. You can choose to either add
rooms from the selected room list or to add rooms manually by providing the room's name and email address.

Available rooms

Room list C' Refresh room list

All Meetingrooms
Meetingrooms New York
Meetingrooms Oslo
Meetingrooms Utah

test rooms

Once you have chosen a room list, the available rooms within the list will be populated and made available to choose.

Available rooms

Room list

test rooms

Search rooms

NAME
keetingRoom hMestingRoom EECompany. comnm
hdeetingRoom2 MeelingRoom 2 (EC mpany.com

MeetingRoom3 MeetingRoom -OMpEny.Ccom

hdeetingRooms hMestingRoomdiEc ompany. com

hMeetingRooms MestingRoomS -Ompanty. Corm

ADD ROOM MANUALLY ADD SELECTED ROOMS

Page 69 of 144



Synergy JOIN Installation and Configuration Guide

This table explains the fields and buttons on the Available rooms window:

Button/Field name Description

Room List This list shows a list of Room Lists from your Exchange or Google Environment
Room lists are special address books in Exchange/ Google that only contain room resources.

If no room lists are shown, ask your administrator to create one for you based on the
examples below.

Once a list of Room Lists is shown, you can select the rooms you would like to add and click
the '"Add Selected Rooms' button in order to add them to the rooms to be monitored.

Example for creating room lists in the Microsoft Exchange PowerShell tool:

$RoomAlias = Get-Mailbox -RecipientTypeDetails RoomMailbox -
Filter {Office -eq 'HQ'} | select -ExpandProperty Alias

New-DistributionGroup -RoomList -Name 'HQ Meetingrooms' -
Members $RoomAlias

$RoomAlias = Get-Mailbox -RecipientTypeDetails RoomMailbox |
select -ExpandProperty Alias

New-DistributionGroup -RoomList -Name 'All Meetingrooms' -
Members $RoomAlias

Search rooms Search for specific rooms within the selected room list.

Refresh room list This button is used to refresh the room list dropdown.

Note: It can take up to 15 minutes before a room list is visible here after adding a room listin
Exchange.

Add Exchange room manually Click this button to add rooms from Exchange manually.

This is done by providing a display name and an alias for the room.

Add Selected Rooms Adds the selected rooms to the list of rooms that are to be monitored.

Once the desired rooms have been added, they will appear in the list of selected rooms.

SAVE CHANGES

SELECT ROOMS

Search selected rooms

ENABLED  NAME ADDRESS VIDEO SYSTEMS SENSORS
MeetingRoom1 MeetingRoom1@company....
MeetingRoom?2 MeetingRoom2@company..

MeetingRoom3 MeetingRoom3@company.

If you would like to postpone the monitoring of certain rooms, you can simply make sure that the Enabled switch is OFF or set the
Room status to OFF (refer to the below screenshot).

You can click Edit on a room to provide more details about it.

Page 70 of 144



Synergy JOIN Installation and Configuration Guide

Edit rooms

ROOM CONFIGURATION Room status “

Room name Room alias
MeetingRoom1 MeetingRoom1@company.com

Preferred VMR pool SOT debooking policy
One-Time VMR Pool Default

Attached videosystem

meeti om1@vc.company.com

SENSORS

Add sensor

MeetingRoom1 Sensor

CANCEL

This table explains the fields and buttons on the Available rooms window:

Field name Descl

Room status Whether or not to monitor this room resource's calendar.

Preferred VMR Pool Specifies which VMR Pool that should be used when this room is invited into a meeting. If this
room's VMR Pool has a higher priority than the other rooms that have been invited to the same
meeting, this VMR Pool will be used. For more information on VMR Pools, refer to @_guide.

SOT debooking policy This is the selected policy that will apply if nobody shows up in the meeting room. You can
read more about policies in this guide.

Attached videosystem If the meeting rooms contains a video endpoint that is already added in the Video Systems tab,

the video endpoint can be associated with the meeting room by selecting it from this dropdown.
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Field name Description

Sensors Available sensors will appear in this list of sensor. Find the correct sensor in the list and click
Add to associate the sensor with the meeting room. You can follow this guide to configure the
supported sensors.
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Video Systems

<< Go back to Quick Setup Guide

The Video System tab is where you can view and manage the defined video systems. When adding a new video system, you can
associate it with a meeting room or you can add it and associate it with a meeting room later (see Rooms for more information).

Adding a Video System

This table explains the fields and options you have when adding, or editing, a video system:

Section/Field name Description

Room This dropdown list contains all available meeting rooms added in the Rooms tab. You can associate the video system
directly with a meeting room here, or you can set it to None and associate it later - either from this page or from the Rooms
page.

Note: If set to None, the video system will be disabled by default.

Manufacturer In order to communicate correctly with the video system, JOIN will need to know what kind of video system this is. Valid
options are Cisco, Poly and Other.

IP Address The address of the video system on which JOIN can communicate with the endpoint. This field is only applicable for Cisco
endpoints.

Username / Password The username and password JOIN must use to authenticate with the video system. Only applicable for Cisco endpoints.

URI The video address (URI) of the video system. This information is applicable only if the Connectivity type is set to 'Dial-out'

Software type The different video system manufacturers might have different software platforms on their different models. JOIN will try to

automatically identify the software type when it connects to the system, but we recommending setting it here regardless.

Serial number JOIN will automatically retrieve the serial number from the video systems where applicable.

Connectivity type This settings defines how the video endpoints should be connected into the meeting. The valid options are:

One Button To Push:

The video system will be populated with a Join button by JOIN. When clicking the Join button the video system will dial into
the correct meeting. This feature is only available for Cisco and Poly endpoints.

Dial-out:

For video systems not supporting the One Button To Push mechanism, JOIN can initiate the meeting to dial out to the video
system. The video system can e.g. be configured with 'auto answer' mode so that it will be automatically connected without
any user interaction. The dial-out feature is only supported by on-premise Pexip Infinity and Cisco Meeting Server MCUs.

None:

JOIN will not perform any action towards the endpoints if None is selected.

Note: JOIN performs a nightly check of connectivity and time/date of all Cisco OBTP-enabled endpoints. If configured on the
General Settings tab of the config tool, admins are notified of any issues identified during this check. The check takes place
between 2am and 3am local server time; this is non-configurable.

Note: If the video system’s codec is replaced for any reason, and the video system is not linked to and imported from Cisco
TMS, you must re-add the video system.
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Video system

VIDED SYSTEM CONFIGURATION Video aystem status

Room

MeetingRoom1

IP Address
s 92 168.1.1

Passwond
adrmin [ —
Dial out URI

MeetingRoom 1@V Company.com

VIDED SYSTEM TYPE
Softwane type

Cisco CE

Dial out pratoscal

One button to push

Maintaining the Video Systems

From the list of video systems, you can disable and enable endpoints, edit information and delete video systems.

Note: If the video system is a Cisco endpoint supporting the People Count feature, you can click the 'Feedback Slots' link to view
and register feedback expressions on the endpoint for people count reporting purposes. Please refer to this guide to learn more
about how to configure Cisco endpoints as people count and occupancy sensors.
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R Synergy Config Tool X+

< G  ® localhost555/Genaral-Settings/Video-Systems * O

GENERAL SETTINGS

Video Systems

Video Systems

Video Systems ‘Search video systems

ENABLED ROOM OUT URI CONNECTED

API Settings

<< Go back to Quick Setup Guide

The Synergy SKY software supports various inbound integration points. Below is a list of the available APIs Synergy SKY offer
and what they are used for.

EWS Emulation

There are instances when the Polycom endpoint is unable to communicate with the Exchange Server and as such, the
endpoint is unable to use the builtin Polycom One Touch Dial technology. The EWS emulator within Synergy JOIN brings back
the ability to utilize the Polycom One Touch Dial technology on your Polycom Endpoint by emulating itself as an Exchange
server and providing meeting information to the endpoint thus providing the Polycom devices with their Polycom One Touch
Dial buttons.

The EWS Emulator is compatiblewith the HDX, Group Series and Trio endpoints. For more information, refer to "How
To: Configure Polycom EWS Emulator" on page 105

Setting Name Description

Enable EWS emulator Whether or not to enable the EWS emulator.

Enable basic authentication for EWS Whether or not to use basic authentication. If the box is left unticked, no password is required for the endpoint to connect
emulator to JOIN.

APl EWS Emulator Password The API password to use for accessing the APL.

Allow legacy versions of TLS Whether or not to allow for legacy version of TLS. We recommend turning this setting OFF unless the endpoints are

using older versions of TLS.

JOIN CONTROL connector

The CONTROL module communicates with JOIN through an internal API. This APl will need to be configured on this page, and
the settings have to be reflected in the CONTROL configuration, see the CONTROL configuration for further information.

Setting Name Description

APl Listening Address The listening address for this API. To listen to all addresses, set 0.0.0.0.

API Port The port number this API runs on.

CONTROL connection username The username CONTROL needs to use in order to communicate to this API.
CONTROL connection password The password CONTROL needs to use in order to communicate to this API.
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Conference Settings

<< Go back to Quick Setup Guide

The Conference Settings tab contains various configuration that affects how end users will experience the meeting workflow,
from the meeting invitations to the end of the meeting.

The sections and tables below describes the different settings and what they mean.

Internal Email Domains

As JOIN can process invites from external and internal organizers differently, you will first need to identify which email domains
that are considered as internal. In the configuration tool, go to JOIN => Conference Settings => Internal Email Domains:

Setting Name Description

Internal email domains Specify a comma separated list of the email domains your organization uses. This list is used to determine whether a
meeting room invitation is sent from an internal or external user. Itis also used to determine which users are internal
and external when sending out connection information emails. (e.g. synergysky.com, synergysky.eu, synergysky.us)

Dial-In Info

This section specifies whether the organizer, internal guests and external guests should receive a dial-in information email
when meetings are booked.

To edit the email templates, please refer to How to: Configure Email templates.

Note: The emaildomain list in the Matching Rules tab is used to determine which guest participants are internal/external.

Send dial-in info at start buffer Whether or not to send out dial-in information to invitees x number of minutes before the meeting starts.
Send dial-in info to internal guests Whether dial-in information is being sent out to internal invitees. Applicable for One-Time-VMR meetings only.
Send dial-in info to internal guests skype Whether dial-in information is being sent out to internal invitees. Applicable for Skype for Business meetings only.

Send dial-in info to internal guests staticvmr ~ Whether dial-in information is being sent out to internal invitees. Applicable for Static VMR meetings only.

Send dial-in info to external guests Whether dial-in information is being sent out to external invitees. Applicable for One-Time-VMR meetings only.

Send dial-in info to external guests skype Whether dial-in information is being sent out to external invitees. Applicable for Skype for Business meetings only.

Send dial-in info to external guests staticvmr  Whether dial-in information is being sent out to external invitees. Applicable for Static VMR meetings only.

Send dial-in info to organizer Whether dial-in information is being sent out to the organizer. Applicable for One-Time-VMR meetings only.

Send dial-in info to organizer skype Whether dial-in information is being sent out to the organizer. Applicable for Skype for Business meetings only.

Send dial-in info to organizer static vmr Whether dial-in information is being sent out to the organizer. Applicable for Static VMR meetings only.

Send dial-in info x minutes before start The number of minutes before the meeting starts that the dial-in information is being sent out to the organizer and
invitees as specified above.

Update sender's calendar This function will enable Synergy JOIN to log into the calendar of each meeting's organizer to update the calendar invite

and send an update to all invitees. This end user experience will allow users to book video meeting directly from their
native calendar clients without having any custom plug-ins installed, and still have the dial-in information of the video
meeting automatically.

Note: Remember to define in which cases the body of the meeting invitation should be updated in the settings above; i.e.
One-Time-VMR, Skype Meeting, Regex rule meeting.

Failure to update the calendar will lead to an email being sent to the meeting organizer with the dial-in details, with
instructions to update the invite manually. The administrator, defined in the General Settings tab will also be notified
about the failure. The notification to the administrator will contain the commands required to fix permissions problems
to the organizer's calendar. See Configuring In-Body Update for information on how to set the correct permissions in

Microsoft Exchange required for this feature to operate correctly.

Note: Enabling the generation of Host pins for conferences and adding this to the email template will make the host pin
visible to all invitees since the same information is sent out to all participants in the meeting. The host pin should
therefore be defined in the 'Host pin' template. See Configuring Email templates for more details.

Connection Details

The Connection Details settings define the behavior of creating (provisioning) and tearing down (deprovisioning) VMRs to be
used for the purpose of a specific meeting, One-Time-VMR.
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Setting Name

Conference Start Buffer (minutes)

Description

The start buffer defines when VMR are provisioned and can be dialed into, and it defines when the green button in the
Cisco OBTP or Polycom OTD message can be pressed on the video system.

Conference End Buffer (minutes)

The end buffer defines when the VMRS are deprovisioned and the remaining participants are disconnected.

Retry Count On Dial Outs

The retry count controls how many call attempts are made to dial-out video systems if the initial connection attempt fails.

Retry Delay Between Each Attempt

The retry delay controls how long JOIN will wait between the dial out attempts per participant.

Hide Non-Video Meetings From Video
Systems

If selected, meetings without dialable URIs will not be visible as Cisco One Button To Push meetings on booked
endpoints.

Disconnect Auto-Dialled Participants at
conference end

If selected, JOIN will disconnect dial-out calls it has initiated at conference end buffer, or if the meeting is deleted.

End of Conference Warning

Setting Name Description

Enable end of conference warnings

If ticked, End of Conference Warning notifications will be presented in the video stream X minutes before a conference
is about to end. This applies for:

« Pexip Infinity personal VMRs
« Pexip Infinity One-Time VMRs
« CMSOne-Time-VMRs

End of Conference Warning Notifications do not work for Gateway calls or cloud based conferences.

Conference end warning text

Enter the text you want to appear if Enable End of Conference Warnings is ticked. The placeholder {0} will display the
number of minutes left in the meeting, based on the settings you have entered below.

Conference ending text

The text that will appear when the scheduled end time of a conference is reached.

Conference cancelled text

The text that will appear when a conference the conference end buffer has been reached or if the meeting is deleted.

Message display duration (seconds)

The length of time in seconds that End of Conference Warnings should stay on the screen.

Message display mode in video

Define if the messages should be visible in the video stream.

Message display mode in chat

Define if the messages should be visible in the chat (WebRTC chat, Skype chat and Pexip/CMS client chat).

When to show warnings (minutes before
end)

Specify when the End of Conference Warning Notifications should be displayed. Multiple entries must be separated by a
comma.

End of conference warnings are relative to

« End of booking: durations and other specifications are relative to the end time of the booked conference.
« End buffer: durations and other specifications are relative to the conference end buffer.

Meeting manager display name

Define the name of the account that will be visible in the roster list while the end of conference message is being
displayed. Note: Only applicable for Pexip Infinity.

Pexip reverse proxy / conference node

Enter the URL for the Pexip reverse proxy / conference node. Note: Only applicable for Pexip Infinity.

Skype IVR

The Skype IVR (Skype Interactive Voice Respons) option in JOIN enables users to join Skype Online (Skype for Business
Office 365) meetings by dialing into a specific URI (e.g. ivr@company.com) and entering the numeric Conference Id that is
automatically inserted into the meeting invitation when booking a Skype Online meeting. The option also make it easy for users
to join the Skype meeting via WebRT C which usually has a higher success rate than the Skype Web app.

Setting Name Description

Enable IVR Dial-In Into Skype meetings

Whether to enable this feature or not.

Exchange Resource Email Address

The email addresses of the Microsoft Exchange resource account that should be used for trigger the IVR option. The
account needs the same permissions and processing parameters as the other room accounts, and should also be set up
to allow conflicts so that it may be booked in multiple meetings at the same time.

Set-CalendarProcessing <resourcealias> -DeleteComments $false -RemovePrivateProperty $false -
AddOrganizer ToSubject $false -DeleteSubject $false -ProcessExternalMeetingM jes $true -AllowConflicts $true

VMR Pools

<< Go back to Quick Setup Guide
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AVMR poolis a defined set of VMRs; either a range or a predefined set of individual VMRs. Currently two types of pools are
available:

One-Time-VMR

The One-Time-VMR pool defines a numeric range of URIs that will be used when provisioning Dynamic VMRs on the assigned
MCU. Read more about how to configure Dynamic VMRs.

The One-Time-VMR (Dynamic VMR) option in JOIN enables users to easily schedule video meetings without any plug-ins in the
email client. The function will create a temporary virtual meeting room on the MCU defined in the General Settings tab, with a
URI within the range defined in the Conference Settings tab. Video systems that are included in the meeting invitation will be
provisioned with Cisco One Button To Push and Polycom One Touch Dial so that they can join the meeting by a push of a button.
Allinvitees will receive the dial-in information so that they can join from their personal device if they prefer that. The dial-in
information can sent as a individual emails to each invitee or included in the calendar invite body.

There are potentially three triggers that can be set up to enable One-Time-VMRs, and all three can be used simultaneously

« Adding a video enabled meeting room to the invite (e.g. boardroom@company.com)
« Adding a specific resource to the invite that allow conflicts (e.g. vidleomeeting@company.com)
« Adding a specific keyword to the meeting invite (e.g. @video)

Note 1: using a keyword (e.g. @video) to book video meetings require a "Hub Transport Rules" on page 101 to be setup in the
Microsoft Exchange environment

Note 2: Itis possible to stop the booking confirmation emails from the One-Time-VMR service account to spam the user's
mailbox by setting up a "Second transport rule to remove accept confirmations" on page 104

Pre Provisioned VMR

Pre Provisioned VMRs define a set of URIs and associated variables. These will not be provisioned on any MCU, however JOIN
assumes that these URIs/VMRs are already provisioned. JOIN will use these and assign them to meeting bookings, making sure
they are assigned in a non-overlapping way similar to the one-time VMRs.

To create a Pre Provisioned VMR Pool you will have to configure the following parameters for the Pre Provisioned VMR's you
would like Synergy JOIN to detect.

Section/Field name Description

URI The given URI of the VMR

Numeric URI The Numeric URI of the VMR

Host Pin (If Applicable ) The PIN code hosts to use to start the meeting within the VMR, otherwise 0
Guest Pin (If Applicable ) The PIN code guests have to use to join the VMR, otherwise 0

Page 78 of 144



Synergy JOIN Installation and Configuration Guide

Description

These are URIs to be used by our immersive system

Default VMR Pool

I OFF

VMR Poal ID: 174dd9b1-871a-4b2c-afed-22b46b86cddd

Pre provisioned VMRs

NUMERICURI HOSTPIN GUESTPIN

72500@vc.company.com 72500 1M1 2222
72501@vc.company.com 72501
72502@vc.company.com 72202
72503@vc.company.com 723503
72504@vc.company.com 72504
T2505@vec_company.com 72505

Page 79 of 144



Synergy JOIN Installation and Configuration Guide

Creating Matching Rules

In order for Synergy JOIN to identify and process meetings correctly, you will need to define matching rules.

As an example, you can create rules that define that JOIN should do the following:

1. Lookfor personal VMRs in invites from internal users
2. Lookfor Microsoft Teams or Cisco Webex invites from all users
3. CreateaOne-Time-VMR if neither 1 or 2 apply.

The screenshot below shows a more comprehensive example where there are matching rules for identifying Microsoft Teams
(external and internal) meetings, Zoom meetings, Skype for Business meetings, Cisco Webex meetings, Bluejeans meetings

and other personal VMRs.

R Synergy Config Tool x  +

<« C @ localhost555/Join/Matching-Rules

@ SYNERGY CONFIG TODL

GENERAL SETTINGS

Matching Rules

Matching Rules

PRIORITY NAME RULETYPE

1 Teams URI in Headers

3 Teams URI in Body
4 Regex Rule
Skype URI in Headers
Regex Rule
Regex Rule
Regex Rule
Matching Rules Hangout Meet
Regex Rule

Regex Rule

Regex Rule

Defining Internal Email Domains

(la-z0-9\- \H)(@a-z0-9\- \1H)(..

https://2.* zoom.*/j/(\d+)

https://([a-z0-9}+).webex.com/(.

[3-20-0\ \ Jvmr{a-Z0-0\- \ F@L.-

(meeticolaccglacch)y.[a-20-9\-_

\H@[aZ0-9\- \ [\ [a209\ A+
[2-20-9\- \]+@[a-z0-9\- \ J{(we..

https:#/(fa-z\-_1*).bluejeans\.co..

REPLACE VALUE

teams**(TeamsMeeti

\1F5\2

\1@zoomerc.com

$4B.(SkypeMeetingld..

\3@\1.webex.com

\2@\1.bjn.ve

As JOIN can process invites from external and internal organizers differently, you will first need to identify which email domains

that are considered as internal. In the configuration tool, go to JOIN => Conference Settings => Internal Email Domains:

Field Description

Internal email domains Specify a comma separated list of the email domains your organization uses. This list is used to determine whether a meeting room
invitation is sent from an internal or external user. It is also used to determine which users are internal and external when sending out
connection information emails. (e.g. synergysky.com, synergysky.eu, synergysky.us)
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Creating the rules

Once the internal email domains are defined, go to JOIN =>Matching Rules. New rules can be added by clicking the 'Add'
button. Below is an overview of the different pre-defined rule types. If you need a rule for identifying other types of meetings, you
may use the Regex Rule, which is a generic pattern recognition mechanism that can be utilized in order to identify any text in the
invite.

Rule type Description

Skype URI in Headers This rule makes JOIN look for Skype invites in hidden text in the invite.

This will normally work for all Skype meetings when the invitation is sent internally in the organization. The
information may however be lost if the email jumps multiple Exchange servers, or when the invite comes
from someone outside the organization.

Skype URIin Body This rule analyzes the Hyperlink in the body of the invitation to find the URI of the Skype meeting. This will
work in most environments, both internally and externally, but is slower. It is therefore recommended to use
this as a fallback rule with lower priority than the Skype URI in Headers rule.

Note: This function requires Synergy JOIN to have access over HTTPS to the Skype server where the
meeting is hosted; either directly or via a proxy server.

Skype URIin Body Limited This rule is an optimized matching rule from the rule above. This rule limits the search within the invite
message and not the entire email invitation. This allows for more accurate detection of the dial string when the
Skype URI in Body matching rule is unsuccessful.

Teams URl in Headers This rule makes JOIN look for Teams invites in hidden text in the invite.

This will normally work for all Teams meetings when the invitation is sent internally in the organization. The
information may however be lost if the email jumps multiple Exchange servers, or when the invite comes
from someone outside the organization.

Note: The Teams rule should be added with a high priority than the Skype rules, since Teams invitations
also contains an Skype invitation in the header

Teams URI in Body This rule makes JOIN look for Teams invites in the meeting body via Regex rule. The rule can be adjusted
according to the pattern in your Teams setup.

Teams URI in Body Limited This rule is an optimized matching rule from the rule above. This rule limits the search within the invite
message and not the entire email invitation. This allows for more accurate detection of the dial string when the
Teams URI in Body matching rule is unsuccessful.

Regex Rule This rule enables you to use Regex to define how you want JOIN to work. You can define your own pattern
matches, and differentiate between invitations from internal and external organizers.

You can define both matching patterns and replace patterns to transform the URI when required.

This rule type can be added multiple times.

Hangout Meet This rule enables JOIN to look for Google Hangout meetings in the Body of the Google Hangouts Meeting via
Regex rule. This rule is prepopulated when you select it

Skype URI in Headers

Configure the remaining fields as follows:

Field Description

Priority The priority defines the order in which the rules are applied. The lowest number gives the highest priority. (E.g. 1is processed
before 5).

Applies to Internal invitations

Matching value Not applicable
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Field Description

Replace value Pexip:
S4B. (SkypeMeetingId) . (SkypeUserId) @ (UserDomain)
where:
+ SkypeMeetingId = alphanumeric meeting Id found in every Skype meeting invite

« SkyperUserId = the userpartof the organizer’s Skype SIP URI
+ UserDomain = thedomainin the organizer’s Skype SIP URI

NOTE: For Organizations with a Pexip Gateway hosted by a Service Provider, the recommended pattern would be:
S4B. (SkypeMeetingId) . (SkypeUserId)_(UserDomain)@serviceProvidersDomain.com

This allows the Service Provider to strip away their domain and replace the underscore with @ before sending the call through
the Pexip Gateway.

CMSs:

(SkypeURL) @CompanyCMSDomain. local

where:

CompanyCMSDomain . local = the routing domain that ensures the call is routed to the CMS.

Note: This domain must also be added as a “Targets Lync Simplejoin” domain on the CMS under Configuration > Incoming
Calls.

StarLeaf Cloud:

This field is disabled as the required value is automatically configured.

Skype URI in Body

Configure the remaining fields as follows:

Field Description

Priority The priority defines the order in which the rules are applied. The lowest number gives the highest priority. (E.g. 1is processed
before 5).

Applies to All invitations

Matching value Not applicable

Replace value Pexip:

Use the same format as for Skype URI in Headers.
CMS:

Use the same format as for Skype URI in Headers.
StarLeaf Cloud:

This field is disabled as the required value is automatically configured.

Teams URI in Headers

Configure the remaining fields as follows:

Field Description

Priority The priority defines the order in which the rules are applied. The lowest number gives the highest priority. (E.g. 1is processed
before 5).

Applies to Internal invitations

Matching value Not applicable

Replace value Pexip:

Teams . (TeamsMeetingId) @company.com
where:
+ TeamsMeetingId = alphanumeric meeting Id found in the Teams meeting invite

The URI needs to match the Teams gateway rule in the Pexip configuration. Please refer to the Pexip documentation for more
details

Teams URI in Body

Configure the remaining fields as follows:
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Priority The priority defines the order in which the rules are applied. The lowest number gives the highest priority. (E.g. 1is processed
before 5).

Applies to All invitations

Matching value Not applicable

Replace value Pexip:

Use the same format as for Skype URI in Headers.

Hangout Meet

Configure the remaining fields as follows:

Priority The priority defines the order in which the rules are applied. The lowest number gives the highest priority. (E.g. 1is processed
before 5).

Applies to All invitations

Matching value This field defines the Regex rule for matching data. For example:

\d@company.com will match all URIs starting with a number and ending with @company.com)

This field is prepopulated to catch all hangout meetings

Replace value This field defines how the matched data should be transformed before being sent to the endpoint.
This field is pre-populated to replace the matching value that has been identified.

Regex Rule

Configure the remaining fields as follows:

Priority The priority defines the order in which the rules are applied. The lowest number gives the highest priority. (E.g. 1is processed
before 5).

Applies to All invitations

Matching value This field defines the Regex rule for matching data . For example:

\d@company.com will match all URIs starting with a number and ending with @company.com)

Replace value This field defines how the matched data should be transformed before being sent to the endpoint.
Pexip:
The value \ 0 uses the entire matched value, while \ 1 matches the first pair of parenthesis and so on.
Example:
Matching Value: Id: (\d)
Replace Value: \1@video.company.com
Email body: Conference Id: 123456789
URI = 12346789@video.company.com
CMS:

If you have CMS for internal dual-home, you can use a Regex rule to look for "conference id: 123456" from internal meeting
organizers.
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Testing, editing and deleting rules

The Regular Expression Builder is a useful tool that can help you test your regular expressions. From the matching rules
overview, click the 'Build Regular Expression' button to launch the tool. From the 'Regex template' dropdown list, you can
select from a number of predefined templates. You can tweak these templates to meet your needs, or you can create a
completely custom regular expression.

Once you have selected the template and made the necessary changes to it, you can paste in a sample text and make sure that
the rule is giving the expected result. Note: If the invitation is html formatted, you will need to paste in the html source of the email
invitation.

Matching rules

BUILD REGULAR EXPRESSION

Regex template:

Generic VMR meetings

Matching value:
meet [a-20-9%v_\J'@[3-z0-9_[+\[3-20-9\ \ ]+
Replace value:

\0

Sample text:
Hi Ben.

That sounds like a great idea. Let's meet on video an we can go through this more in
detail. Please find my VMR details in my signature.

Best Regards,
John

John Doe

Sales Manager

email: john.doe@company.com
video: meet.john@vc.company.com

RESULT

meet.john@vc.company.com

Matching Rules for Skype for Business & Teams Meetings

Synergy JOIN will process calendar invitations for the resources being monitored based upon the matching rules provided and
will provide OBTP information to your endpoint.
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First, under JOIN => Conference Settings => Internal Email Domains:

Field Description

Internal email domains Specify a comma separated list of the email domains your organization uses. This list is used to determine whether a meeting room
invitation is sent from an internal or external user. It is also used to determine which users are internal and external when sending out
connection information emails. (e.g. synergysky.com, synergysky.eu, synergysky.us)

Then, under JOIN => Matching Rules:

Skype for Business Matching Rule Microsoft Teams Matching Rule

1. Click on the 'Add' button and choose 'Skype URIin Headers' from the Rule Type 1. Click on the 'Add' button and choose 'Teams URI in Headers' from the Rule

dropdown Type dropdown

2. Enter a name that describes the rule, and choose whether the rule applies to all, 2. Enter a name that describes the rule, and choose whether the rule applies to all,
internal or external invitations internal or external invitations

3. Click 'Save'. 3. Click 'Save'.

4. Once the rule is added, you can select its priority by clicking the up or down arrows 4. Once the rule is added, you can select its priority by clicking the up or down arrows

6. Click 'Save Changes' 6. Click 'Save Changes'

NOTE: Normally, header information for Skype for Business and Microsoft Teams is available for internal invitations only. For
invitations coming from an external party, the header information is normally removed and you will need to add a "URI in Body"
rule in order for JOIN to successfully find the URI.

The "URIin Body" rules require JOIN to have access over HTTPS to the Skype/Teams server where the meeting is hosted;
either directly or via a proxy server.

R Synergy Config Tool X  +

< C @ localhost:555/Join/Matching-Rules Guest )

# SYNERGY CONFIG TOOL

GENERAL SETTINGS

Matching Rules

Matching Rules

PRIORITY RULE TYPE MATCHING VALUE REPLACE VALUE

~  MSTeamsRule-intemal invitations Teams URI in Headers Teams.(TeamsMeetingid).

~ ~  MSTeams Rule - external invitations Teams URI in Body (220-0\-_\J)(@la-20-0\-_\ ]+) VTC (. \T+A2\2

Matching Rules

Matching Rules for Hangouts Meetings

Synergy JOIN will process calendar invitations for the resources being monitored based upon the matching rules provided and
will provide OBTP information to your endpoint.

First, under JOIN => Conference Settings => Internal Email Domains:

Field Description

Internal email domains Specify a comma separated list of the email domains your organization uses. This list is used to determine whether a meeting room
invitation is sent from an internal or external user. It is also used to determine which users are internal and external when sending out
connection information emails. (e.g. synergysky.com, synergysky.eu, synergysky.us)

Then, under JOIN => Matching Rules:

1. Click on the 'Add' button and choose 'Hangout Meet' from the Rule Type dropdown

2. Enter a name that describes the rule, and choose whether the rule applies to all, internal or external invitations

3. Click 'Save'.
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4. Once the rule is added, you can select its priority by clicking the up or down arrows

6. Click 'Save Changes'

Matching Rules for WebRTC Meetings

Synergy JOIN will process calendar invitations for the resources being monitored based upon the matching rules provided and
will provide OBTP information to your endpoint.

Some meeting types offer a hyperlink the users can click to join the meeting from their computer, in addition to often provide a
URI that can be dialed from a video endpoint. By utilizing regular expression search patterns (Regex Rules) JOIN is able to
identify such information in email invitations, and populate the video endpoint such dial information.

First, under JOIN => Conference Settings => Internal Email Domains:

Field Description

Internal email domains Specify a comma separated list of the email domains your organization uses. This list is used to determine whether a meeting room
invitation is sent from an internal or external user. It is also used to determine which users are internal and external when sending out
connection information emails. (e.g. synergysky.com, synergysky.eu, synergysky.us)

Then, under JOIN => Matching Rules:

Regex Rule

1. Click on the 'Add' button and choose 'Regex Rule' from the Rule Type dropdown

2. Enter a name that describes the rule, and choose whether the rule applies to all, internal or external invitations
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3. If you are familiar with regular expressions, you can enter the ‘Matching value' and 'Replace value' directly. Alternatively, you can click the 'Build Regular Expression'
button in order to use a template and test information from an invitation, e.g. a Cisco Webex invitation as shown below:

Matching rules

BUILD REGULAR EXPRESSION

Regex template:

Webex meetings
Matching value:

[a-z0-9\-_\ +@company webex[a-z0-9\ \ ]+
Replace value:

\O

Sample text:

1-555-668-4488 US Toll Free
Toll-free calling restrictions

Join from a video system or application
Dial 15131@122@company .webex.com
You can also dial 173.243.2.69 and enter your meeting number.

RESULT

151310122@company.webex.com

Match 0: 151310122 @company.webex.com

Group 0: 151310122@company.webex.com

You may add multiple Regex Rules to identify the same meeting type (like the example below), for a mix of different meeting types or you can mix Regex Rules with
Microsoft Teams rules or any other available rule type.
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R Synergy Config Tool x  +

< C @ localhosts555/Join/Matching-Rules Guest @

* SYNERGY CONFIG TOOL
GENERAL SETTINGS ;
Matching Rules
r 1

Matching Rules

PRIORITY NAME RULE TYPE MATCHING VALUE REPLACE VALUE

1 Cisco Webex Regex Rule https://(fa-z0-9H+).([a-z0-9H)... \4@\1.\2.webe:

Cisco Webex 2 Regex Rule https://(fa-z0-91+).webex.co. \3@\1.webex.com

-9 Network

MODIFIED: Tue 28 Apr 2020 13:57

J.  Matching Rules

4. Once the desired rules are added, you can select their priority by clicking the up or down arrows

6. Click 'Save Changes'

Synergy JOIN with Dynamic VMR's

Note: This function only works if you have configured an MCU

The One-Time-VMR (Dynamic VMR) option in JOIN enables users to easily schedule video meetings without any plug-ins in the
email client. Synergy JOIN will create a temporary virtual meeting room on the MCU defined, with a URI within the range defined
inthe VMR Pools. The One-Time VMR information will then be sent to all the video systems that are included in the meeting
invitation. Allinvitees will also receive the dial-in information so that they can join from their personal device if they prefer that.
The One-Time-VMR will be deprovisioned after the meeting has ended.

Activating Dynamic VMR's
1. Browse to JOIN => VMR Pools
2. Activate the 'Enable VMR Pools'

3. If you would like a specific resource only to trigger a One-Time-VMR to be created, activate the 'Create VMR meetings only
when resource account is added' and provide the email address of the resource. Please note that you will need this resource to
allow double-bookings

4. If you would like all meeting room resources to trigger a One-Time-VMR to be created, make sure that the 'Create VMR
meetings only when resource account is added' is OF F and leave the email address field empty.
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R Synergy Config Tool x  +

&« C @ localhost:555/)oin/VMR-Pools

¢ SYNERGY CONFIG TOOL

GENERAL SETTINGS

VMR Pools

VMR Pools

Configurations: 3

Enable VMR Pools

VMR Pools [ on |

Calendar Resource Email Address

videomeeting@company.com

Guest

SAVE CHANGES
v

Create VMR meetings only when resoure account is added

CONFIG TOOL

Configuring VMR Pools

MODIFIED: Tue 28 Apr 2020 13

In the VMR Pools section click 'Add VMR Pool or edit an existing one. Fillin the fields as follows:

Section/Field name Description

MCU Select the MCU you have added. This MCU will need to support JOIN's Dynamic
VMR functionality.

Default VMR Pool One pool has to be set as default. This pool will be used if there is no preference
within the meeting booking itself, or if pools of higher priority have no available
URIs/slots left

Type Select Type 'One Time Vmr'. Note: Changing type is not supported after it has been

saved

Range Start/Range End

The auto-generated numeric URI will be within this range.

Prefix

If you would like a prefix in front of the numeric URI, you can provide one here. If you
choose the prefix to be 'meet’, an example URI can be
meet.464324@vc.company.com.

Generate host pins

Host PINs will be created to identify the host of the meeting. A 4-digit PIN code will be
randomly generated for each One-Time VMR for hosts to use to start the meeting.
See "Configuring Cisco Meeting Server profiles with Synergy JOIN " on page 139 for
controlling the behavior of hosts and guests on Cisco Meeting Server.

Generate guest pins

Guest PINs will be created in order for guests to be admitted to the meeting. A 4-digit
pin code will be randomly generated for each One-Time VMR for guests to use to join
the meeting

Show participant labels

Whether the participants' names should be visible in the video stream.
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Name Description

One-Time VMR Fool This is our one-time-vmr pool

Default VMR Pool

VMR Pool ID: 6%71c1d-2d%9a-4fa5-9b3b-cf919d8ecdaa

One Time VMR

Range Start Range End

499999

Domain

VC.Company.com

Example: 464324(@vc.company.com
Generate host pins Generate guest pins Show participant labels

1 1 o

e—

=

Once the VMR Poolis saved, you can select their priority by clicking the up or down arrows and then click'Save Changes'.

Matching Rules for Static VMR's

Synergy JOIN will process calendar invitations for the resources being monitored based upon the matching rules provided and
will provide OBTP information to your endpoint.

Some companies are providing their users with static VMR's meaning that each user - or group of users - have a dedicated
virtual meeting room. Users often add the video address in their email signature or providing it in the calendar invitation. By
utilizing regular expression search patterns (Regex Rules) JOIN is able to identify such information, and populate the video
endpoint such dial information.
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First, under JOIN => Conference Settings => Internal Email Domains:

Field Description

Internal email domains Specify a comma separated list of the email domains your organization uses. This list is used to determine whether a meeting room
invitation is sent from an internal or external user. It is also used to determine which users are internal and external when sending out
connection information emails. (e.g. synergysky.com, synergysky.eu, synergysky.us)

Then, under JOIN => Matching Rules:

Regex Rule

1. Click on the 'Add' button and choose 'Regex Rule' from the Rule Type dropdown

2. Enter a name that describes the rule, and choose whether the rule applies to all, internal or external invitations
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3. If you are familiar with regular expressions, you can enter the ‘Matching value' and 'Replace value' directly. Alternatively, you can click the 'Build Regular Expression'
button in order to use a template and test information from an invitation

Matching rules

BUILD REGULAR EXPRESSION

Regex template:

Generic VMR meetings

Matching value:
meet [a-z0-9%-_\]"@[a-z0-9_|+\[a-z0-9+ \ |+
Replace value:

\O

Sample text:
Hi Ben.

That sounds like a great idea. Let's meet onm video an we can go through this more inm
detail. Please find my VMR details in my signature.

Best Regards,
John

John Doe

Sales Manager

email: john.doe@company.com
video: meet.johnf@vc.company.com

meet.john@vc.company.com

You may add multiple Regex Rules to identify a mix of different meeting types as shown in the example below:
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R Synergy Config Tool x  +

<« C @ localhost:555/Join/Matching-Rules

& SYNERGY CONFIG TOOL

GENERAL SETTINGS

Matching Rules

Matching Rules

PRIORITY NAME RULETYPE

Teams URI in Headers
Teams URI in Body
Regex Rule
Skype URI in Headers
Regex Rule
Regex Rule
Regex Rule
Maiching Rules Hangout Meet
i Regex Rule
Regex Rule

Regex Rule

MATCHING VALUE REPLACE VALUE

‘teams**(TeamsMeeti...

(l200\- \#)(@[a-z0-0\- )

hitps://2.* zoom.*/j/(\d+) \1@zoomcre.com

S4B.(SkypeMeetingld...

hitps:/([a-z0-9}+). webex.com/(. \3@\1.webex.com

[e-20-9\: \]'vmrfaz0-9\ \ @l

(meeticojaccglacch)\ [a-z0-0\-_

(\d+@[A-Za2\0-01+)

\d+@[a-z0-9\-_\ FH\ [az0-0\-_\ ]+

[a-20-9\- \ +@[a-z0-9\_\ Jx(we...

https://([a-2\-_]*).bluejeans\.co... \2@\1.bjn.ve

Guest

4. Once the desired rules are added, you can select their priority by clicking the up or down arrows

6. Click 'Save Changes'
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How To

We have collected a few guides that provides step by step instructions on how to configure the Synergy SKY products to fit your
needs.

You can find the How To guides in the menu structure on the right hand side, or in the menu above.

How To: Download Synergy SKY Software

You can download the latest software from the following link:

https://partner.synergysky.com/Download

Provide your API key and click 'Get Available Software'. You will then get access to download the Synergy SKY software that is
available to you. If you as a customer is eligible for beta software or is part of an EFT program, it will be stated on this page that
the software you have access to differs from the general available software version(s).

$ Download - Synergy PARTNER X +

& c $ https://partner.synergysky.com/Download

€ SYNERGY SKY

YourAPIKeyGoesHere Get Available Software

Download and Deploy Base Image
Latest Release Latest Release

Version 5.0.106 Version 3.1.21 Latest Release

Download Download Version 21.09.561

Download

Release Notes Release Notes
Release Notes

Show older versions Show older versions
Show older versions

How To: Launch the Configuration Tool

Once Synergy JOIN is installed on the server, an icon 'SynergySKY Config' willappear on the desktop. To launch the web-based
configuration tool, you can either double-click this icon:

Synergy
Config

Or you can open it on the web browser by opening the address http://localhost:555
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# Synergy Config Too b +

C @ localhosts:

& SYNERGY CONFIG TOOL
GEMERAL SETTINGS .
Licenses

Licenses Your have Deen saved 10 the database, make sure 1 go 1o the configuration page to deploy e
wrﬁ:mul 1o the application{s) £

eneral-sethings/Licenses " e

Join License

23456T890abe defgh

JOIN

CONFIG TOOL
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How To: Configure In-Body Update

This How To describes how to activate the In-Body Update feature in your Synergy JOIN installation.

What is In-Body Update?

The "In-Body Update" feature allows for updating the organizer's meeting invitation in their calendar and sending an updated
meeting invitation to allinvitees, rather than sending a separate email with dial-in information to everyone. This feature requires
more permissions in the Microsoft Exchange environment than sending dial-in information emails.

The work flow of this feature involves Synergy JOIN logging into the calendar of the meeting Organizer and updating the
appointment with the dial-in information for the meeting based upon the email template specified in "How To: Configure Email
Templates" on page 123. The invitation will be re-sent to the invitees with the updated appointment body once successfully
updated. An email with the dial-in information will be sent to the meeting organizer if the body could not be updated. The
administrator will also be notified when a meeting could not be updated.

Note: JOIN willnot monitor each user's calendar for changes to meetings, but rather base this on changes to invitations sent to
room/ resource accounts.

Overview
« Provide the service account with send as permission on the user(s) mailbox
« Provide the service account with Editor permission to the user(s) calendar

The following permissions are required for the Calendar Update method to work. It is recommended that these permissions are
added to the PowerShell script used when creating new users so that all new users are set up with the right permissions

Providing Send as permission
The Exchange service account needs "send as" permissions for each user to send an updated invitation to all recipients in the
appointment

Option 1
1. Log In to Exchange Admin Center

2. Go to Recipients > Resources and select the room that you would like to provide access to

3. Go to Mailbox Delegation and choose the + under Send As
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4% Edit Room Mailbox - Google Chrome — O X

@ outlook.office365.com/ecp/UsersGroups/EditRocomMailbox.aspx?ActivityCorrelationlD=55f931d2-6419-6...

Australia
general R
. Send As
booking delegates The Send As permission allows a delegate to send email
booking options from this mailbox. The message will appear to have
‘ ) been sent by the mailbox owner.
contact information +
email address
MailTip DISPLAY NAME A [
N iIbox del i Use this permission to allow
mailbox delegation MeetingRoomManager@synergyplay.com users to send email from

this room mailbox.
NT AUTHORITY\SELF

Send on Behalf

The Send on Behalf permission allows the delegate to
send email on behalf of this mailbox. The From line in
any message sent by a delegate indicates that the
message was sent by the delegate on behalf of the
mailbox owner.

+

DISPLAY NAME -

Save | ‘ Cancel

Search for the recently created (or already existing) service account and add this to the Permitted list.
Choose Save
Option 2

Alternatively, you can log on to the Exchange Management Shell and use the below command to provide the service account
with send as permission on the users mailbox

Add-RecipientPermission -Identity jane.smith@company.com -
Trustee meetingroommanager@company.com -AccessRights sendas -
Confirm:Sfalse

Note: some Microsoft Exchange environments require the command to be in the following format: Add -
ADPermission -Identity jane.smith@company.com -User
meetingroommanager@company.com —-AccessRights ExtendedRight -
ExtendedRights "Send As"

Providing Editor permission

The Exchange service account needs "Editor" access to the calendar of each user to update the calendar appointment with the
dial-in information. This is normally accomplished by running the following command. However the calendar folder name may
be something else than "calendar" if the user is not set up with an English mailbox (e.g. Calendrier in French)

Configuration Steps

Log on to the Exchange Management Shell and use the below command to provide the service account with Editor permission
to the users calendar

Add-MailboxFolderPermission -Identity
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jane.smith@company.com:\Calendar -User
meetingroommanager@company.com —-AccessRights Editor

Updating calendars in other languages
Note that the script will find the localized name of the calendars in the exchange environment to apply the permissions
to the right folder.

The following script can be used to update all existing users in the organization with the right permissions.
The sections that you have to amend are highlighted in red
$resourceAccount = 'meetingroommanager@company.com'

foreach ($mbx in Get-Mailbox -RecipientTypeDetails usermailbox -ResultSize Unlimited | Select-
Object -ExpandProperty Alias) {

$SuserAccount=$Mbx

$Mbx += ':\' + [string] (Get-mailboxfolderstatistics -Identity $Mbx -folderscope calendar | where-
object {$_.FolderType -eq "Calendar"}) .Name

$test = Get-MailboxFolderPermission -Identity $mbx -erroraction silentlycontinue

if ($test -ne $null)

{

Write-Host "Setting Editor access on S$mbx"

Add-MailboxFolderPermission -Identity $mbx -User $resourceAccount -AccessRights Editor
Write-Host "Setting sendas permissions for $userAccount"

Add-RecipientPermission -Identity $userAccount -Trustee $resourceAccount -AccessRights sendas -
Confirm:$false

}
}

The following script can be used to update just one user while letting the script figuring out the correct name of the
calendar folder:

The sections that you have to ammend are highlighted in red
$userAccount = 'jane.smith@company.com'
$resourceAccount = 'meetingroommanager@company.com'

foreach ($mbx in Get-Mailbox -RecipientTypeDetails usermailbox -Identity $userAccount -ResultSize
Unlimited | Select-Object -ExpandProperty Alias) {

$Mbx += ':\' + [string] (Get-mailboxfolderstatistics -Identity $Mbx -folderscope calendar | where-
object {$_.FolderType -eq "Calendar"}) .Name

$test = Get-MailboxFolderPermission -Identity $mbx -erroraction silentlycontinue

if ($test -ne $null)

{

Write-Host "Setting permissions for S$mbx"

Add-MailboxFolderPermission -Identity $mbx -User $resourceAccount -AccessRights Editor
Write-Host "Setting sendas permissions for $userAccount"

Add-RecipientPermission -Identity $userAccount -Trustee $resourceAccount -AccessRights sendas -
Confirm:$false

}
}

Private appointments
The scripts above do not allow for updating the invitation body of meetings that are booked as Private in Outlook. The line in the
script with "Add-MailboxFolderPermission" must be replaced with the line below which includes SharingPermissionF lags for
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allowing the update of private meetings:

Add-MailboxFolderPermission -Identity $mbx -User $resourceAccount -AccessRights Editor -
SharingPermissionFlags delegate,canviewprivateitems -SendNotificationToUser $true

How To: Configure Skype IVR with Pexip Infinity

The Skype IVR (Skype Interactive Voice Response) option in JOIN enables users to join Skype Online (Skype for Business
Office 365) meetings by dialing into a specific URI (e.g. ivr@company.com) and entering the numeric Conference Id that is
automatically inserted into the meeting invitation when booking a Skype Online meeting. The option also make it easy for users
to join the Skype meeting via WebRT C which usually has a higher success rate than the Skype Web app. The picture at the end
of this chapter shows the work flow of this feature.

Note 1: The Skype IVR option requires the Audio Conferencing option to be enabled in the Skype Online subscription so that the
Conference Id is populated in the meeting invitation.

Note 2: The Skype IVR option only works with Pexip, and requires a "Local Policy Script" on page 140to be added to the Pexip
Management Node

Note 3: Itis possible to stop the booking confirmation emails from the IVR service account to spam the user's mailbox by setting
up a "Second transport rule to remove accept confirmations" on page 104

Townhall meeting - Meeting

[YEEWLIeM Insert  Format Text  Review  Developer  Help Q Tell me what you want to do

x m T Appointment @ D @ B\( L2 Address Book Z Msusy . O Recurrence ==|

- . . - X

T Scheduling Assistant ) . ] %, Check Names & Time Zones o1
Delete ; - Join Skype Meeting  Meeting Cancel 15 minutes ~ ~ Categorize

2 i i itation ) Response Options ~ s Room Finder ¥
Meeting Options Notes Invitation < p P! & -
Actions Show Skype Meeting Meeting No... Attendees Options ~ Tags ~

@ You haven't sent this meeti ng invitation yet.

From v Jane.Smith@company.com
To... all@company.com
send
Subject Townhall meeting
Location Skype Meeting hd Rooms...
Starttime | 1ir. 29.05.2018 /1200 w | |Eastern Time (US & Canada) w| [] All day event
End time tir. 29.05.2018 sz 14:00 w | |Eastern Time (US & Canada) v

= Join Skype Meeting

Trouble Joining? Try Skype Web App

Join by Phone
Toll-free number: +1 (202) 754-8285,, 83745126#

Toll number: +47 21403377,, 83745126#

Find a local number
Conference ID: 83745126

Help

Join the meeting for a Video Conferencing system by dialing ivr@company.com and enter the Conference Id followed by #, or dial
Conferenceld@company.com. You can also join on WebRTC from here http://join.company.com and entering the Conference Id

In Shared Folder [ Calendar
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Work flow of the JOIN Skype IVR service

HOW IT WORKS

Sending Skype invite that is automatically
forwarded to resource mailbox

W Az
New Skype. V- |

A | -

Meeting Organizer Hub transport
server

Resource mailbox
e.g. ivr@acme.com

Monitoring
mailbox for Skype
meetings

Synergy

User dials Pexip IVR

Meeting Invitee e.g. Skype@acme.com
and enters Conference
Id from Skype invite

- Join Skype Meeting

Trouble Joining? Try Skype Web Agp

JOIN

SMS provisions VMR on
Pexip with Skype details;
both Skype GRUU and
Conference Id

1 Office 365
Endpoint
calls IVR on | |
standard SIP
or H323 Skype for

Business Server

A local policy script on Pexip

transforms the Conference Id

into the Skype GRUU and sets
up the Gateway call to S4B

Online

Exchange Requirements

JOIN uses Exchange Web Services (EWS) to access the Exchange Online environment.

For supporting Skype Online IVR meetings, the Exchange administrator needs to check or update the Exchange server with the
following:

« JOIN IVR Exchange resource account

« Exchange IVR resource account properties adjustments

« IVR URIin Skype invitation footer

« Hub Transport Rules (optional, but strongly recommended)

Skype requirements
« Skype Online E5 licenses or E1/E3 with Enterprice Voice / Audio Conferencing option for all users booking meeting that will
have IVR capabilities

Pexip Requirements

« VMR Licenses equalto or above the number of concurrently running Skype conferences
« Local Policy Script in Pexip "Local Policy Script" on page 140
« Virtual Reception Room under Service Configuration > Virtual Receptions

Configuration steps

Note: All sections that you have to amend are highlighted in red

JOIN IVR Resource Account

Create a JOIN IVR resource account. Itis used by JOIN to monitor all calendar invitations for Skype meetings - these invitations
are hitting the JOIN IVR resource mailbox due to a specific Hub Transport Rule "Hub Transport Rules" on the next page

- Define this resource account in the 'Conference Settings' tab (or VMR Pools tab if you are using Synergy JOIN 3.2 and above)
to allow for dialing conference@domain.com to join the conference directly

- Tick the 'Enable IVR dial-in into Skype Meetings' tick box in the 'Services' tab and specify the Exchange resource email address
that you are going to use for the IVR function within your environment.
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JOIN IVR Resource Properties Adjustments

REQUIRED:

For the JOIN IVR mailbox, as multiple meetings will be sent there, conflicts must be allowed.
Set-CalendarProcessing <JOIN-ivrAlias> - AllowConflicts $true

OPTIONAL:

If it is desired to keep the Subject of the meeting when provisioning into Pexip (to help fault finding and identifying a specific
meeting by title in the Pexip Admin interface).

Set-CalendarProcessing <JOIN-ivrAlias> - AddOrganizerToSubject $false -DeleteSubject $false

IVR URI in Skype Invitation Footer (Skype for Business configuration)

For general user awareness on how to reach the Skype IVR from their video endpoints that is not provisioned by JOIN with
OBTP information, please add the following footer for all Skype invitations.

Example:

Join the meeting from a Video Conferencing system by dialing skype@company.com and enter the Conference ID followed by
#.

This “skype@company.com” string is also the phrase your Hub Transport Rule willbe checking on (see the next chapter).

For a PoC, you can manually add the footer to meetings that should be picked up by the JOIN service, or skip the hub transport
rule and add the IVR resource account to the booking, which will make JOIN provision the IVR VMR on the Pexip MCU so that
VC systems can dial into the Skype meeting.

Hub Transport Rules

Set up a Hub Transport Rule forwarding all Skype meeting invites to the IVR resource account and consider adding a second
transport rule to remove acceptance emails from the IVR, also to avoid the IVR appearing in the participant list in Outlook.

Step-by-step guide
1. Log into the Exchange ECP and click on Mail Flow

Exchange admin center

ON RULE PRIORITY

2. Click on the + and Create a new rule
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Exchange admin center

rules

omains remote domains

+- - P&

Create a new rule...

65 Message Encryption and rights protection to messages...

aimers...

Bypass spam filtering...

Filter message

Generate al rt when sensitive infermation is detected...

mail flow
Modify messages...
I Restrict managers and their dire
Restrict messages by sender or recipient...

Send messages to a moderator.

Send messages and save a copy for review.

connectors

3. Give the rule a name and then select the "subject or body includes"

new rule

Name:
IVR

*Apply this rule if..

The subject or body includes... ~|  Enter words..

The recipient is a member of.
The subject or body includes...

Th ddress inclu

ipient address

attachment's content includes...

[Apply to all messages]
TESTWIRGUT Policy TTpS

4. Now specify a word or phrase to so that the rule can match when it is scanning the mail. We recommend setting this phrase

based on the footer string, i.e. skype@company.com as your IVR SIP address.

new rule
Name:
IVR x
*Apply this rule if.. .
The subject or body ir ster words.

Do the fol

Select ane skype@company.com| | +

Properties of this rule

¥ Audit this rule with

Not specified

Choose a made for this
Enforce
Test with Policy Tipl

Test without Policy,
OK Cancel

More options...

5. Click + and then save
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new rule
Nane:
i
vk "
J this rule if..
The subject or body i ter words...

*Do the followi:

Select one +

Mot specified =

e for this

Test with Policy Tig|

Test without Policy

OK H Cancel

More options...

6. Now BCC the message to the Exchange Resource Mailbox that will be used with Synergy Sky

new rule

Name:
VR

*Apply this rule

The subject or body includes... v  ‘skype@company.com'

*Do the foll

Selectone

Select one

Forward the message for appro
Redirect the message to

Reject the m the explanation

Delete the messa

ithout notifying anyone

Bec the message to.

end the zimer...

Test with Policy Tips

Test without Policy Tips

7. Now find the resource mailbox and add this in, and press OK

" Select Members - Google Chreme - o X

@ Secure | https://outlook.office365.com/ecp/Pickers/MemberPicke.

PE

DISPLAY NAME 4| EMALAD..

MeetingRoom1 Meeting.. =

MeetingRoom?2 Meeting...

MeetingRoom3 Meeting...

MeetingRoom4 Meeting..
Meeting...
nyc.office.

newyorkbuick

newyork.cadillac newyork,
newyork chrysler newyork...
1 el 1 selected of 103 total tems per page| 50 ¥

Select a user from the list and click Add, To add recipients who aren't on the list
type their emall addresses and click Check names.
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8. Once all thisis done, select Save

4 Rule - Google Chrome

@ Secure | httpsy//outlook.office365.com,

ditor/EditTransportRule.as

Name:
IVR

*Apply this rule

The subject or body includes... ~|  skyne@company.com

Bec the message to..

Properties of this rule:

Audit this rule with severity level:

Not specified =

Choose a mode for this rule:
® Enforce

Test with Policy

Test without Policy Tips

Mare options...

% Dinkee Mananamant Canirar M) is 2 nramim fashirs shat ramitivas an Entarnrics Cliant Arrace lirancs (CA1 Ar 2 DUE T

Save Cancel

9. You willthen see the completed rule in the Exchange Control Panel.

You can now create a Skype Meeting and you can check the Deleted items of the Resource Mailbox to see if the rule has

worked. Please, give it a few minutes to ensure it has replicated within Exchange.

Second transport rule to remove accept confirmations

For initial testing it might be useful to get the Accepted message back from this mailbox to confirm the invite was sent there,
however when basic functionality is verified, another transport rule should be created to stop messages from the IVR service

being sent back to users as illustrated on the following screenshot:

& Rule - Google Chrome

@ Secure | https://outlook.office365.com/ecp/RulesEditor/EditTransportRule.aspx? Activit

Delete Confirmations

Name:
Delete Confirmations

*Apply this rule if..
The senderis... - livr’ or 'Video Meeting' or 'Recording’
*Do the following...

Delete the message without notifying anyone

Properties of this rule:

Priority:

3

Audit this rule with severity level:
Not specified -
Choose a mode for this rule:
®) Enforce
Test with Policy Tips

Test without Policy Tips
Mare options...

@ Rights Management Services (RMS
for each user mailbox. Learn more

) is @ premium feature that requires an Enterprise Client Access License (CAL) or a RMS Cnline license

Save Cancel
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How To: Configure Polycom EWS Emulator

There are instances when the Polycom endpoint is unable to communicate with the Exchange Server and as such, the endpoint
is unable to use the built in Polycom One Touch Dial technology. The EWS emulator within Synergy JOIN brings back the ability
to utilize the Polycom One Touch Dial technology on your Polycom Endpoint by emulating itself as an Exchange server and
providing meeting information to the endpoint thus providing the Polycom devices with their Polycom One Touch Dial buttons.

The EWS Emulator is compatible with the HDX, Group Series and Trio endpoints.

The first step in the process is to prepare your Synergy JOIN configuration tool to accept the incoming connections from the
Polycom devices.

Configuring Synergy JOIN

The Polycom Exchange Web Service (EWS) Emulator in Synergy JOIN acts as an Exchange Web Server. This means Synergy
JOIN will retrieve the calendar information from Exchange or Google Calendar and populate this to the endpoint.

To use this feature, you must enable the EWS Emulator in the API Settings tab of the General Settings.

R Synergy Config Tool X +

&« C @ localhost:555/General-Settings/API-Settings Guest @)

* SYNERGY CONFIG TOOL

GENERAL SETTINGS

API Settings

EWS Emulation

Configurations: 5

Enable EWS emulator

Enable basic authentication for EWS emulator

API Settings
AP1 EWS Emulator Password

Set custom CONTROL connection username/password

Allow legacy versions of TLS

YES
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You must then configure your Video System as a Polycom endpoint. Once you do this, Synergy JOIN willknow to send the
Polycom One Touch Dial Token to that endpoint.

Video system

VIDEO SYSTEM CONFIGURATION Video system status “

Room

MeetingRoom1 ~

Manufacturing type IP Address

Polycom

Usermame
admin
Dial out URI

meetingroom1@vc.company.com

VIDED SYSTEM TYPE

Software type Serial number

Polycom HDX v

Dial out type Dial out protocol

One button to push v SIp

Configuring the HDX and Group Series Polycom Endpoint
When the Registration Status is 'Registered', you can start booking video meetings and start utilizing Polycom One Touch Dial.

The Polycom endpoints must be configured to poll calendar information from the JOIN server which will be acting as an
Exchange Web Server.

Instructions on how to configure this on a Polycom Group Series endpoint are below:
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em.demo2.c@synergysky.com
RealPresence Group 300

iy Polycom

IP Address: 192.168.1.203  SIP Address: em.demo2.c@synergysky.com H.323 Extension (E.164): 247176803

American English v

Calendaring Service

Place a Call
System

Manage Favorites

Enable Calendaring Service:
Registration Status:

Email:

Domain:

User Name:

Registered

em.demol

em.demol ynergysky.com

* Admin Settings
Password:

» General Settings
Auto Discover Using: @ E-mail Address @ SIP Server

e L mesee

» Audio / Video / Content

Microsoft Exchange Server: 1

> Security Secure Connection Protocck:
Mexting Reminder Tene In Miutes:

Play Reminder Tone When Not in a Call:

~ Servers
DirecibrySenvers Show Information for Meetings Set to Private:
SNMP

Provisioning Service

Calendaring Service

1. Navigate to the Calendaring Service configuration section within your Polycom Codec.

2. Tickthe 'Enable Calendaring Service' tick box

3. Email: This should be the room/ resource email address that you have configured within Synergy JOIN.

4. Domain: Thisfield is not always required. If you are unable to register your endpoint to the EWS Emulator with this field
blank, you will have to enter your domain

5. User Name: This should be the room/ resource email address

6. Password: This is the password configured in the 'EWS Emulation’ section in the 'Services' tab of Synergy JOIN

7. Microsoft Exchange Server: Thisis the IP address of the JOIN server

Once you have configured the rest of the settings to your liking, click 'Save'

Configuring the Trio Series Polycom Endpoint
You have to meet the following requirements in order to start using the EWS Emulator with Polycom Trio

« Synergy JOIN build 3.2.163 or above
« 'Enable Basic Authentication for EWS Emulator' within the Services tab in Synergy JOIN
« The Trio hasto have aline registered as SIP
« Physical access to the touch panel to set a username & password
« Ifyouarerunning 5.9 frmware, AD Photo fetch needs to be disabled.
o feature.contactPhotoIntegration.enabled = 0
o More information about this can be found here - https://documents.polycom.com/bundle/trio-sfb-dg-5-9-0-
AA/page/c3189620.html
o Trio, ifrunning 5.9.1.10419 - must upgrade to 5.9.1.11135 and set basic auth to enabled
o https://community.polycom.com/t5/VolP-SIP-Phones/Software-Trio-UC-Software-5-9-1-11135-RevAC/m-
p/107281

o feature.exchange.allowBasicAuth= “1”

Setting a Polycom Profile

The following setup information has been taken from the Polycom support website. The below configuration is what is required
in order for the EWS Emulator to work with the Trio.

The full Polycom documentation can be found here: https://otd.plcm.vc/support/docs/devices/polycom-trio#configure-device-
profile

Configure Device Profile

1. Goto the management section of the device. You can get there by entering the IP address of the device into the browser
address.
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Note: You must log in as an administrator.
2. Select Simple Setup from the tab menu.
3. Ensure Generic is selected for the Base Profile. The Trio will not function with One Touch Dial service using the other

profile options.

Configure Device Calendaring

1. Go to the management section of the device. You can get there by entering the IP address of the device into the browser
address. Note: You must log in as an administrator.
Example: https://<ip-address-of-trio>/
2. Select Settings > Applications > Exchange Applications.
3. Enter the following fields:
= Enable: Exchange Calendar
= Disable: AutoDiscover
= Exchange Server URL: https://ipaddressofjoin/EWS/Exchange.asmx
o NOTE: Exchange URL is case sensitive
4. Click Save.

Configure Device Credentials

1. Provide calendaring credentials. This must be done on the device itself.
2. Onthe device touch panel go to Settings > Basic > Login Credentials.
3. Enter the following fields:
= Domain: Example OTD
= Username: Example meetingroom1@vc.company.com
o Thisisthe room alias as it is configured in JOIN
m Password: Example F3kDFyu1bD
o Thisisthe JOIN EWS Emulator password
4. ClickSave. The Registration Status should display Registered and the calendar should appear in a few seconds.

How To: Configure Recording

The recording option in Synergy JOIN enables users to easily add recording to a meeting. The recording integration requires a
recording service by one of the supported providers and a resource account in the calendar system that users add to their
invitation when scheduling a meeting. The resource account can even be added to and/or removed from the meeting after the

meeting has started to only record a part of the meeting.
Three different recording services are supported: Panopto, Quickchanneland REC.VC.

Common for allthree is that you willhave to add one Connection and one APl integration (refer to "MS Graph API" on page 62
for further details).

Panopto

Panopto delivers a RTMP based recording service which is supported with Pexip Infinity MCU. Recordings are stored in the
Panopto cloud service under the account of the meeting organizer with the same title that was defined in the meeting invitation.
The recording will be stored in the account of the API user if the organizer did not have a user in Panopto.

The Panopto service returns the URL used to view the meeting when the meeting is booked. This URL can be automatically be
embedded into the meeting invitation by referring to the %StreamingPath% variable in the 'Recording footer' template, refer to
"How To: Configure Email Templates" on page 123.

The integration user needs to have "admin" permissions in your Panopto account.
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Add new connection

Connection type

Panopto Cloud

me

Panopto

PANOPTO CONFIGURATION

Panopto server address

https:/facme cloud panopto.eu

Panopto Username

usemaime

Panopto Password

TEST CONMECTION
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API Integration

CONNECTION CONFIGURATION Enabled “

Used for Connection

Recording v Panopto

PANOPTO CONFIGURATION

Panopto server address

https:/facme_cloud panopto.eu

Panopto Username

usemame:

Panopto Password

RECORDING CONFIGURATION

Recording Resource Account

recording@company.com

Pexip recording location
Oslo
Preferred VMR pool

Default

Quickchannel

Quickchannel delivers a RTMP based recording service which is supported with Pexip Infinity MCU. Recordings are stored in
the Quickchannel service under the account of the meeting organizer with the same title that was defined in the meeting
invitation. A new account willbe created for the organizer if an existing account was not found.
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Add new connection

Connection type

Quickchannel Username

ag@synergysky.com

Quickchannel Password

TEST CONNECTION
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API Integration

CONNECTION CONFIGURATION

QUICKCHANNEL CONFIGURATION
Quickchannel Username

user@company.com

Quickchannel Password

QuickChannel Stream Key

rimp-/iztream 11. abiliteam_com/ability 494push/mp4. 0xb835e7b31b6d4dcdIch 5 1 f6afdgfwgae

Enable dual streams

RECORDING CONFIGURATION

Recording Resource Account

recording@synergysky.com

Pexip recording location
Oslo
Preferred VMR pool

Default

Please note the following:

Quickchannel stream key:

This is the url provided by Quickchannel for your recording account. The URL you get may contain more information than should
be added here, so everything after the first underscore should be removed (including the underscore)

Example:

The URL may be: rtmp://stream61.abiliteam.com/ability494 push/mp4:0x37d175e6984f31aaec87cb376fdd3926 _
abcdef12345abedf _cam1

But should be: rtmp://stream61.abiliteam.com/ability494push/mp4:0x37d175e6984f31aaec87cb376fdd3926

Enable dual streams:

Check this checkbox if the Quickchannel service should record both the main stream and the content channel. The streams are
stored as individual streams but can be played back synchronized by the Quickchannel video player
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REC.VC

REC.VC delivers a SIP based recording service, which is supported with both Pexip Infinity and Cisco Meeting Server.
Recordings are stored in the REC.VC under the account of the meeting organizer. The recording requires the organizer to
have an account with the REC.VC service, because the call to the service will be connected by a dial-out to a re-written version
of the organizer's email address..

Add new connection

Connection type

REC.VC Cloud

Name

REC.VC Recording

RECVC CONFIGURATION

Email address matching Rule (RegEx)

(-+)@company.com

Email address replace Rule (RegEx)

\1.company@rec.vc
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API Integration

CONNECTION CONFIGURATION

Used for Connection

Recording REC.VC Recording

RECVC COMFIGURATION

Email address matching Rule (RegEx)

(-+)@company.com

Email address replace Rule (RegEx)

\i.company@rec.vc

RECORDING CONFIGURATION

Recording Resource Account

recording@company.com

Preferred VMR pool

Default

Please note the following:

Email address matching rule (RegEx):
The Regexrule to identify parts of the organizer's email address to be used in the replace rule below

Example: (.+)@company.com

Email address replace rule (RegEx):

The Replace value to be used with the Regex rule: \1.company@rec.vc

Example: The configuration above willwork as follows: jane.smith@company.com schedules a meeting that going to be
recorded by REC.VC (inviting the recording@company.com resource). Synergy JOIN will at the start time of the
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Note: Itis possible to stop the booking confirmation emails from the recording service account to spam the user's mailbox by
setting up a "Second transport rule to remove accept confirmations" on page 104

How To: Configure an Occupancy Sensor

Occupancy sensors are used by Synergy JOIN to understand whether there are people present in the meeting rooms or not.
Based on the occupancy information, JOIN can make intelligent decisions based on the Policies configured, e.g. release a room
that is booked but not being used.

JOIN supports two different occupancy sensors: Cisco Webex Room Series endpoints and ThingsWeb loT sensors. Below is a
guide on how to configure both of them.

Cisco Webex Room Series Endpoints

The great advantage of Cisco Room Series endpoints is that - in addition to act as an occupancy sensor - they can provide JOIN
with the number of people in the meeting room using its People Count feature.

In order to enable the endpoint to be used as an occupancy sensor/people counter, you will need to follow these steps:

1. Onthe endpoint, turn the settings under Configuration ==> RoomAnalytics On

Cisco Cisco Webex Room Kit Mini

# Home . Call Control # Setup & Security £+ Maintenance B Integration & admin
Configuration = Lt

Aud .

ude RoomAnalytics

CallHistory

Cameras -
Conference AmbientNoiseEstimation Mode On v

FacilityService PeopleCountOutOfCall On .

H323

PeoplePresenceDetector Oon ~

HitpClient

HttpFeedback

Logging

Macros

Network

NetworkServices
Peripherals
Phonebook
Provisioning

Proximity

RoomAnalytics
RoomReset

RTP

2. Addthe endpointas described in "Video Systems" on page 73.
3. Inthe Video Systemsllist, click the 'Feedback Slots' link and add a new feedback to one of the available slots providing the
server address of the JOIN server.
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Feedback Slots

Feedback slot registered

Feedback url

hitp://172.17.20.211

REGISTERED STATUS
https://172.17.20.211 Failed
https://172.17.20.211 Failed

Available

http:/172.17.20.211 Failed

REGISTER

Once completed, the endpoint will start pushing occupancy and people count data from the endpoint to JOIN.

ThingsWeb Sensors

This guide assumes that the sensors have been installed at the physical meeting rooms and provisioned in the ThingsWeb

cloud.

1. The next you will need to do is to make sure there already is a ThingsWeb connection and API integration created or

create new ones
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Edit connection

Connection type

Things Web Sensors

SENSOR CREDENTIALS

Client ID *

isdfikjsdfB8sd9f8sdijikr 9dxgz3eddaSLICX

a2rgUto34mq1k7_YcyB.JPgGsdKiisdras7sd9sfulksdjfoisdf7 iosUDIVIHRAFI7EZX

TEST CONNECTION

2. Thengoto the Sensorstab and click 'Get Sensors' (or 'Refresh Sensors') to retrieve the available sensors from your
ThingsWeb integration.
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R Synergy Config Too x  +

<« C @ localhosts5S \eral-Settings/Sensors O

* SYNERBY CONFIG TOOL
{3} GENERALSETTINGS

Things Web Sensors *

Sensors
API Setting

ENABLED  NAME n ORGANIZATION D ROOM

Bl MectingRoom Sensor

Bl MectinRoom2 Sensor 70fdebB6 ceSd-40e2-aaca-elebcla7489b company.com

ccSe8oot-677d-48ee-9a51-dalefescl7ed company.com

MODIFIED: Thur 27 Aug 2020 1

3. Lastly you willhave to go to the "Rooms" on page 67 and assign the sensors to the correct rooms.
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Edit rooms

ROOM CONFIGURATION Room status “

Room name Room alias

MeetingRoom1 MeetingRoom1@company.com
Preferred VMR pool SOT debooking policy

One-Time VMR Pool Default

Attached videosystem

meetingroom1@vc.company.com

SENSORS

Add sensor

MeetingRoom1 Sensor

CANCEL

How To: Configure a No-Show/Debooking Policy

Synergy SKY introduces support for loT and leverages data gathered from calendars, sensors, endpoints and MCUs to
improve the overall meeting experience. Synergy software is currently able to utilize presence data from loT provider
ThingsWeb as well as utilize Cisco's People Count technology. More sensor and presence detection systems are being added to
the list of supported devices over time.

JOIN is able to detect people presence either by using the any of the supported sensor technologies and based on policies
defined the software can make intelligent decisions, e.g. release a room that is booked but not being used.

The No-Show/Debooking Workflow
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1. The organizer books a room for his/her meeting, but nobody shows up in this meeting room, i.e. it is left empty during the
meeting

2. After a number of minutes into the meeting (the Meeting duration minutes setting), JOIN starts to look at whether there
have been occupancy in the room after the meeting started.

3. Ifthere has, JOIN performs an automatic check-in

4. Ifthere hasnot, JOIN is sending an email to the organizer (if Send unbook warning to organizer setting is enabled) asking
whether the organizer would like to keep the room, or whether it should be automatically released so that others can use it.
The "How To: Configure Email Templates" on page 123 describes how to customize the email being sent out. Atthe
bottom of this page, you can also see an example of how this email can look like.

5. Ifthe organizer chooses to keep the room, JOIN will take no further action

6. Ifthe organizer chooses to ignore the warning or doesn't choose to keep the room within a time frame (the Wait for reject
minutes setting), JOIN will automatically release the room, i.e. remove it from the meeting in the calendar system and
make it available for others to book.

Configuring the Policy
In order to configure a complete no-show/debooking policy, please follow these steps:
1. Configure occupancy sensors following this guide. You may also configure the sensors after the policy has been created.

2. Inthe config tool, go to JOIN ==> Policies and add a new policy. Populate the policy with values that make sense in your
organization. Each field comes with a field help that explains what the value is used for.
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SOT Debooking

POLICY

Label *

SOT Debooking Policy

Default Policy

Wait for reject minutes * Send unbook wamning to organizer

5 .

How long to wait after we send the email to the organizer
before we do the unbooking

SENSOR SETTINGS

People count window minutes * Minimum motion count *

3 0

We look at this number of motion data points from
Verithing/thingsweb. They must all have happened after
How long back in time from now should we look at people the meeting started, and must all have 0 as the value. The
count data. We calculate an average over this timespan. ime in-between each motion count is configured from
Verithings/thingsweb
People count threshold * Meeting duration minutes *
0,15 10

0K

What must the average people count be below for us o How long into the meeting before we start looking at
unbook the room. 0.05 equals 30 seconds of people count people count data and motion data
1, the rest people count 0 over a 10 minute window

3. Click'Save' and then from the policies page click'Save Changes'
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R Synergy Config Tool x + - 8 X

<« C @ localhosts555/oin/Policies * O

* SYNERGY CONFIG TOOL

‘GENERAL SETTINGS e
Policies

Policies

ENABLED  LABEL DEFAULT

El  SO7Ocooking Poicy v

e

Network

MODIFIED: Mon 24 Aug 2020

) Notifications

. Matching Rules

Policies

Email Example

There is no occupancy detected in meeting room: BoardRoom

Meeting room BoardRoom
Meeting Subject Weekly Support Meeting
Meeting Time 02.04.2020 16:00:00

There has been no occupancy detected in the meeting room BoardRoom after the meeting started.
If no acticon is taken and no occupancy is detected within a few minutes the room will be removed from the meeting.

If you still wish the meeting room to be a part of the meeting,
please click on the link below.

PS. If you wish to re-add the room to the meeting after it has been removed, you can simply
open the meeting in your calendar and save it.

Click here to keep the meeting room!

The parameters that can be used in the email template are listed below:

%subject% The subject line of the meeting (if one is specified)

Y%starttime% The start time of the meeting

%invitee% The name of the room that has been booked

%rejecttoken% The reject token that links the de-booking to this specific meeting

Adjust the %rejecttoken% URL according to your actual Synergy JOIN location (the default value there is “localhost”).
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How To: Configure a Proxy Server

You can configure JOIN with a proxy server and specify which components you want to use the proxy server for. Click the
Network tab in the config tool.

First, you will need to define the proxy settings (server address, port, username and password) and then you will need to specify
which connections the proxy serversiis to be used for.

2 Synergy Config Toal x +

“~ & (@ localhost555/General-Settings/Metwork T B

¢ SYNERGY CONFIG TOOL
GEMERAL SETTINGS

Proxy Settings
[ W

Provgy Server Address

Proxy Sarver Passwond

ONFIG TOOL

oxy server for connecting to...

How To: Configure Email Templates

The Synergy SKY software sends out email so users and administrator in different scenarios. Allemails being sent out from the
systems are based on htmltemplates that can be customized to fit your need and look and feel. The software comes with a pre-
defined set of email templates that are available in the config tool from JOIN ==> Email Templates.

Page 123 of 144



Synergy JOIN Installation and Configuration Guide

R Synergy Config Toal B

L C @ localhostss

* SYNERGY CONFIG TOOL

GENERAL SETTINGS

n/Email-Templates i B

Email Templates

Email Templates

Dot unbaok room clicked*

tylerbody { margin: 58px

Attempting to stop unbooking of meeting

Emall Templates

CONFIG TOOL
[Error recurring meeting*

Mon supported mesting in Synergy JOIN</h3z

The meeting <
Synergy JOIN.

The email templates need to be written using html formatted text. You can edit all text that is not between the % symbols. The

%sometext% are placeholders, meaning they will be substituted by the software when processing the email. You can remove
any % attributes that you do not want to display in your emails. You can click the "Preview' button to view to preview the html
formatted text in your web browser.

Below is a table of the available email templates and that they are used for:

Template name Description

Don'tunbook room clicked This text is presented to the organizer when the user has received a no-show warning email, and decides to keep the room and
clicks the keep room link.

Error Recurring Meeting Sent when a recurring meeting is booked with no end date as this is not supported in JOIN.

External Invite Sent to participants external to your organization when a One-Time-VMR meeting is booked. Includes dial-in information for
the meeting.

External Invite Skype Sent to external participants when a Skype meeting is booked.

External invite static vmr Sent to the external participants when a Regex rule meeting is booked

Fallback header If JOIN fails in updating the organizer's calendar, it will send out an email to the organizer containing this information.

Host pin Enabling the Calendar Update function results in all invitees getting the same information as the organizer since the information
is inserted in the calendar body. The Host Pin will therefore be sent to the Organizer as a separate email if Host Pin generation
is enabled.

Internal invite Sent to internal participants when a One-Time-VMR meeting is booked. Includes dial-in information for the meeting.

Internal invite skype Sent to internal participants when a Skype meeting is booked.

Internal Invite Static Sent to the internal participants when a Regex rule meeting is booked.

Internal invite static vmr Sent to the external participants when a Regex rule meeting is booked

Notify organizer about meeting If an administrator extends the meeting, the organizer is being notified with the text defined in this template.

extension

Notify organizer about no-show If a physical meeting room is booked to a meeting, but nobody shows up in the meeting room within a specific time, this email

is being sent out to the organizer where the organizer can choose to keep or release the room.

Organizer invite Sent to the meeting organizer when a One-Time-VMR meeting is booked.
Note: This information will be inserted into the calendar invite and is resent to all invitees when the \n_—Body_U pdate function is
used.
Notify organizer about invitations If an administrator shares meeting information from CONTROL, the organizer of the meeting will be notified by email. This
shared from Synergy CONTROL email template will be used in the email.
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Template name

Organizer invite skype

Description

Sent to the meeting organizer when a Skype meeting is booked.

Note: This information will be inserted into the calendar invite and is resent to all invitees when the In-Body Update function is

used.

Organizer invite static vmr

Sent to the meeting organizer when a Regex rule meeting is booked.

Note: This information will be inserted into the calendar invite and is resent to all invitees when the In-Body Update function is

used.

Recording footer Added to the end of the email invitations if recording is activate for the meeting.

Skype insertion template For Skype IVR enabled meetings, this template text can be added to the email invitation in order for invitees to easier connect

from their video systems.

The following attributes can be used in the templates:

Attrribute name Description Example
%URI% The full URI of the meeting 12346578@company.com
%NumericVMRURI% The numeric part of the meeting 12346578
%HostPin% The pin code for the host of the meeting 2412
%GuestPin% The pin code for the guests of the meeting 0211

%starttime % The start time of the meeting 01.01.2017 10:00
%endtime% The end time of the meeting 01.01.2017 11:00
%subject% The subject of the meeting Board meeting
%invitebody% The full body of the meeting invitation

%organizer_firsmame% The first name of the meeting organizer Jane
%organizer_lastname % The last name of the meeting organizer Smith

%organizer_email% The email address of the meeting organizer jane.smith@example.org

%invitee% The name of the person the meeting invite is sent to. John Jones
%isPrivate % Aflag indicating if the meeting is booked as Private or True

not
%SkypeConferenceld% The numeric conference Id found in the invite of Skype 87564312

invitations that have PSTN dial-in capabilities

%SkypeGRUU% The Globally Routable Unique Identifier of Skype sip:john.smith@example.org;gruu;opaque=app:conf:focus:id: TTC86056
meetings
%SkypeURL % The URL found in the Skype meeting invitation https://meet.lync.com/company-com/jsmith/6LN 9569P

The URL to view the live/on-demand video stream from
the meeting. Only applicable for Panopto recording

%StreamingPath%

%HostSecret% The secret that need to be in the URL to enable one- https://lcms.company.com/?secret=%HostSecret%&id=%NumericVMRURI1%
click-joining as Host on WebRTC in One-time-VMRs
on the Cisco Meeting Server

%GuestSecret% The secret that need to be in the URL to enable one- https://cms.company.com/?secret=%GuestSecret%&id=%NumericVMRURI%
click-joining as Guest on WebRTC in One-time-VMRs
on the Cisco Meeting Server

%rejectioken% Being used by the 'Notify organizer about no-show'
template. The reject token links the de-booking to this
specific meeting.

How To: Configure High Availability

The Synergy JOIN High availability method works in a publish and subscribe method. The Primary Server is configured as a
publisher to the Secondary Server. The Secondary server is then configured as a subscriber of the content that is being
published by the Primary Server.

The below guide provides you with the steps to create the publication from the Primary Server to the Secondary Server for the
PostGreSQL database.

The second part of the guide provides the steps you have to follow in case you have to failover from the Primary Server to the
Seconday Server.
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Only one instance of the JOIN service should be running at any given point in time

* JOIN 4.0.290+ on Primary and Secondary server

» Run backup on Primary server of C:\SynergySky

* JOIN_HA_FilePackage.zip - extracted and placed in folder 'C:\SynergySky (C:\SynergySky\JOIN_HA_FilePackage'
» Network access between Primary and Secondary server on port 5432

« copy config.json from Primary server to Secondary - C:\SynergySKY\SynergySKYEnterpriseScheduling\config

Primary Server Configuration
1. Download and place the contents of folder JOIN_HA_FilePackage.zip to 'C:\SynergySky (C:\SynergySky\JOIN_HA_
FilePackage'

2. Configure Primary server as allowed Publisher

Browse to the folder: C: \SynergySKY\SynergySKYEnterpriseScheduling\pgsgldb
Open thefile ‘pg_hba. conf".

#TYPE DATABASE USER ADDRESS METHOD

# IPv4 local connections:

host all all <IP Address of Secondary>/32 md5

3. Run MASTER .bat from C:\SynergySky\JOIN_HA_FilePackage

Secondary Server Configuration
4. Browse to the folder: C: \SynergySKY\SynergySKYEnterpriseSchedul ing\pgsgldb
Openthefile ‘og_hba.conf".

For additional Security, you can create replication user. Alternatively, you can allow ‘all’ which will allow all PostGreSQL user
accounts access to the PostGreSQL for replication

# TYPE DATABASE USER ADDRESS METHOD
host all all <PrimaryServerlPRANGE>/24 md5
OR

host all all <PrimaryServerIPADDRESS>/32 md5

5. Run SLAVE.bat under C:\SynergySky\JOIN_HA_FilePackage

Check replication process
6. To check status of the replication, run:

C:\SynergySky\JOIN_HA_FilePackage\Check_replication.bat
7. Launch configuration tool and go to “Manage Meetings” on both servers. When replication is complete, these items will match

How to failover JOIN between Primary and Secondary
On Secondary server

1. Run MASTER.bat under C:\SynergySky\JOIN_HA_FilePackage

On Primary Server (Current Master)

2. Run SLAVE.bat under C:\SynergySky\JOIN_HA_FilePackage

3. Ifthe server is unavailable, you may skip this step

» When available run #1

Check replication

4. To check status of the replication, run:

» C:\SynergySky\JOIN_HA_FilePackage\Check_replication.bat

5. Launch configuration tool and go to “Manage Meetings” on both servers

When replication is complete, the meetings in these two lists will match and you are now ready to start the JOIN service on the
Secondary server.

When you are ready to go back to using the Primary Server as the main JOIN Server, repeat the steps above on the nodes.

A simpler backup method that is available would be to run a database export. The database export takes a snapshot of the
database and this export can be imported to the Secondary database at any time. The steps to carry out the backup are
explained below.

Backing up and Restoring Synergy JOIN Database
Backing up the database .
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Synergy JOIN database can be exported to another location to allow for import in case of database corruption or should the
primary server go down for any unforeseen circumstances

Run synergysky db export from C:\SynergySKY\SynergySKYEnterpriseScheduling\scripts

This script will export the entire database and will place a file titled 'synergysky_db_export.txt' in the location
C:\SynergySKY\SynergySKYEnterpriseScheduling\scripts

Once the database has been backed up, we would advise to store this file in a location different to the server itself.

Restoring the database
Torestore the database run synergysky db_importfrom
C:\SynergySKY\SynergySKYEnterpriseScheduling\scripts

This script will drop all active connections to the database, drop the current database and restore the backup into the Synergy
JOIN database.

Following this, you will have to start the Synergy JOIN service in the configuration tool.

Only one instance of the JOIN service should be running at any given point in time

How To: Manually Configure the Postgres Database

Synergy SKY software is utilizing a PostGreSQL database structure. Not only does it improve the performance and reliability of
the Synergy SKY products, but it improves the detection & processing of meetings. This database type stores historic meeting
information that allows for better post sales support as well as the ability for the family of products from Synergy SKY to
communicate together in unison.

By default, PostGreSQL is installed with the following database connection details:
Port: 5432

Username: postgres

password: postgres

Database name: synergyskydb

The database username or password can be changed through the PostGreSQL administration console or any other preferred
database management tool. If any of these valued are changed, these will also have to be updated in the config.json file that can
be located in the path - C:\SynergySKY\SynergySKYEnterpriseScheduling\config\ of your Synergy JOIN installation.

Allowing Synergy CONTROL & Synergy ANALYZE access to the Synergy
JOIN database

Browse to the folder:

C:\SynergySKY\SynergySKYEnterpriseScheduling\pgsgldb
openthefie ‘postgresqgl.conf’

Uncomment and Change the following lines to the below:

Note: To uncomment a line, you have to remove the '#' at the beginning of that line

CONNECTIONS AND AUTHENTICATION

listen addresses = '*'

This will allow the PostGreSQL to listen for outside connections.

Browse to the folder:
C:\SynergySKY\SynergySKYEnterpriseScheduling\pgsgldb
Open the file ‘pg_hba .COn f‘.

# TYPE DATABASE USER ADDRESS METHOD
host all all 127.0.0.1/32 scram-sha-256

You have to replace 127.0.0.1/32 with the IP Address and IP Address range that your serversreside in.e.g. 192.168.10.0/24.
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This will allow the PostGreSQL database to accept connections from addresses within the specified range. For increased
security, the IP Address of the CONTROL and ANALYZE servers can be specified here using the following format

192.168.10.105/32

Page 128 of 144



Synergy JOIN Installation and Configuration Guide

Synergy JOIN Troubleshooting

This section provides information on how to Troubleshoot JOIN
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Common troubleshooting scenarios

Cisco OBTP or Polycom OTD button does not appear on the endpoint touch panel

Symptoms Probable causes Actions

When booking a Skype or One-Time-VMR meeting that includes JOIN could not find Skype Check the log for details, and correct the rules accordingly.

one or more Exchange resource meeting room(s) as a participant, ~ meeting information or VMR

the Cisco OBTP or Polycom OTD button never appears on the information (based on Regex

meeting room(s) touch panel. rules).
JOIN failed in reading the Open the Configuration tool and use the Test Exchange Rooms
booking in Exchange. button to test that the rooms are correctly configured.
JOIN cannot contact the Go to the Video Systems and press Connectand save to verify
endpoint. that JOIN can connect to the endpoint.

One-Time-VMR is not provisioned on the MCU

Symptoms Probable causes Actions

Calls to/from One-Time-VMR meetings are failing. JOIN cannot contact the MCU. Press the Test Connections button in the configuration tool to
verify that JOIN can communicate with the MCU.

VMR licenses are depleted. Check that you have sufficient VMR licenses on the MCU.

Conflicting alias on the MCU. Check the log for details.

One-Time-VMR is not deprovisioned on the MCU

Symptoms Probable cause Actions

The VMRs are not disappearing from the MCU after the meetingis ~ JOIN cannot contactthe MCU. . Press the Test Connections button in the configuration tool to
finished, which would eat up VMR licenses and potentially stop later verify that JOIN can communicate with the MCU.
one-time-vmr meetings from being provisioned due to conflicting « Check the log for details.

aliases.

Error in configurator when adding rooms

Symptoms Probable cause Actions

Error '401 Unauthorized' when accessing the Rooms tab in the JOIN cannot authenticate to In the JOIN Configurator General Settings tab, check the format

configuration tool. Exchange using the credentials  of the EWS Service Account Username. Sometimes Microsoft
in the configuration tool. Exchange requires that the username is entered using one of the

following formats:

« domain\username
« username@domain

Dial-out to meeting room does not happen at meeting start time

Symptoms Probable cause Actions
JOIN does not dial out to a meeting room participant at the meeting .  JOIN cannot contact the Check JOIN log and MCU log for details.
starttime. MCU.

« VMR is not correctly
provisioned: The MCU
location that JOIN is
instructing the MCU to dial
out from is not correctly
configured.

Page 130 of 144



Synergy JOIN Installation and Configuration Guide

Dial-out from the video system (Green Cisco OBTP or Polycom OTD button) does
not work

Symptoms Probable cause Actions

The [[[Undefined variable Join.OBTPShort]]] or Polycom OTD The button becomes activatedat  Check the JOIN configuration.

button is disabled and cannot be pushed. the “startup buffer” time, and
cannot be pushed before that.

The button is pushed, but call fails to connect. VMR is not correctly « Check the JOIN logs and Regex configuration.
provisioned: The uri is invalid « Check the call history on the endpoint to see what it tried to
due to incorrect Regex rules. call.

« Check the “Search History” in the VCS to see if there was a
call routing issue.

Recipients do not receive dial-in information emails when meeting is booked

Symptoms Probable cause Actions

Specified recipients do not receive any email containing dial-in Error in email template. Check the syntax of the HTML in your email templates.

information when meeting is booked
JOIN cannot contact the Check the configurator General Settings tab to ensure that the
Exchange server - Invalid server and credentials are correct and that you are using the correct
configuration. format for the EWS Service Account Username.
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Exchange permissions

Invalid permissions in Exchange will lead to unexpected behavior in JOIN.
If the Exchange service account does not have appropriate calendar access, you will see authorization errors in the log.

Here are some common errors with setting exchange permissions:

« Failure to set the “DeleteComments=$false” willremove the body of the invitation, and make itimpossible for JOIN to find
information in the body.

« Failure to set the “AddOrganizerToSubject=$false” and “DeleteSubject=$false” will remove the subject of the meeting,
and make JOIN send the incorrect Cisco OBTP or Polycom OTD information to the video endpoint

« Failure to set “ProcessExternalMeetingMessages=$true” will hinder internal users forwarding invitations to external S4B
meetings to the meeting rooms

« Failure to set “RemovePrivateProperty=$false” may make JOIN send the subject of a private meeting as Cisco OBTP or
Polycom OTD information to the video endpoint - thereby exposing a sensitive meeting subject on the video system’s touch
panel

« Failure to set “AutomateProcessing=$true” will stop meetings from being processed, thereby hindering JOIN from seeing
the meetings

How the Skype URIs are generated

Skype URIs for JOIN should be based on your company dial plan.

Pexip / Videonor / Videxio

In this example, using a Pexip MCU, our URI Prefix is S4B (for Skype for Business). We recommend using a prefix that easily
identifies these URIs on your network as Synergy JOIN Skype for Business URls.

NB. The prefix for Videxio isusually __sfb__ (two underscores + sfb + two underscores) but should be confirmed on installation.

© synergy Join - O X

General Settings  Matching Fules | Rooms | Video Systems | Corference Settings | Services | License | Network | Upgrade | Manage Meetngs | About |

General Rules

Intemal email domains:  [company.com |

. -

Priority:

Applies to

Matching value:

Replace value:

Rule Type Priority Matching Value  Replace Value Applies to

Skype URI Intemal 34] S4B {SkypeM ald).(SkypeUserld)@(LserDomain) Intemal invitations
iSkype URI BExdemal 80 S4B {SkypeMeetingld).(Skype Userld)@(UserDomain} Allinvitations

The second part of the URI is the Skype Meeting ID, and the last part is the Skype User ID.

A URI created from our matching rule pattern looks like this:

URI Prefix Skype Meeting ID Skype User ID Full URI
S4B TTC86056 js@example.org S4B.TTC86056.js@example.org
Cisco CMS

With CMS, the format of the replace value is (SkypeURL )@ CompanyCMSDomain.localwhere “CompanySkype.com” is the
routing domain that ensures the callis routed to the CMS.
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© synergy Join - O X
General Settings  Matching Rules | Rooms I Video Systems | Conference Settings | Services I License | Netwark | Upgrade | Manage Meetings | About |

General Rules

Intemal email domains: |comparw.com ‘

s g

Priority:

Applies to

Matching value: -
Replace value \ |

Rule Type Priority Matching Value  Replace Value Applies to

Skype URI Extemal (SkypeIRL)@companySkype com Al invitations

This domain must also be added as a “Targets Lync Simplejoin” domain on the CMS under Configuration > Incoming Calls.

Incoming call handling

Call matching
Domain name Priority Targets spaces Targets users Targets IVRs Targets Lync Targets Lync Simplejoin Tenant

StarLeaf Cloud
The Skype URI sent to the endpoint is the URI of the gateway call provisioned in the StarLeaf Cloud by JOIN.

This URl s in this format: numeric@customername.call.sl000000

How Skype calls are routed

Pexip / Videonor / Videoxio

There must be a Destination alias match in a gateway rule on the Pexip that corresponds to the matching rule URI pattern so
that when the endpoint dials the skype UR, it is routed correctly.

The protocol for this rule must be MS-SIP.

peHlp Infinity Conferencing Platform User-admin  Change password | Leg ot | About | Help

m Configuration~ Platform Configuration = Call Control = Service Configuration~ Users~ Utilities

Status~ Sy

Select Call Routing Rule to change

here Search

Actien | —— v ‘ Go 0cf 4 selected Enter search
Priority & Name Description Incoming Outgeing Call location nly Connect SIP Lync/SfB H323 Destination alies match Replace string Call target Out location  Protocal Enabled
1 To Skype Meeting ] ] Any ] ] ® © &  S4B\(lazAZ0-9M)\  \2gruuopaque=appconffocusid\l Registered Skype Lync/SB True
Location (+@-4) device or (MS-SIP)
external
system
Destination alias match Replace string Protocol
S4B\.([a-zA-Z0-9]+)\.(.+@.+) \2;gruu;opaque=app:conf:focus:id:\1 Lync (MS-SIP)

See Pexip documentation for more information on creating gateway rules.

Note: If calls go through a Cisco Expressway or VCS, a search rule needs to be created on them to send calls corresponding
with the prefix of your URI pattern to Pexip (in our example, S4B).

Cisco Meeting Server

The call is routed through the CMS to Skype for Business using the Dual Home functionality:

1. When a Skype meeting is forwarded to a video-enabled meeting-room that has been added to JOIN, JOIN tells the
endpoint to call URL@simplejoindomain.
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2. The EXpressway/VCS routes the callto CMS.

3. On CMS, the call hits the inbound "Lync Simplejoin rule" and CMS sets up the call with Skype4B.

Note: The “Lync Simplejoin domain” must be present on the VCS.

StarLeaf Cloud

1. Theendpoint calls out to the StarLeaf Cloud using the URI it received from JOIN.
2. The StarLeaf Cloud calls the Skype meeting.
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Licenses

JOIN will stop working as soon as the license expires. Administrators configured to receive email notifications about licenses will
be notified every 7 days for the months preceding the license expiry date, and for the last 7 days before the license expires.
Alicense that is expired will stop JOIN from being upgraded.

An expired or invalid license will result in an entry in the log while starting up the JOIN service clearly stating that the license is

invalid.
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Using the logs

JOIN logs all activity.

There are two sets of log files stored in these default locations:

« Service:

o C:\SynergySKY\SynergySKYEnterpriseScheduling\logs\

« Config Tool:

o C:\SynergySKY\SynergySKYEnterpriseScheduling\config\logs\

Log levels:

The default log level is INF O, which gives limited information about events and errors. Increasing the log level to DEBUG will
provide more information that can be used to troubleshoot errors. The log levelis increased by replacing the text "INFO" with
"DEBUG" on line 4 in the log.config files. There is one log.config file for the configuration tool and one for the service, and the
change of log level only applies the log.config that is updated. It is not recommended to run in DEBUG log levelin normal
operation due to the increased disk required.

The log.config files are found here:

« Service:

o C:\SynergySKY\SynergySKYEnterpriseScheduling\log.config

« Config Tool:

o C:\SynergySKY\SynergySKYEnterpriseScheduling\config\log.config

Log Size:

The logs willbe default roll over once they have reached 10MB, and a maximum of 10 log files are kept. You can increase the
size of the log files and the log file history by changing the maximumFileSize and maxSizeRolIBackups attributes in the log.config
files. You can use KB, MB or GB as suffix when specifying the log maximumFileSize.

Here is example output from the service log from a successfully booked Skype meeting including one JOIN meeting room

resource:

2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17
2017-03-17

13:51:40,713
13:51:40,713
13:51:40,713
13:51:45, 166
13:51:43,51¢6
13:51:43,51¢6
13:51:43,51¢6
13:51:51,212
13:51:51,212
13:51:51,212
13:51:51,212
13:51:51,228
13:51:53,134
13:51:53,134
13:51:55,540
13:52:00,774
13:52:00,774
13-52-00,774
13:52:00,774

[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
[OETPThread] INFO

- 0 cancelled meetings found.

— Total meetings in list: 4.

- Sleeping for & second(s)

- Getting body for Test Meeting - 17.03.2017 14:30:00 - 17.03.2017 15:00:00. Isrecurring: False
- sip: 1le. org; grun; opagque=app: conf - focus-id: 0SHEBTTS

- Found Skype URT Internzl rule match: S4B.0SHEETT3.phlexample org
- IR of meeting 'Test Meeting' set to '54B.0SHEBTT73.phfexsmple_org'
- 1 updated meetings found.

— 0 nonSupported meetings found.

- 0 cancelled meetings found.

— Total meetings in list: 5.

- Sleeping for & second(s)

— Sending out OBIP information to endpoint meetingrooml@example org for meeting 'Test Meeting'.

[OBTPThread] INFO - Updating endpoint meetingrooml@exsmple.org with OBTP informetion
[OETPThread] INFO - Endpoint meetingrooml@example.org successfully updated with OBTP information

[MeetingSynchronizerThread]
[MeetingSynchronizerThread]
MeetingSynchroni zerThread]
[MeetingSynchronizerThread]

INFO
INFO
TNFO
INFO

- 0 updated meetings found.

— 0 nonSupported meetings found.
— 0 cancelled meetings found.

— Total meetings in list: 5.

We recommend using Baretail to monitor the logs while troubleshooting.
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Appendix 1: Using Synergy JOIN with AMX/Crestron for Cisco and
Polycom endpoints

AMX and Crestron panels are usually custom installations developed to solve a specific issue at a customer site. AV technicians
responsible for the custom installation can use the following information to integrate with JOIN:

Cisco One Button To Push

1. Program the AMX/Crestron to listen to changes in the OBTP information (or poll on regular intervals)

2. Register an eventlistener in the Cisco (C-series and SX-series) CUIL using the following command: xfeedback
register event/bookings

3. When you see this message *e Bookings Updated, get the updated info with this command: xcommand Bookings
List
Note that all time/date values returned from the command xcommand Bookings Listarereturnedin UTC time,
therefore the Crestron/AMX integrator must convert this to localtime for the endpoint before presenting it on the touch
panel.
We also recommend that the button to initiate the call should become enabled at the start buffer (x SECONDS before
meeting start time) and that it should remain clickable until the endtimebuffer (y MINUTES after the meeting end time) to
make it possible to rejoin a meeting that runs over the scheduled time.

4. ltiseasier to parse the info if you set up the session to get responses in xml. You can do this when you open the session
using thiscommand: xpreferences outputmode xml

5. The URItodialis extracted from the DialInfo elementin the list of meetings (from point 2). E.g. Bookings > Booking 1 >
Diallnfo > Calls > Call 1 > Number: meet.someone@synergysky.com

6. Ifyouwantthe participant to be presented as the name of the meeting rather than the URI that was dialed, you can use
the optional Dial command parameter: BookingId which allows you to refer back to the booking when launching the call.
BookingIdisthe Id in the booking list.

More information can be found here: Cisco C Series Codec AP| Guide

Polycom One Touch Dial

1. Program the AMX/Crestron to poll the Polycom video system (HDX and Group Series) on regular intervals over
SSH/Telnet

2. Gettoday's meetings by running thiscommand: calendarmeetings list today

3. Usethe starttime to determine when to show the button and the title of the meeting to indicate which meeting is starting:
calendarmeetings list begin
meeting|45v6eur3£87hoflpl374jdnl0j|2018-09-12:11:30/2018-09-12:13:30|G-Suite booked meeting
with Synergy JOIN
meeting|62tslkjtffdun3jtinrr7qlo9s|2018-09-12:19:30(2018-09-12:20:30|Sales meeting
calendarmeetings list end

4. Usethe meetingid (e.g. 45v6eur3f87hof1pl374jdnlOj) for the meeting to request the URI that should be dialed when
clicking the green button. The command to request the meeting detailsis calendarmeetings info <<meetingid>>

5. The URIltodialis extracted from the dialingnumber element in the list of meetings (from point4). E.g.
dialingnumber |video|490055@company.com|sip

More information can be found here: Integrator’s Reference Manual for the Polycom RealPresence® Group Series
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Appendix 2: How to create a StarLeaf Cloud authorization token

To allow JOIN to connect to the StarLeaf Cloud:

« you must create an integration for it on the StarLeaf Portal. This will give you the access token that JOIN requires. Thisis

described below.

« contact StarLeaf Support and ask for Allow scheduling external conferences to be enabled on your organization’s

account.

Prerequisite:

1. Logintothe StarLeaf Portal: https://portal.starleaf.com.
2. Goto Integrations > Add integration:

o Type: Custom integration

o Name: Provide a name for this integration

o Do notenable Administrator privileges

Add integration B Logout & Download Breeze

Typei | Custom integration v

Name: Synergy_SKY_integration ‘

Administrater privileges:

Forinformation about custom integrations, refer to Using the Cloud AP

OK | Apply

3. Click Apply. You will see the access token.

Cancel

Note that the image below only shows an example. You must follow this process for the organization that the client will

modify.
Edif infegration

Type: Custom integration

Name: Synergy_SKY_integration

Administrator privil

fapistareaf.com

Cloud APl base URL: hitps:/
S TH-TOKEN

Token header name: X

AAsfniabiirmv3isv AxwCIDVPWpY4ROW3Vy2dUg

Regenerate

4. Goto Synergy SKY server > General Settings:
o MCU address/hostname: enter https://api.starleaf.com
o MCU username: enter X-SL-AUTH-TOKEN
o MCU password: enter the access token from the StarLeaf Portal
An example configuration is shown below:
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& Configuration = | = -
Synergy SKY Meeting Server Configurator

General Settings | Matching Rules | Rooms | Video Systems I Conference Settings I License |

| Start | | Stop | Rurning
Contact
Admin Contact Name: |‘J°hn Smith |
Admin Contact Email: |iohn.sm'rth@example.com |

Exchange Connection info
EWS U |hﬂps -/foutlook office 365.com/EWS/Exchange asmx

EWS Service Account Usemame; |sen:ic:eaccount @example.com

EWS Service Account Domain: |exan1p|e.com|

EWS Service Account Password: |

Polling interval in minutes:

MCU Connection info

MCL address / hostname: |I'rttp5:ffapi.starleaf com |
MCU Usemame: [X-SL-AUTH-TOKEN |
MCU Password: i |

TMS Connection info (optional)

Cizco TMS address / hostname:
Cizco TMS Usemame:

Cizco TMS Password: |
Preserve TMS bookings: O

Test notification email | | Test connections

Version: 2.2 Build 6 Beta Test Bxchange Rooms | | Save Changes |

Security

Note: It is worth remembering that the access token provides login access to the organization. Therefore, keep it secret. If you
think security of the token has been compromised, regenerate the token.

You can regenerate the access token at any time (Portal > Integrations > Edit integration). If you do so, you will need to enter
the new token as the MCU password in Synergy SKY server > General Settings.

Appendix 3: Configuring Cisco Meeting Server profiles with Synergy JOIN

Cisco Meeting Server administrators are familiar with the concept of Profile accessMethods used to customize behavior of
Virtual Meeting Rooms (VMRSs) to fit the requirements of their organization. CMS deployments needing to specify distinct
host/guest behavior using Join’s one-time-VRM invitation mechanism can be achieved by modifying the host and guest
configuration files. These files can be found in the Synergy Sky Join /configuration folder and are called CMSHostprofile.txt and
CMSGuestprofile.txt. The file syntax respects the attributes defined in CMS API Reference Guide and follows the accessMethod
nomenclature as per the example.

The available attributes for the profiles can be found in the Cisco CMS AP| Reference Guide
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File Examples:
Note that the attributes must be linked together with the & as the examples below show

CMSHostprofile.txt

muteOthersAllowed=true&disconnectOthersAllowed=true&addParticipantAllowed=true&needsActivation=false&endCallAllow
ed=true&videoMuteOthersAllowed=true

CMSGuestprofile.txt

muteOthersAllowed=false&disconnectOthersAllowed=false&addParticipantAllowed=false&needsActivation=true&videoMuteO
thersAllowed=false

Pexip Policy Script for use with Synergy JOIN Skype IVR

Note: All sections that you have to amend are highlighted in red

The Skype IVR (Skype Interactive Voice Respons) option in JOIN requires a Local Policy Script to be present on the Pexip
server so that Pexip will correctly route call coming in through the IVR to the Skype AV MCU.

1. Add dial-out location if required (see info inside the script)
2. Add the script according to these instructions: https://docs.pexip.com/admin/local_policy.htm

Local Policy Script

{

{# Defining the name of the GW session to include from name, from uri, gruu uri,
# meeting id and original name, cap at 250 characters.

#}

{% set gwname = (call info.remote display name + " (" + call info.remote alias + ") to " +

service config.description|pex regex replace('”(sip:)?(.+@.+) ;gruu;opaque=app:conf:focus:id: ([a-
z0-92-2]1+) ', '\\2 @ \\3') +

" (" + service config.name + ")")[:250] %}

{#{pex_debug_log("----- call info ----- ", call_info) }i#}
{#{pex_debug_log("----- service config ----- ", service config) }#}
{% if service config %}

"action" : "continue",

{# Only matching if all criterias match:
# Must match an existing conference (meaning it is provisioned by Synergy Meeting Server)
# Must have a service tag that starts with SMS-IVR-GW (if provisioned by Synergy JOIN, it will)

#}

{% if

service config.service type == "conference"

and

service config.service tag.startswith ("SMS-IVR-GW")

%}
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{{pex_debug_log("----- > Has SMS-IVR-GW tag: " + gwname ) }}

{# DMZ (federated to SfB) example with no mssip_proxy name or location #}
"result" : {{service_config|pex update ({

"name": gwname,

"service type": '"gateway",
"outgoing protocol": "mssip",
"Pin" : "wn ,

"guest pin":"",

"allow guests" : False,

"local_display name" : call info.remote display name,

"local alias": call_ info.remote alias,

# Below line is required for on-premises integration to a FEP.
# "mssip proxy name": "Europe SfB Pool 01",

#If theoutbound location to SfB is not the same as in bound location from VC system, amend the
below line

# "outgoing location name": "Name of location for outgoing SfB Call",
"remote alias": service config.description})

|pex_to_json}}

{% else %}

"result" : {{service config|pex to_ json}}
{% endif %}

{% else %}

"action" : "reject",

"result" : {}

{% endif %}

}

Pexip Virtual Reception for use with Synergy JOIN Skype IVR

The Skype IVR (Skype Interactive Voice Response) option in JOIN requires a a virtual reception to be present on the Pexip
server so that Pexip will correctly route the call coming in through the IVR to the Skype AV MCU.

1. Add new Virtual Reception room. Instructions can be found on the Pexip Support Page

Virtual Reception
1. The Name should be an easily identifiable name

2. The Alias should be the same alias as you specified in the Hub Transport Rules section
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Add Virtual Reception

Name ‘Skype VR ‘ *

The name used to refer to this Virtual Reception. Maximum length: 250 charactera

Description ‘ |

A description of the Virtual Reception. Maximurn length: 250 characters.
Theme ‘ <use Default theme> v @

The theme for use with this service. If no theme is selected here, files from the theme that has been selected as the default (Platform configuration > Global settings » Default theme) will be applied. For more information, see €
Service options

Vil Receptontype [ feu v

The type of this Virtual Reception. Select Lync / Skype for Business if this Virtual Reception is to act as an IVR gateway to scheduled and ad hoc Lync / Skype for Business meetings. Select Google Hangouts Meet if this Virtual F

‘ Advanced options (Show)
Aliases
‘. Alias: #1
Alias |skype@onmpany com| | *
The dial string used to join this service, in the form that it will be received by Pexip Infinity. This alias must include any domain that is automatically added by the participant’s endpoint or call control system, or dialed by the parti
Description ‘ |

n options| descriprion of the sliss. Nots thet this description may b displayed to end users on registered Infinity Connect clisnta who are performing & dirsctory sesrch, Maximum langeh: 250 characters.

Add another Alias
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Example meeting scenarios

Scenario 1: Booking a Skype meeting with one or more video-enabled meeting-
rooms

Description

Requirements

Skype URI in Headers matching
rule

Meeting organizer schedules a Skype meeting using Outlook.
The invite includes video-enabled endpoints/meeting-rooms.

JOIN sends the endpoints/meeting-rooms the Skype meeting
URI as the One Button to Push (Cisco OBTP) or Click to Join

Example rule

« Pexip:

o S4B.(SkypeMeetingld).(SkypeUserld) @(UserDomain)
« StarLeaf Cloud:

o Auto-generated

(Polycom OTD) message.
Skype URI in Body matching

rule

« Pexip:
o S4B.(SkypeMeetingld).(SkypeUserld)@(UserDomain)
« CiscoCMS 2.2 or later + 0365 Skype for Business (CMS 2.2
or later):
o Matching value: None
o Replace value:
(SkypeURL)@CompanyCMSDomain.local
« StarLeaf Cloud:
o Auto-generated

Regex

Clsco CMS + Internal on premises Skype for Business server:

« Matching value: id:\s*(\d+)
« Replace value: \1@YourInternal VideoDomain.com

Scenario 2: Booking a Personal VMR (Virtual Meeting Room) meeting with one or
more video-enabled meeting-rooms

Description Requirements
« Meeting organizer schedules an ordinary Outlook « Regex matching rule
appointment. « Avalid URlincluded in the

email body, for example in
the email signature.

The invite includes video-enabled endpoints/meeting-rooms.
The invite email body includes a personal VMR uri, for
example in the email signature.

JOIN sends the endpoints/meeting-rooms the personal VMR
URI as the Cisco OBTP or Polycom OTD message.

Example rule

(meetlvrm)\.[a-z0-9\-_\.]+ @example\.com

Scenario 3: Booking a One-time-VMR with one or more video-enabled meeting-

rooms
Description Requirements
« Meeting organizer schedules an ordinary Outlook « Inthe JOIN Configurator,
appointment. Create VMR is selected.

The invite includes video-enabled endpoints/meeting-rooms.
There is no URI anywhere in the body of the invitation that
matches any of the Regex matching rules.

JOIN creates a one-time URI on the Pexip MCU and sends
the endpoints/meeting-rooms the One-Time-VMR URI as the
Cisco OBTP or Polycom OTD message.

An email containing the dial-in information for the One-Time-
VMR is sent to the invitees (optional).

Example rule

N/A
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Scenario 4: Forwarding an existing invitation to a video-enabled meeting-room

Description

« User receives a meeting invite from
someone internal or external to their
organization and wants to join the
meeting from a video-enabled
endpoint/meeting-room.

« User forwards the invite to the
endpoint/meeting-room.

« JOIN understands how to process the
meeting from the contents of the invite
email.

« JOIN forwards the appropriate dial
string to the meeting-room as the One
Button to Push (Cisco OBTP) or Click to
Join (Polycom OTD) message.

Currently the following meeting types are
supported for forwarding in JOIN:

« Skype

+« Teams

« Personal VMR

« One-time-VMR

« BlueJeans

« CiscoWebex

« Starleaf VMR

« StarLeaf Scheduled Meeting

« Videonor
« Videxio
« Univago
« Zoom

Preprogrammed templates for these rules
can be found in the Regex builder in the
Matching Rules tab.

Requirements

Skype
internal/external
matching rule
Regex
matching rules

Example rules

Microsoft Skype:
o Pexip:
o Matching value: None
o Replace value: S4B.(SkypeMeetingld).(SkypeUserld)@(UserDomain)
o Cisco CMS (Internal and External invitations):
o Matching value: None
o Replace value: (SkypeURL)@CompanyCMSDomain.local
o Cisco CMS: (Internal invitations Only)
o Matching value: id:\s*(\d+)
o Replace value: \1@YourInternal VideoDomain.com
o Videxio:
o Matching value: None
o Replace value: __sfb__(SkypeMeetingld).(SkypeUserld) @(UserDomain)
o Videonor:
o Getintouch with Videonor support for for your required Skype matching value and
replace value
o StarLeaf Cloud
o No matching rule configuration required
Microsoft Teams:
o Pexip:
o Matching value: None
o Replace value: Teams.(TeamsMeetingld) @company.com
Generic rules:
o Personal VMR (uris contains the words: meet or vmr)
o Matching value: ([a-z0-9\-_\.]*(meet|vmr)[a-z0-9\-_\.]*) @[a-z0-9\-_\.]+
o Replace value: \0
o One-time-VMR (uris in the format: numeric@domain)
o Matching value: \d+@[a-z0-9\-_\.]+
o Replace value: \0
Cloud providers:
o BlueJeans
o Matching value: https://bluejeans.com/(\d+)
o Replace value: \1@sip.bjn.vc
o CiscoWebex
o Matching value: \d+@[a-z0-9\-_\.]*'webex[a-z0-9\-_\.]+
o Replace value: \0
o Starleaf VMR
o Matching value: Meeting ID: ([0-9]+) ([0-9]+)
o Replace value: \1\2@synergysky.call.sl
o Univago
o Matching value: [a-z0-9\-_\.]+ @univago.com
o Replace value: \0

o Videonor
o Getin touch with Videonor support for for your required matching value and replace
value

o Videxio VMR meetings
o Matching value: https://my.videxio.com/meet/(\d+)
o Replace value: \1@vmr.vc
o Zoom
o Matching value: https:/[a-z0-9\-_\.]*zoom[a-z0-9\-_\.]*/j/(\d+)
o Replace value: \1@zoomcrc.com
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