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Introduction

About Synergy CONTROL

Video meetings & Video conferences have many advantages over standard “face-to-face” meetings however they generally
require extra attention from IT or technical staff.

One of many repeating scenarios when administrators need to help employees is when a participant is having problems joining a
video meeting. Another good example is when all participants should mute their microphones while watching a presentation but
some of them forget to do so.

These are just two examples of many situations that can occur while video meetings are taking place. Sometimesit is necessary
to invite participants to an upcoming meeting before it starts, or you may need to compare a list of all connected participantsin an
ongoing meeting with a list of participants who have been invited to a specific meeting.

We think that it is convenient, efficient and more so necessary for large organizations to have a tool where video meeting
administrators have the ability to have full control of all meetings whether they are ad-hoc or scheduled (both active and inactive)
and can react promptly on any required actions or changes.

We present Synergy Control, the tool which supports both Pexip Infinity and CMS technologies where you can have control over
all of your meetings in a very simple and effective manner.
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How Synergy CONTROL Works

This section explains how the software works and gives a short overview of the implemented features.

Feature Overview

Synergy Control supports the following feature set:

= View all active meetings, both ad-hoc and scheduled, on Pexip Infinity and CMS multi-conference units.

= View allinactive pre-scheduled meetings. (only with Synergy JOIN integration)

m Search for scheduled and ad-hoc meetings with meeting name, participant name, email or meeting start date. For active
meetings it is possible to search meetings that have already started within the given time frame

= Create alist of 'Favorite' meetings to follow. This includes both 'ad-hoc' and 'scheduled’' meetings (active and inactive).

» Adding participant(s) to an active meeting by initiating a dial-out from the MCU

Send or resend dial-in info to participants in a scheduled meeting by using their email address (only with Synergy JOIN

integration)

Control participant’s sound, microphone and video, including group controls for all participants.

Disconnect participants.

View video meeting start time & duration

View total number of participants attending the meeting in a video meeting room (this feature only works if the endpoint

has people counter technology).

Get information about packet loss, jitter and bandwidth for every participant.

= Meeting locking. This makes it possible to lock a meeting and prevent unwanted parties attending the meeting (there are
some differences in functionality between CMS and Pexip Infinity )
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Installation Prerequisites
Synergy CONTROL 3.0 is only compatible with Synergy JOIN 4.0 and above.
Synergy CONTROL 2.2 is compatible with Synergy JOIN 3.0 and 3.2

Windows Server Software

Operating System Additional Features Required

Operating System: Windows Server 2008264 Microsoft NET Core 2.x
bit (or newer)

Windows Server hardware

CPU RAM HDD
4 Cores 8GB 20GB

Device Support

Cisco Meeting Server 24
Pexip Infinity 19
Synergy JOIN 3.0

Supported Internet Browsers

Google Chrome 65.0.3325
Mozilla Firefox 61.01

For the best experience with CONTROL, we recommend using Google Chrome or Mozilla Firefox browsers. Allnewer versions
of internet browsers should also work.

Network requirements

Destination Protocol Port (TCP Description
unless
otherwise
stated)
CONTROL 84.22.108.36/32 HTTP TCP Software upgrades
(S)/80,443
JOIN CONTROL HTTP TCP Retrieve meeting data from Synergy JOIN
(S)/80,443
Pexip Infinity CONTROL HTTPS, 443 TCP Retrieving call data from the MCU
Cisco Meeting Server CONTROL HTTPS, 443 TCP Retrieving call data from the MCU
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Limitations

There are some limitations in Pexip Infinity and Cisco Meeting Server itself when it comes to active meeting controls. Some of
these limitations are overcome by the integration of Synergy JOIN (if integration is conducted) but direct controls related to
participants are still dependent on API possibilities of the supported technologies.

Technology Mute/Unmute Mute/ Unmute Mute/ Unmute Disconnect Participant Meeting
Microphone Video Sound Locking

Pexip Infinity Yes No No Yes Yes

Cisco Meeting Server Yes Yes Yes Yes Yes (1.)

(1.) In order to get Meeting Locking working properly on CISCO systems it necessary to distinguish between host and guest calls
toa VMR (or co-space). Itisimportant to setup “guest” and “host” accounts where for a guest the 'needsActivation' parameter
has to be set. Refer to the Cisco CMS documentation for more information on how to set this

(2.) If you are going to be using Synergy CONTROL alongside Synergy JOIN, the server that has got Synergy JOIN installed
should not have the IIS service running or installed. By default, the Synergy JOIN API runs on port 443 and if your 1IS server is
using port 443 for another website, the Synergy JOIN API will not be able to communicate with Synergy CONTROL.
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Installing Synergy CONTROL

You will be provided with an installer: SynergyControl_Setup.exe

1. Double click to run the installer.

) Synergy CONTROL Setup — w

€ CONTROL

Mext > | Cancel

2. Follow the install wizard. Click next to accept the license agreement, select the install location, and choose whether to launch
CONTROL when the installation completes.

) Synergy CONTROL Setup - b
Licenze Agreemenl
Please review the license terms before installing Synergy CONTROL. o

Press Page Dawn ko see the rest of the agreement.

Effective: Janwary 1, 2017 s

This ts an agreement between You and Synergy SKY AS or its affilates (Synergy S0
tand governs your Use of Synergy SKY Software, You®™ and “Your™ means the indiidual
tor legal entity licensing the Software under this EULA. "Use® or "Using” means to
doemload, install, activate, access or otherwige wEe the Software, "Software” means the
[Synengy SKY computer programs and any Upgrades made available to You by an
\4pproved Source and licensed to You by Synergy SKY, Doaumentaton” s the Synergy
[BKY user or technical manuals, traning matenals, spcnﬁcﬂﬁqrs ar other documentabon
lapobcabls to Hhe Saftware and made available to You by an Approved Souree.

Tf you accept the terms of the agreement, dick the check box below. You must accept the
agreement bo install Synengy CONTROL. Cick Next o contirue.

g

[T 2ccept e terms of the Licenss Agresment

M Fr 1 Syt 3 3
WUEEOTL INS0al S SLE Wa. L

< Back Mext = Cancel

3. Once the install has completed, you will see a shortcut to the Synergy CONTROL application on the desktop.

Page 7 of 36



Synergy Control Installation and Configuration Guide

Configuring Synergy CONTROL

All configuration of Synergy CONTROL is done from the server the application is hosted on. Access to the configuration page is
prohibited, unless you are logged on to the host server. The server will only listen to “localhost” by default. If you would like to
change the configuration, you can click on the configuration button in the top right corner of the application or browse to
http://localhost:(port)/Config

m| anonymots

Above is the button you will have to click on to access configuration the configuration page (when you are logged on to the host
server)
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Licensing

The first time you install Synergy CONTROL , it will run in Demo mode. Demo mode will only present the first two meetings that
are present in your MCU (when viewing Active Meetings) and will only present the next two scheduled meetings (when a
connection has been established with your Synergy JOIN installation).

Licensing
[please use this 10 when applying for “offine” license key
Froduct icense AF! key | 489384idjhk2h349284jlqw;09e845583049554354
License key jksif

s;afsjfskjf;dsklfof4832042341krjweird2sdjklue
Jrwuréf249824ewjro@84892rijudkfjslktj; lsajfdw
ta@32894a " \wer8swsjflsdjftasriwe[ trurjgfdskafs
kd

In order to get valid license key the video administrator has two options:

1.AP| Key

Once you have been provided with an API key, paste this into the Product license API Key section. Synergy CONTROL will fetch
a new License key from the licensing server. The license key will be retrieved and placed into the License Key section. The
license key refreshes itself every 14 days therefore CONTROL requires access to the Internet in order for the license key to stay
active.

2. License Key

To obtain an offline license key you will have to get in touch with your Synergy SKY representative or send a request Synergy
Sky Support (support@synergysky.com).

You will have to provide the Machine ID of the hosting server. This can be found within the configuration page by pressing the
'Get machine ID' button. Once we have the machine ID, we will provide you with a License Key you can paste in to the Licensing
tool.

Software Updates

Information about new software releases including Beta versions will be displayed on the configuration page. Administrator can
view release notes as well as download and install (or just download) the newest versions.

Alerts for new software releases will be displayed on the client side (browsers) too. This can be removed by choosing the option
'Remove new version warning' on the configuration page. The warning will stay hidden untila new version of the software is
available.
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Software update

New software version is available!

[«  Just download, do mot start installation

[ Relezse notes ] @«  Remove new software version wamning
[this refers to waming shown in client applications/browsars, not on the
configuration page)

New software BETA version is not available yet.

Bet update (Beta) Just download, do net start installation

| Release notes (Beta) |
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Hosting and Authentication

This section provides details about configuring hosting and authentication within Synergy CONTROL.

Hosting
HOSTING
Bind fo HTTP URL hitp:/flocalhost:85
v
onl sten on
Bind to HTTPS URL [ https:11192.168.1.227-855 |
Certiiicate location | C:\SynergySky\SynergyCONTRO L\.Cert\cert.pl

Certificate password 0 i
Certificate password | | OR Generate cerlificate

Use Windows Authentication

Windows Authorization Group | |

CONTROL can be configured to be accessed via HTTP or HTTPS (SSL). Itis not possible toruna HTTPand HTTPS
connection simultaneously.

For external access, remember to open the chosen port in your firewall.

Enabling HTTP
Toenable HTTP access to Synergy CONTROL, fillin the 'Bind to HTTP URL' box with the URL that you would like the server to
be accessible from. e.g. http://localhost:85

If you would like the Synergy CONTROL service to listen to all network interfaces you can use * as the hostname, e.g. http://*:85.

Once you have done this, click save at the bottom of the page. The port availability will be checked before the Save option is
allowed. If the chosen port is not available, a warning message will be displayed.

Enabling HTTPS
Toenable HTTPS access to Synergy CONTROL, tick the 'Enable HTTPS' tickbox and fill in the 'Bind to HT TPS URL' field with
the IP address that you would like the server to be accessible from e.g. https://192.168.1.227

N.B Itis not possible to use the FQDN of the server in the 'Bind to HTTPS URL' field. You have to specify the IP Address of the
NIC that the server is running on.

Itis possible to use a self signed certificate for the HTTPS access. To do this, you will have to specify the location of the certificate
(including file name) and the password for the certificate in the 'Certificate location' and 'Certificate password' text boxes. If you
do not currently have a self signed certificate, the steps below show how to generate and use a ceritificate that is generated by
Synergy CONTROL.

Generating a Self signed certificate
Alternatively, Synergy CONTROL can generate a certificate for you by ticking the 'Generate certificate' button. When you do
this, Synergy CONTROL will generate a certificate and place it in the default location (as per the below image).
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Certificate is created successfully and stored on location
C\SynergySKY\SynergyCONTROL\Cert\cert pfx. Control server will be restarted.

4, e s

You will have to paste the location where certificate has been placed into the 'certificate location’ field. The password for the
certificate generate by Synergy CONTROL willbe prepopulated.

Once you have done this, click save at the bottom of the page. The port availability will be checked before the Save option is
allowed. If the chosen port is not available, a warning message will be displayed.

N.B Windows authentication can not be used simultaneously with HTTPS. For security reasons we are not recommending
using the Generated certificate in production.

Authentication

Authentication to the Synergy CONTROL application is now possible via two methods. Standard Windows authentication and
Microsoft Azure AD OAuth. Itis not possible to run the two authentication methods simultaneously. Standard Windows
authentication can be used with http. Microsoft Azure AD OAuth can only be enabled with https.

Windows Authentication
If you want to setup access restrictions in Synergy CONTROL, tick the check box "Use Windows Authentication”. This will allow
access to anyone with a local Windows user or Active Directory user authentication.

If you would like to include more restrictions, please enter a group name in "Authorization Group" in the form
“DOMAIN\GroupName” or “SERVER\GroupName”. This can be either a local group or a group in Active Directory. Only users
in this group will be allowed access to Synergy CONTROL.

Microsoft Azure AD OAuth configuration

Use OAuth

OAUTH CONFIGURATION

Synergy Control configuration for Azure AD

Domain

Instance

Tenant Id

Client Secret

R

after user Login

& Control server UR

auth-callback (Tris suffix will be added sutomatically! Flease use full URI string in Azure configuration (2. htips:/102.168.1. 24/auth-cailbac

ent Id in Azure context ‘

To enable Azure OAuth type of user authentication tick the 'Use OAuth' tick box.

Following this, you will also have to configure the OAuth Configuration settings.
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Field Description

Domain The company domain as detailed in the Azure environment

Instance The URL for where AzureAD connects to for authentication. By default this value is https:/login.microsoftonline.com

Tenant ID The Tenant ID for where the Synergy CONTROL application exists in AzureAD. This is detailed in the Azure Portal Application page

User Group The ID for the user group that have access to Synergy CONTROL. Notrequired if user group authentication is not being used
Client ID This is detailed as the 'Application (Client) ID' in the Azure Portal application page

Client Secret Should be generated specifically for the Synergy CONTROL application registration on Azure AD portal and should not be publicly available as it

will be used for API authentication

Redirect URI after user

Login used, this URL will be different.

We recommend settings this to be the Synergy CONTROL server (HTTP or HTTPS URI). Please note that in the case where reverse proxy is

1. Log In to https://portal.azure.com
2. Click on Azure Active Directory

3. Select App Registrations

Microsoft Azure P Search resources, services, and docs .

« Home > Synergy Sky AS - Overview
+ Create a resource
A Home

[E pashboard

Synergy Sky AS - Overview

Azure Active D

L

|«

*= All services O Overview
FAVORITES " Getting started
All resources Manage

() Resource groups M Users

ﬁ'S_'-‘ App Services 4 Groups

<% Function App

& saL databases M Roles and administrators
& Azure Cosmos DB B Enterprise applications

& virtual machines B Devices

& Load balancers B App registrations (Preview)
[ storage accounts B App registrations

€% Virtual networks

@ Azure Active Directory Licenses

s
L

~) Monitor 4 Azure AD Connect

Q Advisor E

0 security Center obility (MDM and

Custom domain names

(' cost Management + Billing

a Help + support

Company branding

4. Select New Registration

5. Enter an application name and click on Register

c;Q Switch directory

synergysky.com

Synergy Sky AS

Azure AD for Office 365

Sign-ins

To see sign-in data, your organization needs Azure AD
Premium P1 or P2,
Start a free trial

What's new in Azure AD

Stay up to date with the latest release notes and blog posts.

24 entries since 15 December 2018, View archive @

New feature

V| All services (24)
550 (1) Enterprise Apps - SSO
Governance 4) 20 February 2019

3rd Party Integration  (3) Configurable Azure AD SAML token encryption (Public preview)

User Authentication 2)
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e e

Home > Synergy Sky AS - App registrations > synergyCONTROL
E;.i synergyCONTROL

‘ 0 Fearch (Cirl+) | « i pelete & Endpoints
B Overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart Display name : synergyCONTROL
Application (client) ID : cba4-42cd-4714-8b61-7f362ad3
Manage .
Directory (tenant) ID : cOfc-7083-436d-af33-387159b40
& Branding Object ID : e22b-1b63-4032-ab4-3802d361

—3 Authentication

Certificates & secrets
o Welcome to the new and improved App registrations, Looking to learn how it's changed from App registrations (Legacy)? Learn maore
It Token configuration (preview)

2= API permissions Call APls
& Expose an AP ‘ g
h
. ® m =
i Owners
Roles and administrators (Previ.. a E
5
=

Manifest

Build mare powerful apps with rich user and business data
Support + Troubleshooting from Microsoft services and your own company's data
sources.

7 mednesnecins

£ Mew support request

Copy the Directory (tenant) ID in the Azure Portal. Thisis the Tenant ID in Synergy CONTROL
Copy the Application(client) ID in the Azure Portal. Thisis the Client ID Synergy CONTROL

6. Whilst you are in the App Overview, select 'Redirect URISs'.

Click on 'Add a platform' select 'Web' application and then enter the IP Address of the Synergy CONTROL Server including the
port number.

If you have a DNS Record for the Synergy CONTROL server, we recommend that you add a second uri with the Fully Qualifed
Domain NAme (FQDN).

https://<FQDN>:<portnumber>

Page 14 of 36



Synergy Control Installation and Configuration Guide

Microsoft Azure 2 search resources, services, and docs (G+/) s 19

Home > Synergy Sky AS - App registrations > SynergyControlEugene - Authe Configure Web

_:)) SynergyControl - Authentication
< All platforms

e - —
|,O search (Ctrl+/) | « & save X< Discard F

Redirect URIs

# Ooverview Platform configurations The URIs that we will accept as destinations when returning auther

£ Quickstart (tokens) after successfully authenticating users. Also referred to as
Depending on the platform or di about redirect URIs and the restrictions
redirect URIs, specific authentica
Manage
| https://192.168.1.156:855
= eranding + Add a platform |
3) Authentication Logout URL
Certificates & secrets This is where we send a request to have the application clear the o
required for single sign-out to work correctly. '
HI' Token configuration (preview) SuppOFtEd account type
AP| permissions Who can use this application or | e.g. https:/fmyapp.com/logout .

@ Accounts in this organizatio -
Implicit grant

P o

Expose an API
O Accounts in any organizatio

Owners - . -
Allows an application to request a token directly from the authoriz

& Roles and administrators (Previ... Help me decide... Recommended qnl:\.r if the applicatior_] has 2 sin_gle page architectu;
components, or invokes a Web API via JavaScript. Learn more abo.

I Manifest A\ Due to temporary differenci
accounts for an existing rag 'Ia'ztir;:::;titgs ;r;ghgitn?.ram flow, select the tokens you would like
Support + Troubleshooting editor. Learn more about th point:

Access tokens
Wotokens

&2 Troubl eshooting

& New support request Advanced settings

Default client type ©

Treat application as a public clie

7. Select 'Certificates & Secrets'
8. Click'New Client Secret' and give it a name and set it to never expire. Click on Add

Copy the Client Secret to the Synergy CONTROL 'Client Secret' field

&2 B N e e e T B

Home > Synergy Sky AS - App registrations > synergyCONTROL - Certificates & secrets
synergyCONTROL - Certificates & secrets

| O Search (Ctrl+/) | « o Some actions may be disabled due to your permissions. To request access, contact the application owner(s) or your administrator. View application owners

1 Overview Credentials enable applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS scheme). For 2
higher level of assurance, we recommend using 2 certificate (instead of 2 client secret) as 2 credential.

% Quickstart
Certificates

Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B2 8randing

T Upload certificate
3 Authentication
Mo certificates have been added for this application.
Certificates & secrets

Token configuration (preview) Thumbprint Start Date Expires

-5 API| permissions
@ Expose an AP .
Client secrets

L]
i Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

4 Roles and administrators (Previ...
+ New client secret

Bl Manifest Description Expires Value

support + Troubleshooting CONTROL 12/31/2299 e —

&2 Troubleshooting

& New support request
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The following section is only necessary if you are going to be configuring Group based access to Synergy CONTROL.

9. Select API Permissions

Click on Add a Permission, choose Microsoft Graph, ApplicationPermissions and create the following permission
Directory > Directory.Read.All

Click on Add a Permission, choose Microsoft Graph, DelegatedPermissions and create the following permission
User >User.Read
« () Refresh

B overview . .
Configured permissions

7 Quickstart Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent
Manage
_ Add a permission ‘ ‘ Grant admin consent for Synergy Sky AS
Branding
D Authentication API / Permissions name Type Description Admin Consent Requir...  Status
Certificates & secrets W Microsoft Graph (2)
Token configuration (preview) Directory.Read All Application  Read directory data Yes @ Granted for Synergy Sky ., ***
<= APl permissions UserRead Delegated  Sign in and read user profile - @ Granted for Synergy Sky ., ***

@ Expose an API
¥ owners
Roles and administrators (Previ...

I Manifest

Support + Troubleshooting
/2 Troubleshaoting

£ New support request

The permission level Directory.Read.All is used to find out which group each user exists in

Once you have configured all of the settings, click on

To enable Group Access to Synergy CONTROL a security group has to be created. This security group should contain the users
that have permission to access the application.

10. Whilst you are in App Registrations, select 'Manifest' and change the following values:
"groupMembershipClaims": "SecurityGroup"
"oauth2AllowIdTokenImplicitFlow": true,

"oauth2AllowImplicitFlow": true,

11. Browse to Groups, select the Security Group that has the users that have permission to the Synergy CONTROL application
Copy the Object ID and paste this into the 'User Group' field in Synergy CONTROL
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Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Synergy Sky AS > Groups - All groups > ControlaAdmin

ControlAdmin

Group

« j Delete P Got feedback?

0O oveniew
0 Try out the new Groups experience improvements (improved search and filtering). Click to enable the preview. =

A Diagnose and solve problems

Manage ControlAdmin
It properties
&8 Members
& Owners Membership type | Assigned |D|
# Group memberships
Source | Cloud 0 |
i Applications
. Type | Security |D|
W Licenses
Azure resources Object Id | 155052-3898-42F5-3440 [ |
Creation date [ 10/10/2019, 10:59:10 AM n|

Activity

= Access reviews

B Auditl .
@ audt logs Direct members

#= Bulk operation results (Preview]
" ‘ ] & 2 User(s) & 0 Group(s) Ei 0 Device(s) @ 0 Other(s)

Hit Save at the bottom of the page. The Synergy CONTROL service will restart and any logged in users will loose their session
and they will have to log in using their Office365 credentials to regain access to the application.
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JOIN API Configuration

In the Synergy Join section of the configuration page you can specify the Synergy JOIN APl URL, username and password, as
well as enable/disable people counter readings. It is possible to see results from people counters on end-points that are
registered in Synergy JOIN(depending on whether or not the device supports people count). Synergy CONTROL will
automatically collect authentication information through the APl and use it to sign in and monitor counter devices on end-points.

The default credentials for the Synergy JOIN APl are:
username: apiuser
password: SynergySkyWord01

These values can be changed in Synergy JOIN by an administrator.

’ JOIN APl configuration

Api Ur [hnps:mez.maﬁ.1:443xapim '|
Usemame |.apiuser |
:'&-:-:I'I:r: FREFREFREF R |
Enable People Counter o

readi

Test Connection
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Synergy SKY Database Configuration

With the addition of Synergy of Things, it is now possible to extract further information relating to scheduled meetings and sensor
information for active meetings. You will have to enter the details below to allow for the database connection from Synergy

CONTROL to Synergy JOIN

‘ JDlN * ‘ CUNTRDL DATABASE CONFIGURATION

DATABASE SERVER

|7 address [ localnost |

Fort [ 5432 |

Database name | synergyskydb |

Usemame | posigres |

Password |

Test Connection
Field Value Description
IP address localhost If Synergy JOIN is installed on the same server as CONTROL, you can user localhost. If JOIN is installed on
a separate server, you have to specify the IP Address e.g. 192.168.10.50

Port 5432 Port 5432 is the default port number configured in Synergy JOIN config.json file
Database synergyskydb This is the name of the database that is installed for Synergy JOIN. synergyskydb is the default database
Name name.
Username postgres This is the default database username configured in the Synergy JOIN config.json file
Password postgres This is the default database password configured in the Synergy JOIN config.json file
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MCU / Bridge Configuration

This section allows you add privacy filter domains and all of the active MCU's that exist in the video environment. Synergy
CONTROL supports CMS and Pexip MCU.
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Privacy Filter domains

Privacy Filter domains allow the video administrator to only view meetings that belong to certain domains. For example, if an
organisation has three domains synergysky.com, synergysky.no and synergysky.net. The filter can be configured so that only
the domains synergysky.com and synergysky.no are visible within the dashboard.

To add a domain to the list, click the 'Add Domain' button and type in the required domain including the suffix.

BRIDGE CONFIGURATION

Privacy Filter domains
Only Active meetings with given
VMR domains will be displayed

Add Domain

Domain | synergysky.com | Delete Domain

Domain | synergysky.na | Delete Domain

In the “Bridge Configuration” section, you can configure which MCUs Synergy CONTROL should gather data from. Select the
MCU type and click 'Add Bridge', then fill out the Name (name of the bridge for your internal use), Hostname, Username and
Password

Cisco CMS v ] Add Bridge

CMSMCU
Disabled 7
Type: Cisco CM3
eme cms| :|
fosiname | hitps://192.168.2.2/apilv1 |
semame |:adrnin |
Password

Test Connection Discover Nodes | |

If a bridge needs to be deactivated, tick the 'Disabled' checkbox.

The Test Connection button can be used to verify that the correct username and password has been entered.

For CMS the Discover Nodes button is available. This will attempt to detect whether this MCU is part of a cluster, and willadd
the other cluster nodes to the system. If the password for the other cluster nodes is different from this node the passwords must
be filled out.

For CMSsystems to get meeting locking to work it isimportant to setup “guest” and “host” accounts where for a guest the
'needsActivation' parameter has to be set. Refer to the CMS documentation for more information on how to set this.

Pexip MCU
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Disabled
Type:
Name

Hostname
Username
Password

Reverse proxy £

Conference niod

[Pexip term, the node will be used for
Changing a COnNTErence |ayoul)

Test Connection [

In the Pexip MCU configuration a new field has been added which represents the “Reverse proxy/Conference node”. In
Synergy CONTROL this node will be used to apply changes on a conference layout.

Pexip

[ Infinity

[ https /1192 168 2 2

| admin

|- http:/fwebrtc. example.com
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Ongoing Meetings

Ongoing meetings are meetings that have started and there is at least one participant currently in the video meeting. Both
Upcoming and ad-hoc meetings can appear in the active meetings tab.

This tab displays all meetings that are currently active. The meetings in this list are automatically updated by default. This means
that new and completed meetings will automatically appear and disappear from the list.
This list displays information relating to the ongoing meeting such as the meeting name, meeting start time and the meeting type.

uz Scheduled / OneTimeVM  ~

< S

X . o -
w 2001: A Space Odyssey 2019-09-17 10:05:00 00:30:00

ganizz Subject Dial-in UR
Aleksandar Sunjic ~ 2001: A Space Odyssey

9000@synergysky.com

& as@synergysky.com & em@synergysky.com

alexashooo alexashooo Oslo incoming 2019-09-17 N/A 00:00:47
s o a

Example Scenarios:

= |fameeting is Upcoming but not yet started it will be shown only in Upcoming meetings tabs.

= When the meeting starts, it will be shown in Ongoing meetings list only.

n [f user favorites a meeting then it will be shown in the Favorites list and either the Upcoming meetings or active meetings
list depending on if the meeting has started.

The below table details the control meeting information fields:

Section/Field name Description

Meeting Name The given name of the meeting

Meeting Start The given start time of the meeting

Scheduled Duration The scheduled duration of the meeting . This field is only populated with

information in the Upcoming meetings window.

Active Duration The active duration of the meeting. This field is only populated with

information in the Ongoing meetings window.

Participants The number of participants that have been invited to the meeting. When
looking at this in the 'Ongoing Meetings' view, there is a deliminator
showing how many participants where invited cont compared to how many
participants are present

Meeting Type The type of meeting the user is currently viewing. The meetings types are

Ad-hoc meetings or scheduled meetings.

Ad-hoc Meeting

Ad-hoc meetings are meetings that have not been scheduled. These meeting types willonly appear in the ‘Ongoing’ meetings
tab when they are active. (They can also appear in the favorites tab if the meeting has marked as a favorite). There is no
metadata for these meetings because they have not been registered in Synergy JOIN. Ad-hoc meetings can only be ongoing
because they do not exist before they start.

Inactive Meeting
Inactive meetings are Upcoming meetings that are registered by Synergy JOIN where metadata is displayed but the meetings
have not yet started. Only scheduled meetings can be inactive

Advanced meeting criteria fields:

Section/Field name

Description

Name The name of the organizer as they are described in the meeting invitation
URI The Dial string that can be used to join the meeting manually
Location The MCU Location of the meeting
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Call Direction Details whether the call is incoming or outgoing from the MCU
Connected at The date and time the participant joined the call
People Counter People counter information is only available if the video meeting

equipment/end-point has people counter technology implemented/
configured. The People Counter field shows the number of participants that
are sitting in front of a video conferencing unit. This number will be updated
every few seconds until the end of the meeting.

Duration The amount of time the participant has been in the meeting

Page 24 of 36



Synergy Control Installation and Configuration Guide

Upcoming Meetings

A meeting can be scheduled by inviting participants using Outlook or Google calendar, which will be registered by Synergy JOIN
if integration exists, but if an organization does not have Synergy JOIN installed (or for some reason the connection fails),
Upcoming meetings will not be shown in the Synergy CONTROL tabs. Schedules Meetings can appear in both the active and
inactive meetings tabs. (They can also appear in the favorites tab if the meeting has marked as a favorite).

This tab displays all Upcoming meetings whether they are active or inactive. All Upcoming meetings saved by Synergy JOIN will
be displayed in this tab (please pay attention that pagination is applied and it may be necessary to scrolldown to see all meetings
). The meetings in the list are automatically updated by default. This means that new and completed meetings will automatically
appear and disappear from the list, respectively.

How long in the future Upcoming meetings are going to be displayed is defined by the calendar or scheduling tool itself. When
Synergy JOIN is started for a first time, it will try to fetch all scheduled meetings in a time window defined by calendar
applications.

— Upcoming meetings

X Time machine 2019-08-17 11:30:00 00:30:00 [ 0/2 Scheduled / OneTimeVHR e
e 20 s : : -
Aleksandar Sunjic Time machine 9000@synergysky.com 9000 E m < Share details

= moopeiyzon

P J— O —
Y AlexnRecurring 2018-09-17 23:00:00 00:30:00 0/ Scheduled / OneTimeVMR

Example Scenarios:

If a meeting is Upcoming but not yet started it will be shown only in Upcoming meetings tabs.

= When the meeting starts, it willbe shown in Ongoing meetings list only.
If user favorites a meeting then it will be shown in the Favorites list and either the Upcoming meetings or active meetings
list depending on if the meeting has started.

The below table details the control meeting information fields:

Section/Field name Description

Meeting Name The given name of the meeting
Meeting Start The given start time of the meeting
Scheduled Duration The scheduled duration of the meeting . This field is only populated with

information in the Upcoming meetings window.

Active Duration The active duration of the meeting. This field is only populated with
information in the Ongoing meetings window.

Participants The number of participants that have been invited to the meeting. When
looking at this in the 'Ongoing Meetings' view, there is a deliminator
showing how many participants where invited cont compared to how many
participants are present

Meeting Type The type of meeting the user is currently viewing. The meetings types are
Ad-hoc meetings or scheduled meetings.

Inactive Meeting
Inactive meetings are Upcoming meetings that are registered by Synergy JOIN where metadata is displayed but the meetings
have not yet started. Only scheduled meetings can be inactive

Metadata and control enabled by the Synergy JOIN integration

Organizer The name of the organizer as they are described in the meeting invitation
Subject The given name of the meeting

Dial-in URI The Dial string that can be used to join the meeting manually

Extension The meeting extension excluding the URI domain

Host PIN The specified pin host/organiser should use to join the meeting
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Guest PIN The specified pin guests can use to join the meeting

Extend meeting Allows the administrator to extend the meeting by x number of minutes

Share details Allows the administrator to share the meeting information with additional
participants.
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Custom Views

Custom views in CONTROL can be created based on a variety of filters such as the meeting owner, meeting subject, invitee,
meeting room, dial-in uri, active meeting participants or meeting date range. All users of Synergy CONTROL can create their
own Custom views, which are saved on client machines.

Custom view lists are created in such a way that all given criteria are met. Unlike the Search feature, where the search is
executed once and the state of the meetings is actively updated, Custom view lists are continuously updated according to
chosen criteria. This also includes the state of the meetings themselves.

$ CONTROL e amovs

@ Auto update is ON Favorites Ongoing meetings  Upcoming meetings

Creating Custom Views

To create a custom view you have to click on the 'Create new view' Option in the controls tab.
Once you click on this button, you will be presented with the '‘Create new view' window.

Create new view
View Name
‘ View Name
Add Criteria
Subject Al cample.com
Date type From date To date

Date Picker - | 17-089-2013 10:46 ‘ ‘ 08-10-2013 10:46 ‘
. Only Upcoming Meetings

If a date type 'Relative date' is chosen, Synergy CONTROL will use the 'From date as a reference. This will be set on date 'Now'
every day, and create 'To date' by adding a certain number of days which depends on the chosen option or 'tomorrow', ‘one
week', 'two weeks', etc.

Create New View Window

Section/Field name Description

View Name Free text field to type in the given name of the view

Add Criteria The defined criteria that you would like the view to be created with

Date Type The date field can be defined as a Relative Date (Date Range) or you can define a date range use the 'Date Picker'
Only Upcoming meetings This will only include Upcoming meetings in this view

Save This will save the entered options and create the custom view
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Once you have selected your criteria, Click'Save' and your new custom view will be visible from the 'Custom Views' button in the
controls tab.

Within the custom view, the applied criteria is visible at the top of every each custom view list.

PROFILE: Important,  SUBJECT: VMR, FROM: 201 -03 10:46:55  RELATIVE DATE: ND,  ONLY SCHEDULED:NO

— Ongoing meetings

r D08 0T KA 000812 i ha-Hoe / Pexip M
Y Tor Halvorsen's VMR TR T Yo 00.04:39 70 AdHioe £ Pexip v
— Upcoming
Edit Custom View

To edit a custom view, click on the 'Edit view' button in the controls tab.

When you Edit a view, you are not able to change the view name, however you can change the criteria that the view is
populating with.

To delete a custom view, click on the red 'bin’ icon next to the Save button.

Edit view Important

View Name

‘ mportant

Add Criteria

| Owmer: as@synergysky.com | Room: mars | Subject: YMR

Date type From date To date

Date Ficker - | 17-09-2013 10:46 ‘ ‘ 08-10-2018 10:46 ‘
. Only Upcoming Meetings

The Custom view 'Add Criteria’ section controls the majority of filters for your custom view. Below you will find the list of these
criteria along with how they can be used.

Custom View Criteria

Section/Field Description

name

Subject The subject line or a string within the meeting subject line. This field can only be used once in the search criteria
Dial-In URI The Dial-In URI of the meeting. There can only be one URI associated with a custom view

Owner The owner of the meeting. There can only be one owner associated with a custom view
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Section/Field Description

name

Invitee Users that have been invited to the meeting. You can filter the meetings in this list with multiple invitees

Room Room resources that have been invited to the meeting. You can filter the meetings in this list with multiple room resources

Participant Participants that have been invited to the meeting. You can filter the meetings in this list with multiple participants. This field only works for Ongoing
MCU meetings.
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Synergy of Things

Synergy CONTROL is able to utilize sensor information to display the booking and occupancy status for all meeting room
resources involved in a Scheduled meeting. Synergy CONTROL requires connection to your Synergy JOIN installation to be
able to present people count and sensor information sent from loT provider Verithings. Sensor information is displayed
dependent on the rooms and/or video systems being equipped with the supported sensors and the correct configuration being
applied. Configuration information can be found here

There are four types of flags that can be displayed depending on the room status and information received from the sensor.

Room is Empty When a room camera or other type of sensor does not detect any presence in a room, this flag will be shown. The resource will
then transition into the state 'Canceling candidate', when configured “buffer time” expires and the room is still empty.

Canceling Candidate If a meeting resource is shown with this type of flag, it means that it will be “unbooked” or “freed” to be booked again. How long
the resource will stay in this state depends on how the unbook function has been configured in Synergy JOIN

Canceling |
Boardroom Candidate

Rejected by Organizer When aresource is in the 'Canceling Candidate state', an email will be sent to the meeting organizer to inform them that the
room will be released soon. If the organizer does not click on a specific link in the email, the resource will be unbooked. On the
other hand, if the organizer chooses to keep all resources (or the booked meeting), Rejected by Organizer flag will be displayed.

This is another transition from Canceling Candidate state and it happens when the meeting organizer does not react to the email
they will have received about releasing a resource (the organizer did not reject the cancellation).

Canceled
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Meeting Controls

Group Controls

Group controls are only available from the Active Meetings tab. Group controls give the administrator control over sound, video
and microphone for all participants with a click of a button. Group control also allows the administrator to invite participants to the
meeting using a URI.

BODDOD

Group controls (from left to right)

Dial-Out to Participant, Meeting Layout, Mute all Microphones, Turn Off All Cameras, Turn Off Sound for all, Meeting Lock,
Show/Hide group controls.

Communication with the server happens asynchronously and it may happen that a command will not be applied immediately but
shortly after a click. Some controls are not available on both Cisco CMS and Pexip Infinity, please check limitation section. If any
controls are not available for a meeting type, these controls will be grayed out as per the above image.

Itis possible to apply group controls to turn off sound, video and microphone on all participants but it is not possible to turn on
sound and video for all participants.
Dial-out to participant

Dial-out to a participant is accomplished using MCU capabilities depending on where the meetings is being hosted.

Administrators will have to choose the location (based on which MCU is hosting the meeting) and the protocol to dial out to a
participant. The available protocols are SIP, H323, Lync/MS-SIP, RTMP and Google Hangouts Meet. Once all of the
information has been entered, they will have to click on the 'Connect All' button to connect the participants to the meeting.

Dial-out to participants

Dial-out o oné of mone participants in onder 1o cannect tham o the mesting

Participant URI Oslo SIP e

The call will placed to the video room or user’s end-point.

Meeting Layout
There are several different layouts available for all meetings depending on the MCU that is being used for the meeting.

The applied layout will affect all participants in the meeting. A layout is set on a Virtual meeting room or Co-Space level.
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Meeting layout

Override layout for all participants in the meeting

You can hover over each meeting layout for a description of the layout style before applying it to all participants in the meeting.

Participant Controls

Participant controls refer to a specific participants meeting configuration. It is possible to turn on or off a participant’s video,
sound and microphone, disconnect a participant and also check network data and connection quality for the participant. Some
controls are not available on CMS and Pexip Infinity. Further information can be found in the limitations section.

¢ o~

Participant controls (from left to right)

Mute/Unmute Microphone, Turn Camera on/off, Turn Sound on/off, Show Participant’s Network Status, Disconnect the
Participant.

Unlike Group controls, Participant Controls are bidirectional. It is possible to turn on and off a participant's assets.

alexashooo
alexashood
Packetloss % Jitter Rouwnd Trip Bandwidth
Video Tx 0.02 2.06 0.378 kbps
Video Rx 1] 0 0 kbps
Audio Tx 0 0.56 0.063 kbps
Audio Rx 0.05 2.617 0.001 kbps

The above image shows a participants network status.
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Share Details

By using the 'Share details' button, the administrator can send dial-in information to scheduled participants using their email
address.

Share Dial-In information
Sand/resend Dial-In information to one or mare participants to this mesting

Participant E-mai 0

asmsynergysky.com l [ em@synergysky.com l [ aleksandar.sunjic@gmail.com

Invitees that are in a scheduled meeting processed by Synergy JOIN will automatically receive dial-in information from the
meeting organizer. As described in the above image, it is also possible for an administrator to send dial-in information to
participants. If an attendee has received dial in information from a meeting organizer, the color of the box with their details will be
different to when they have been invited to a meeting by an administrator.

The participant that received dial-in information from the meeting organizer is on the left and the participant that received they
dial-in information from an administrator is on the right.

Itis also possible to hover over each participants email address to view additional information such as how they where invited
and at what time they where invited.

as@synergysky.com em@synergysky.com aleksandar.sunjic@gmail.com

INVITEE ORIGIN
invited by: the meeting organizer
invited at: 18.09.2019 08.51.26

Extend Meeting

Synergy JOIN does VMR/CoSpace provisioning for booked and scheduled video meetings as well as deprovisioning when the
scheduled meeting time has passed. This also includes the 'conference end buffer'(configured in Synergy JOIN). By default,
this value is set to 10 minutes in Synergy JOIN.

When you extend a meeting, you are extending the deprovisioning time for a meeting which in turn keeps all of the participants
active in the video meeting.
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Clicking on 'Get Max Extension Time' provides the video administrator with the maximum possible time to postpone the VMR
for deprovisioning. This value is calculated on the next meeting that has been booked with the same VMR, minus the
‘conference start buffer' value.

Clicking on 'Extend Meeting' Extends the meeting by the specified value.

Extending the meeting will postpone the VMR deprovisioning time. There will be no meeting changes in the
calendar.

0

Max Extension Time: Unknown
Minutes Until Next Meeting: Unknown

Get Max Extension Time Extend Meeting

Link to a Scheduled Resource

The video end-point configuration page can be accessed by clicking on the 'scheduled resource' button in an upcoming or
ongoing meeting. By clicking on the button, a new tab will be opened in the browser leading to the video endpoint configuration
page. If for some reason the resource configuration page is not available, a warning message will be displayed
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Tab Controls

Inthe CONTROL tabs, you are able to see a list of meetings according to their current state or user’s actions. User’s actions
refer to favoriting a meeting, searching for a meeting or creating a custom view. The Search Results and Favorites tabs do not
appear unless either a favorite is chosen or a search is made.

$ CONTROL e amcum

All controls which depend on a meeting state are available in all tabs where a meeting is listed, and it is possible to
control the meeting in the same way across the tabs.

Auto Update

Itis possible to turn off auto-update on meeting lists. This feature isimplemented to prevent vertical movement in the meetings
lists when new meetings occur or completed meetings are removed. To turn off auto-update, the switch should look like the
below.

@ Auto update is OFF

When auto-update is OFF, completed meetings willbe marked by being a lighter (dimmed) color compared to the other
meetings in the list. New meetings will not be displayed in the list until auto-update is turned back on. There willbe a message
shown when any changes to the list are detected.

Itisimportant to know that even if auto-update for meeting lists (or all tabs) is OF F, everything that happens within a meeting,
like participants been connected or disconnected or sound been muted, it will still work as normally or it will be updated after a
few seconds.

@ Auto update is ON

Toturn meeting auto-update on, the setting has to be setto ON.

Favorites

This tab is only visible when a user favorites a meeting. You can favorite a meeting by clicking on the fairytale button on the left
hand side of an Ongoing or Upcoming meeting

* TIIT‘IE fﬁéchine

References to the favorited meetings are saved in the web browser so the list will be regenerated if the browser is closed and
reopened. This listis only able to display ongoing and/or Upcoming meetings but not completed meetings .

Updating of the Favorites and Search works automatically by default. The only difference in functionality compared to the
Ongoing and Upcoming lists is that a user can add new meetings to the lists, either by favoriting a meeting which will be shown in
Favorites or by searching for a meeting will be shown in Search results. If a meeting is completed it willbe removed from all lists.

Search

Thistab is only visible when a search is performed and can be removed by clicking on the “Clear search” button. It is possible to
search meetings by name, meeting state (ongoing or upcoming), meeting start and end date as well as participants name &
email address.

You can also search for meetings using the URI of the meeting or the organizers name.
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— [ search - |

Meetings Date / Time

Ongoing meetings From
. . 1708200 00:00
Upcoming meetings

17-08-201 23:99

To
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