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Lax default configuration of PowerShell

1 PowerShell as a hacking tool:
Prevent abuse of scripts

PowerShell is a powerful tool for system administration and as such also a
perfect means for hackers. Due to the tight integration into the system,
attempts to simply block PowerShell provide a false impression of security.

The best protection is provided by PowerShell's own mechanisms.

PowerShell offers almost unlimited access to the resources of a Windows
computer and also can automate numerous applications such as Ex-
change. Users aren't limited to the many modules and cmdlets, but can
also integrate .NET classes, Windows APls, and COM objects. These capa-

bilities are particularly dangerous in the hands of attackers.

Since many versions of With Windows Server, Microsoft avoids to activate
any roles and features on a freshly installed machine in order to minimize
the attack surface. On such a locked down system users must explicitly add

all required services.



Lax default configuration of PowerShell

1.1 Lax default configuration of PowerShell

However with PowerShell, the full range of functions is available from the
start on every Windows PC, if you put aside the "protection" by a restric-
tive execution policy. However, it is not recommended to leave this state
asitis.

You don't only have to fear malicious PowerShell experts who can exploit
all potentials of a script. In fact, even basic knowledge is sufficient to pen-

etrate systems with the help of various hacking tools.



Hacking tools for PowerShell

1.2 Hacking tools for PowerShell

Quite a number of them can be easily obtained as open source via Github.
These include the extensive script and module collections PowerSploit,

PowerShell Empire, Nishang or PowerUp.

You might assume that your computers are well protected by virus scan-
ners which detect and block these hacking tools. In fact, Windows De-
fender, for example, intervenes after the download and quarantines the

scripts.

PowerSploit - A PowerShell Post-Exploitation Framework

® 476 commits I 2 branches 0 packages 2 releases 2 24 contributors 4 View license
P Find fle
(B Harmioy Merge pull request #202 from 7 Downloading.

ons to 3.0 Want to be notified of new releases i

PowerShellMafia/PowerSploit?

m Exfiltratio Sign in Sign up
i Mayhem 4
i Persistence
i Privesc

i Recor

I ScriptModification

. Test

PowerSoloit psd1 Renamed Get-RegistrvAutoRun o Get-Mc strvAutoRun 4
PowerSploit-master.zip contained a virus and was deleted. View downloads <

Windows Defender prevents the download of PowerSploit

However, in contrast to binary files, scripts can be changed quite easily to
fool a signature based recognition. For example, you can copy Invoke-
Mimikatz from the browser window and paste it into an editor like Pow-

erShell_ISE to experiment with the code.
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https://github.com/PowerShellMafia/PowerSploit
https://github.com/PowerShellEmpire/Empire
https://github.com/samratashok/nishang
https://github.com/PowerShellMafia/PowerSploit/blob/master/Privesc/PowerUp.ps1
https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Invoke-Mimikatz.ps1
https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Invoke-Mimikatz.ps1

Hacking tools for PowerShell

This blog post by Carrie Roberts demonstrates how to outwit most virus

scanners by searching and replacing a few significant code snippets. At this
point, the technique discussed there may not be up to date any more, but
a bit of experimenting will probably reveal how virus scanners detect this
script. Otherwise, various AMSI-Bypasses can help you to overwhelm Win-

dows Defender.
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https://www.blackhillsinfosec.com/bypass-anti-virus-run-mimikatz/
https://github.com/S3cur3Th1sSh1t/Amsi-Bypass-Powershell

General blocking of PowerShell

1.3 General blocking of PowerShell

To prevent such threats, many companies will take a radical measure and

disable PowerShell altogether. In centrally managed environments, black-

listing with ApplLocker or the Software Restriction Policies is an effective

solution.

If you decide to use the software restriction, you create two new hash

rules and connect them to powershell.exe and powershell_ise.exe. For the

security level choose Not allowed. If you block the programs at the user

level, admins can be excluded.

File Action View Help
Y IEE )G

] BlockActiveX [WS2012-DC.WINDOWSPRO.LOCAL] Policy
« i Computer Configuration

| Policies
Preferences
v &, User Configuration
w [ Policies
Software Settings

~ 7] Windows Settings
Scripts (Logon/Logoff)
v [ Security Settings
Public Key Policies
v Software Restriction Policies
Security Levels
Additional Rules
(2] Folder Redirection
ol Policy-based QoS
1 Deployed Printers
| Administrative Templates: Policy definitions (ADMX files) retriev|
Preferences

Name ) Type Security Level  Description
& | %HKEY_LOCAL_MACHINE\SOFTWARE\... Path Unrestricted
%HKEY_LOCAL_MACHINE\SOFTWARE.. Path Unrestricted
New Hash Rule x

General

Jir  Use niesto overide the default securty level
%"' Cick Browse to select the file you want to hash. The fil's
attributes, such as its size and the date and time t was created,

are automatically populated
File information
PowerShell EXE (10.0.17763.1) ~
POWERSHELL
Windows PowerShel
Microsoft® Windows® Operating System v
Securty level: Desallowed v
Description:
oK Cancel Apply

Blocking powershell.exe with software restriction policies

This approach has two disadvantages. Firstly, it can be an obstacle to sys-

tem administration, because PowerShell has become an indispensable
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General blocking of PowerShell

tool for most admins. For example, PowerShell logon scripts that are exe-

cuted in the security context of a user will no longer work.

13



Circumvention through alternative shells

1.4 Circumvention through alternative shells

More serious, however, is that PowerShell comprises more than just pow-
ershell.exe or power-shell_ise.exe and therefore cannot be permanently
blocked by denying access to these two files. Rather, it is a system compo-
nent (System.Management.Automation) that cannot be removed and can

be used by various runspaces.

Attackers could thus access PowerShell from any of their own programs.

It is therefore no surprise that already shells exist that can be integrated
into your own code or that can be executed directly. Among them are

pOwnedShell or PowerOPS.

In addition, numerous versions of PowerShell 6 and 7 are available for
download in ZIP format, which can be easily unpacked into a directory and
executed. Frequent previews of PowerShell 7 would keep admins busy,

because they always have to create new rules to cover all these versions.

And last but not least, another workaround is to compile PowerShell-
Scripts into executable files. They are also not dependent on pow-

ershell.exe.
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https://www.secjuice.com/powershell-constrainted-language-mode-bypass-using-runspaces/
https://github.com/Cn33liz/p0wnedShell
https://github.com/fdiskyou/PowerOPS

Secure PowerShell with integrated mechanisms

1.5 Secure PowerShell with integrated
mechanisms

Instead of completely banishing PowerShell without achieving real secu-
rity, it makes more sense to use its security features. These were further
improved with version 5, so that you should update PCs to the latest ver-

sion of PowerShell.

It is also highly recommended to remove PowerShell 2.0, which is still pre-
installed as an optional feature and can be uninstalled in Windows 8.1 and
Server 2012 or higher. With this old version, all major restrictions for Pow-
erShell can be circumvented.

[l Windows Features - m] X

Turn Windows features on or off (2]
To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on.

Internet Information Services ~

B

Internet Information Services Hostable Web Core
Legacy Components

Media Features

Microsoft Message Queue (MSMQ) Server
Microsoft Print to PDF

Microsoft XPS Document Writer

MultiPoint Connector

Print and Document Services

BEE

=]

Remote Differential Compression API Support
Services for NFS

=]

Simple TCPIP services (i.e. echo, daytime etc)
SMB 1.0/CIFS File Sharing Support

SMB Direct

Telnet Client

TFTP Client

Virtual Machine Platform

Windows Defender Application Guard

=]

O0000ROO0IEORROROO

Windows Hypervisor Platform
Windows |dentity Foundation 3.5
=] Windows PowerShell 2.0

Windows PowerShell 2.0 Engine
Windows Process Activation Service

éé

(=]

KOoood

Windows Projected File System

Windows Subsystem for Linux

Windows TIFF IFilter

Work Folders Client v

PowerShell 2.0 is an optional feature starting with Windows 8 and Server 2012 and is ena-
bled by default.
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Secure PowerShell with integrated mechanisms

One of the key security mechanisms of Windows PowerShell is the Con-
strained Language Mode, which disables several dangerous features. This
language mode is particularly effective when used in conjunction with ap-

plication whitelisting.
When running PowerShell on remote machines Session Configurations
and Just Enough Administration can effectively limit the scope for users.

EN JEA Helper Tool X

/ Create or Edit Role Capability ™/ Role Capabilities Design " Canfigurations Listing, Mapping and Testing ™/ SDDL Helper

In this tab, you can create the VisibleCmdlets section of Role Capabilities, and copy/paste them in your files ar the first tab

You can start from... | Existing role capability... | ‘ Audit log Replace grid A
o] k dlet and 7

Tyan el pick 2 ameEtan Stop-VM v Vil [ AddwoGrid |
- optionally - properties

[ CimSession
Or you can add a full/partial module, Hyper-V . 'Add to Grid
or use it to filter the cmdlets list [ ComputerName
Module to import [ Credential
Or you can pick SMA Runbook(s) C1wm Add to Grid
N
Module Name Parameter ValidateSet ValidatePattern L Name

| New-GPO Name O save

| New-GPQ Domain O Tewoi

0 New-GPO Server um

O Get-VM O Force

O Get-Command

0 Measure-Object | Property L1 Aslob

] Measure-Cbject | Sum [ Passthru

O Measure-Object | Average

O Measure-Object | Maximum

O Measure-Object | Minimum

[ Add Row | [ Remove Selected Row(s) | [ Remove AllRows | [ Refresh Role Capability Output |

VisibleCmdlets=@{Name ='New-GPQO": Parameters=@{Name="Name'], @{Name="Domain’}, @{Name="Server}],

'Get-VM',

'Get-Command',

@{Name ='"Measure-Object’; Parameters=@{Name="Property’}, @{Name="Sum'}, @{Name="Average’}, @{Name="Maximum’}, @
(Name="Minimum’} }

VisibleFunctions=

Copy to Clipboard

Selecting the allowed parameters of a cmdlet for JEA

Besides the means to prevent the abuse of PowerShell, there are also
functions to track down suspicious and unwanted activities. This includes
the recording of all executed commands in log files (Transcription) as well

as the newer Deep Scriptblock Logging.
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Secure PowerShell with integrated mechanisms

The latter records all PowerShell actions in the event log. These entries
can be encrypted using Protected Event Logging and thus be protected
from prying eyes. Overall, PowerShell has a number of mechanisms that

make malicious use much more difficult.

Bl Evert Viewer B

Bl Adion Yiew Help

e 2 mEm
Persitenthemory-Scmbus A
Policy-based QoS

‘Actions
Source Event 1D Task Category ~ | operstionst

~ 1 powershell
& admin O verbose Powershell (Microsoft. 4104 Execute a Remote Co. Open Saved Log,
& Craion O verbose Powershell (Microsoft.. 4104 Execute a Remote Co. ¥ Create Custom View
Powershell-Desiredstateco || @ Verbose Powershell (Microsoft. 4104 Execute 3 Remote Co. Import Custom View.
PrimaryNetworkicon 0 verbose Powershell (Microsoft. 4104 Execste a Remote Co. Cloar Log
Verbose Powershell (Microsoft 4104 Execte a Remote Co._
PrintERM o 0 T Fiter Current Log.
O verbose Powershell (Microsot. 4104 Execute a Remote Co.
o Properties
Verbose Powershell Microsoft. 4104 Execute a Remote Co.
O verbose Powershell (Microsoft 4104 Execute a Remote Co.. || Disablelog
B Find.
PushNatifcations-Platiorm || Event 4104 PomerShell Microsoht:Windows: PowesShel X |k sove At events s
Rdms-u Genersl Detaits Attach a Task To this Log.
ReadyBoost g
e o
Refs BEGIN CMS. d Refresh
c
RemoteApp and Desktop C B e
SMACGC:
Re R St 4104, Powarshel (Viccosol
RemoteDesktopServices-Re Event broperties
L VBss TXXCYrYgC 5 Attach Task To This Event.
)
Copy
(QEBmVAMAP Q- AQUA1ZBOT+ w2+ CeSLmug= =
Resource-Exhaustion-Detec ey I Save Selected Events...
Resource-Exhaustion-Resol
Ridtacasnegit [ScriptBlock 0: 82242354-863e-491 -6 T8054ds6sdd g Refresh
P
RetaiDemo o B ver
RRAS-AGILEVPN-Provider
RRAS-Provider
Securty-Adminless
Security-Audit-Configuratios
Security-EnterpriseData-File Log Name Microsch-Windows-PawesShell Opesstions!
Security-ExchangeActivesyn Source Pawershell Microsch-Wind Logged Va2 85750 PM
Securty-identitystenes frenti0: o Task Category; Execute a Remote Command
Security Kerberos Levet Verbase Krpwonda
Security-LessPrivilegedappt User Computer
Securiy-Mibgations oscode Oncretecals
oy Hogon More nformation:  Exeni Leg Qnlin Helg
Security-SPP-UX-GenuineCe

The event viewer presents only the encrypted entries, it cannot decode them.

Lee Holmes has compiled a table on Microsofts PowerShell-Teamblog that

compares the security features of different programming languages and

shells.

It shows that PowerShell offers more options than the others to prevent
unwanted use. Of course, this does not provide an ultimate security, be-

cause resourceful minds always find ways to bypass the defense.
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https://devblogs.microsoft.com/powershell/a-comparison-of-shell-and-scripting-language-security/

Secure PowerShell with integrated mechanisms

Event |[Trans- ||Dynamic Evalu- ||[Encrypted App' ,

Logging|cription |jation Logging ||Logging iv::lte“St_
Bash No** [INo* No No Yes
CMD / BAT |[|No No No No Yes
JScript No No No No Yes
LUA No No No No No
Perl No No No No No
PHP No No No No No
PowerShell |[Yes Yes Yes Yes Yes
Python No No No No No
Ruby No No No No No
sh No No No No No
T-SQL Yes Yes Yes No No
VBScript No No No No Yes
zsh No No No No No
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Secure PowerShell with integrated mechanisms

Antimalware ||Local Sand- |[Remote Untrusted Input
Integration boxing Sandboxing |[Tracking
Bash No No Yes No
CMD / BAT |[|No No No No
JScript Yes No No No
LUA No No Yes Yes
Perl No No Yes Yes
PHP No No Yes Yes
PowerShell ||Yes Yes Yes No
Python No No No No
Ruby No No No Yes
sh No No Yes No
T-SQL No No No No
VBScript Yes No No No
zsh No No Yes No

* Feature exists, but cannot be enforced via policies

**experimental

However, to benefit from these protections, admins must invest more ef-

fort than just simply blocking powershell.exe. As a benefit they can keep

PowerShell as a fully available system management tool which can even

be fine-tuned to delegate tasks to standard users.
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Setting an execution policy

2 Restrict execution of scripts

2.1 Setting an execution policy

The execution of PowerShell scripts can be restricted by policies, by de-
faultitis blocked. While the execution policy set interactively by the admin
can be overridden by any user, configuration via GPO is more sustainable.

However, it still does not provide security against malicious users.

The main purpose of the execution policy is to protect users from acci-
dentally running untrusted scripts. The default setting on a freshly in-
stalled Windows is Restricted, so that no user can start PowerShell scripts,

not even an administrator.
2.1.1 Settings for the execution policy

Other possible values are:
e AllSigned: Only signed scripts from a trusted publisher are exe-
cuted, this also applies to locally created scripts.

e RemoteSigned: Scripts downloaded from the Internet must be
signed by a trusted publisher.

e Unrestricted: All scripts are executed. For unsigned scripts from
the Internet, you have to confirm each execution at the prompt.

e Bypass: No restrictions, warnings or prompts

e Undefined: Removes an assigned policy
2.1.2 Scope implicitly on LocalMachine

For example, if you want to change the default Restricted to RemoteSigned

and enter the command

20



Setting an execution policy

Set-ExecutionPolicy RemoteSigned

then it will fail if you have not opened the PowerShell session with admin-
istrative privileges.

PowerShell
ht (C) Microsoft Corporation. All rights reserved

ADixon> Set-ExecutionPolicy

Execution Policy Change
The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
you to the securit described in the about ution_Policies help topic at
ht go.microsoft. wlink/?LinkID=13517@. D want to change the execution policy?
[A] Yes to All [N] No [L] No to All [S] Suspend [?] Help (default is "N"): y

Users without administrative rights cannot change the execution policy for the scope Local-
Machine.

The reason for this lies in the validity area for the execution policy. If the
scope is not explicitly specified, Set-ExecutionPolicy assumes LocalMa-
chine. This would change the setting for all users on this machine, hence

you need admin rights for this.
2.1.3 Overwrite PC-wide setting for a user

As is known from programming, a specific scope overrides a more general
one. If you define the execution policy for the current user, it overwrites
the one for the local machine. Therefore, any user can override a restric-

tive, system-wide setting as follows:
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Setting an execution policy

Set-ExecutionPolicy RemoteSigned -Scope CurrentUser

The scope Process, which affects the current session, is even more specific.
The setting for this is not stored in the registry as usual, but in the envi-
ronment variable Senv:PSExecutionPolicyPreference. It is discarded at the

end of the session.
2.1.4 Displaying policies for all scopes

The configuration of the execution policy for each scope can be displayed

with:

Get-ExecutionPolicy -List | ft -AutoSize

E¥ Windows PowerShell

PS C:\Users\ADixon>

PS C:\Users\ADixon>

PS C:\Users\ADixon> Get-ExecutionPolicy | ft

Scope ExecutionPolicy

Undefined

UserPolicy Undefined
Process Undefined
CurrentUser RemoteSigned
LocalMachine Undefined

Scope of the PowerShell ExecutionPolicy

In addition to the LocalMachine, CurrentUser, and Process scopes de-
scribed above, two others appear in the output of the cmdlet, namely Ma-

chinePolicy and UserPolicy. The values for these can only be set by using

group policy.
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Setting an execution policy

2.1.5 Defining execution policy via GPO

The setting responsible for configuring the execution policy can be found

for the computer and user configuration under Policies => Administrative

Templates => Windows Components => Windows PowerShell and is called

Turn on Script Execution.

File Action View Help

o @z EHElT
| Remote Desktop Services
RSS Feeds

Search =
Security Center .

Shutdown Options
Smart Card
Software Protection Platform
| Sound Recorder
Speech
Store
Sync your settings
3 Tablet PC
Task Scheduler
Text input
Windows Calendar
Windows Color System
Windews Customer Experience Improvement |
Windows Defender Antivirus
1 Windows Defender Application Guard
Windows Defender Explait Guard
Windews Defender SmantScreen
Windows Error Reporting
I Windows Game Recording and Broadcasting
Windows Hello for Business
Windows Ink Workspace
" Windows Installer
Windows Logon Options
Windews Media Digital Rights Management
Windows Media Player

| Windows Messenger
\ Windows Mobility Center
| Windows PowerShell

Windows Reliability Analysis
| Windows Remote Management (WinRM)
Windows Remote Shell
Windows Security
Windows Update
Work Folders
All Settings
Preferences
~ g, User Configuration
Policies
Preferences

GPO setting to configure the PowerShell execution policy

|| setting

£ Tum on Module Logging

Turn on PowerShell Script Block Lagging
B Turn on Script Execution

£ Turn on PowerShell Transcription

£ Set the default source path for Update-Help

& Tum on Script Execution
P=} Tum on Script Execution
O Mot Configured ~ Comment:

® Enabled

O Disabled

State Comment
Nt configured No
Not configured No
Nt configured No
Nt configured No
Not configured No
o x
Previous Seting | Next Setting

Supported 07 [ ¢ |sast Microsoft Windows 7 or Windows Server 2008 family

Options:

Execution Policy

| [This policy setting lets you configure the script execution policy, | ~

Allow only signed scripts
Allow local scripts and remote signed scripts
Allow all scripts

Help:

controlling which scripts are allowed to run.

if you enable this policy setting, the scripts selected in the drop-
down list are llowed to run.

The "Allow only signed scripts” policy setting allows scripts to
execute only i they are signed by a trusted publisher.

The *Allow local scripts and remote signed scripts" policy setting
allows any local scrips ta run; scrpts that onginate from the
Internet must be signed by a trusted publisher

The “Allow all scripts policy setting allows all scripts to run
I you disable this policy setting, no scripts are allowed to run.
Note: This policy setting exists under both "Computer
Configuration” and "User Configuration” in the Local Group

Policy Editor. The "Computer Canfiguration” has precedence
over “User Canfiguration.’ -

|I| Concel Apply

The execution policy configured in this way overrides the interactively de-

fined values and also prevents an administrator from changing them on

the command line. A bypass by invoking a new shell with

powershell.exe -ExecutionPolicy "Unrestricted"
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Setting an execution policy

does not work either, whereas this technigque can be used to override a
policy for LocalMachine. Furthermore, resetting to the Undefined value is

only possible by deactivating the GPO.

A group policy can thus be used to specify which criteria scripts must meet
in order to be allowed to run (this policy does not affect logon scripts, by
the way). This prevents untrustworthy scripts from accidentally causing

damage due to settings that are too lax.
2.1.6 No protection against malicious users

If a user decides to circumvent this policy, he simply copies the contents
of a script to the ISE and runs it there. RemoteSigned allows unsigned
scripts downloaded from the Internet to be started if you unblock the file

using Unblock-File.

Another bypass consists of encoding the script in Base64 and transferring
it to PowerShell.exe via the EncodedCommand parameter. To limit possi-
ble damage caused by such activities, it is recommended to use the Con-

strained Language Mode.

24



Signing PowerShell scripts

2.2 Signing PowerShell scripts

To ensure the authenticity of scripts, PowerShell is able to stamp them
with a signature. You need a signature if you want to set policies that allow
only trusted scripts to run. The required certificate can be issued by an AD-

based CA for internally developed scripts.

By signing a script, its developer confirms that it originates from him and
thus ensures that it has not been subsequently modified. Users who do
not want to execute PowerShell code from an unknown source for security

reasons can thus restrict the execution of scripts to certain manufacturers.
2.2.1 Restriction via execution policy, CLM, AppLocker

One mechanism for rejecting unsigned scripts is the execution policy.
When set to AllSigned, both local scripts and scripts downloaded from the
Internet must be signed. But this measure is not robust, because users can

copy the content of the script to the prompt or to the ISE and start it there.

The Constrained Language Mode (CLM) offers more protection, because
it only allows signed scripts to use the full functionality of PowerShell. Un-
signed scripts, on the other hand, are denied access to features that have

highly destructive potential.

Finally, solutions for whitelisting applications have the strongest effect in
blocking untrustworthy scripts. For example, AppLocker can be used to re-

strict the execution to scripts from certain vendors.
2.2.2 Assign permissions to certificate template

The first step is to make sure that the certificate template for code signing

is accessible to users who want to request a certificate for their scripts. To

25



Signing PowerShell scripts

do this, open the MMC-based tool Certification Authority (certsrv.msc)

and connect to the internal CA.

File Action View Help

e 2= H

j:,] certsrv - [Certification Authority (WS2012-DC.windowspre.local)\windowspro-W52012-DC-CA\Certificate Templates]

v @i windowspro-W52012-DC-CA
| Revoked Certificates
1 Issued Certificates
“| Pending Requests
*| Failed Requests
_| Certificate Template

L) Certification Authority (WS2012-DC.windowsp|

Manage

New

Refresh

Export List...

Help

Name
& Document Encryption
)| Dokumentverschliisselung
& Code Signing
| RemoteDesktopComputer
= Directory Email Replication
ain Controller Authentication
=ros Authentication
lecovery Agent
> EFS
ain Controller
Server
puter

a1 supordinate Certification Authority
& Administrator

Intended Purpose

Document Encryption

Document Encryption

Code Signing

Remote Desktop Authentication
Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...
<All>

Microsoft Trust List Signing, Encrypting...

Open certificate templates from the MMC tool Certification Authority (certsrv.msc)

From the context menu of certificate templates, execute the Manage

command. This opens the snap-in for certificate templates.
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Signing PowerShell scripts

Bl Certificate Templates Console
File Action View Help
= |mE B

& Certificate Templates (WS2012-[

Template Display Name

El Administrator
i@ Arbeitsstationsauthentifizief
El Authentifizierte Sitzung

& Basis-EFS

El Benutzer

& CEP-Verschlisselung

& Codesignatur

& Computer

&l Document Encryption

& Dokumentverschlisselung

{#] Domanencontroller

i3] Domanencontrollerauthent|
3] EFS-Wiederherstellungs-Ag,
& Enrollment Agent

) Enrolment Agent (Comput|
& Exchange Enroliment Agent
& Exchange-Benutzer

& IpSec

lEl IPsec (Offlineanforderung)

& Kerberos-Authentifizierung
&l Key Recovery Agent

& Nur Benutzersignatur

& Nur Exchange-Signatur

& OCSP-Antwortsignatur

4 RAS- und IAS-Server

P I ST

Codesignatur Properties ? X

General Request Handling Subject Name Extensions Security

Group or user names
82 Authenticated Users

HR (WINDOWSPRO\HR)

82 Domanen-Admins (WINDOWSPRO'\Domanen-Admins)
82 Organisations-Admins (WINDOWSPRO\Organisations-Admins)
Add Bemove

Pemissions for HR Allow Deny

Full | [ [1

Read 5| L] I

Write L LJ
[Envol M L]
For special permissions or advanced settings. click
Adv ) Advanced

Assigning rights to the template for code signing

There you select Properties from the context menu of Code signing and

switch to the Security tab. Next you add the group that should request

certificates based on this template and grant it the Read and Enroll per-

missions.
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j:..l certsrv - [Certification Autherity (WS2012-DC.windowspro.local)\windowspro-W52012-DC-CA\Certificate Templates]
File Action View Help

&= 7|6

_-f; Certification Authority (WS2012-DC.windowsp|| Name Intended Purpose
va vrln:owslfr:-c\'vs‘?glz-DC-CA H Document Encryption Document Encryption
VJ " evodec r:fm l:ates & Dokumentverschlisselung Document Encryption
,J Ps:::" eRel |c:;: & Code Signing Code Signing
i s
j Failed Rgequz;ts 2 RemoteDesktopComputer Remote Desktop Authentication
2 Certificate Templated | Directory Email Replication Directory Service Email Replication
Manage sin Controller Authentication Client Authentication, Server Authentic...
) > Certifi Templalttol ithentication, Server Authentic...
— —_ ——~ery
View > EFS Encrypting File System
ain Controller Client Authentication, Server Authentic...
Refresh )
Server Server Authentication
Export List outer Client Authentication, Server Authentic...
Help Encrypting File System, Secure Email, Cl...
@1 superdinate Certification Autherity <All>
5] Administrator Microsoft Trust List Signing, Encrypting...

Open the dialog for activating certificate templates

After confirming this dialog, return to certsrv.msc. From the context menu
of certificate templates execute the command New => Certificate Tem-
plate to Issue. In the following dialog you select code signing and close it

with Ok.
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IR certsrv - [Certification Autho
File Action View Help
L A ARERETN 7|

t

]-:] Certification Authority (W52012-DC.windowsp|| Name
v @l windowspro-WS2012-DC-CA

| Revoked Certificates
7| lssued Certificates

_| Pending Requests

~| Failed Requests

| Certificate Templates

Intended Purpose

& Document Encryption Document Encryption
) Dokumentverschlisselung Document Encryption
& Code Signing Code Signing

@ B, teDecktanC Remante Decktan Authentication

B Enable Certificate Templates

Select one Certificate Template to enable on this Certification Authority.

Note: ¥ a certfficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name Intended Purpose

T Authenticated Session Client Authentication

HEca Exchange Private Key Archival

T CEP Encryption Certfiicate Request Agent

ElCode Sgring ______ CodeSgnng ]
& Cross Certfication Authority <All>

& Enrollment Agent Certificate Request Agent

& Enrollment Agent (Computer) Certfiicate Request Agent

)| Exchange Enroliment Agent (Cffline request) Certificate Request Agent

@' Exchange Signature Only Secure Email

< >

Enabling the certificate template for code signing

2.2.3 Requesting a certificate for code signing

Now the developer of scripts can go ahead and request a certificate based

on this template. To do this, he starts mmc.exe and adds the snap-in cer-

tificates from the File menu. For users who do not have elevated privi-

leges, the tool automatically opens in the context of Current User.
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'E Consolel - [Console Root\Certificates - Current User\Personal]
B File Action View Favorites Window Help
ol AR-21a (M= ARERESE 7 Mo

| Console Root Object Type

v ) Certificates - Current User
| Personal There
| Trusted f Find Certificates...
| Enterpris Al Tasks > Find Certificates...
| Intermec
| Active D View > Request New Certificate...
| Trusted f New Window from Here Import...
| Untruste
| Third-Pa New Taskpad View... Advanced Operations >
] TrystedF Refrech
| Client Au .

Smart Ci Export List...
Help

Request a new code signing certificate

Here you right-click on Personal and then select All Tasks => Request New
Certificate. This starts a wizard where you select the certificate enroliment

policy in the first dialog (usually the default one for AD).

Then you select the template Code Signing, open its details and click on
Properties. Inthe dialog that appears, enter the necessary data under Sub-
ject and switch to the Private Key tab to check the option Make private key

exportable.
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Y
@ File Action View Favorites Window Help -8
% amolcaz Him

Console Raot Object Type ‘Actions
w (gl Certificates - Current User Persanal -
_ Personal There are no tems to show in this view.
Trusted Root Certification Authorities More Actions 4
Enterprise Trust
1 Interme
Active
Trusted Ca) Certiicate Envollment
1 Untrust
Third-§ )
) Trusted Request Certificates
Client £
Smart € You ean request the following types of certficates. Select the certrficates you want to request, and then Certificate Properties x
- click Envoll
Genersl Sbect Extansons PrvateRey  Certiicaton Authority
) Administrator 1) STATUS: Available Detsis v Cryptagraphic Service Provider v
() Basic EFS L STATUS: Available Details v
Key gptions. -
[ Code Signing. i) STATUS: Available Details & Set the key length and export optiens for the private key.
options and veludity pr pely peof cetficate: Key size: [5548
Key usage: Digital signature.
Application policies:  Code Signing \ [ Make private key exportable
Walidity period (days): 385 () Allow private key to be archived

w| | [Jstrong private key protection

[]Show all templates
Key fype

PPersonal store containg no certificates.
Select the code signing template and make the private key exportable

After confirming this dialog, back in the main window click on Register.
Now the result of the operation is displayed and you can complete the

process with Enroll.
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] Certificate Enrollment

Request Certificates
You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.
4 y -
] Administrator A1) STATUS: Available Details v
[ Basic EFS 1) STATUS: Available Details v
[ Code Signing 1) STATUS: Available Details A
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Application policies: Code Signing
Validity period (days): 365
Properties
v

[]Show all templates

Cancel

Successful completion of the certificate request
2.2.4 Signing a script

The certificate can now be found in the user's local store under Personal
=> Certificates. This can be displayed in PowerShell using the correspond-
ing provider:

Get-ChildItem Cert:\CurrentUser\My -CodeSigningCert

You can take advantage of this command used to specify the certificate

when signing the script with Set-AuthenticodeSignature:

Set-AuthenticodeSignature myScript.psl

(dir Cert:\CurrentUser\My -CodeSigningCert)
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B Wdows Pometshal =, @
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\ADixon> cd .\Documents\
PS C:\Users\ADixon\Documents> Get-ChildItem Cert:\CurrentUser\My

PSParentPath: Microsoft.PowerShell.Security\Certificate::CurrentUser\My
Thumbprint subject

BSFAE63085A7B17691E7B75059260C03C5C0780C CN=ADixon, OU=IT, DC=windowspro, DC=local
PS C:\Users\ADixon\Documents> Set-AuthenticodeSignature Get-Al1GPOSettings.psl (dir Cert:\CurrentUser\My
sers\ADixon\Documents

SignerCertificate Status Path

BSFAE63085A7B17691E7B75059260C03C5C0780C Valid Get-AllGPOSettings.psl

PS C:\Users\ADixon\Documents>

Signing a script by using the Set-AuthenticodeSignature cmdlet

PowerShell will insert the signature in Base64 format as a separate block

at the end of the script.
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B Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

BolvVauTo5SNY81ML4QDLUTZNZAgMBAAG]ggIOMIICcDATBgk rBgEEAYI 3FAIEGB4W
AEMAbWBKAGUAUWBPAGCAbgBpAG4AZZATBgNVHSUEDDAKBggrBgEFBQCDAZAOBGNY
HQ8BAT8EBAMCB4AWHQYDVROOBBYEFG/5Tjjuri/ZExC7eYkFzMws37pZMB8GAlUd
IwQYMBaAFMt4eeP8q3xYhybisolxLRvaR/12MIHcBgNVHR8EgdQwgdEwgc6ggcug
gciGgecVsZGFwOi8vLONOPXdpbmRvd3Nwem8tV1MyMDEYLURDLUNBLENOPVATMIAX

H & OXx 9| pHmE @« B8 B0l dm.
Get-AlIGPOSettings-signed.ps1 X

7 [xm1]$f = Get-Content -Encoding UTF8 -Path $_
8 $f.policybefinitions.Policies.Policy.Name | out-File -Append -FileP
9 gc "settings$ver.txt" | sort | out-File -FilePath "setS$ver.txt" -En
10 Remove-Item "Settings$ver.txt" -ErrorAction SilentlyContinue
11 Rename-Item "Set$ver.txt" "settings$ver.txt"
12
13 |}
14 # SIG # Begin signature block
15 # MIIIUAYIKoZIhvCcNAQCCOIIIQTCCCDOCAQEXCZAJBQUrDgMCGgUAMGKGCTSGAQQB
16 # gjcCAQSgWzBZMDQGCi SGAQQBQ]jcCAR4WIgIDAQAABBATZDtgWUSITrckOsYpfvNR
17 # AQEAAQEAAQEAAQEAAQEAMCEWCQYFKw4DAhOFAAQUHW7 1LLtHXvanhwBXhNbvX7jt
18 # YymgggWtMIIFQTCCBIGGAWIBAQITLGAAA]3CEQ4mni6W+QAAAAAANTANBgkghkiG
19 # 9wOBAQUFADBVMRUWEWYKCZImiZPyLGQBGRYFbG9jYwwxGjAYBgolkialk/IsZAEZ
20 # Fgp3awSkb3dzcHIvMSAWHgYDVQQDExd3aw5Skb3dzcHIvLVATMjAXMi1EQy1DQTAe
21 # FwOyMDA3MDgyMjMONDJaFwOyMTA3MDgyMjMONDJaMFEXFTATBgoJkialk/ISZAEZ
22 # FgVsb2NhbDEaMBgGCgmSJomT81xkARkWCndpbmRvd3Nwecm8xCzAIBgNVBASTAK1U
23 # MQ8wDQYDVQQDEWZBRG14b24wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEKAOIB
24 # AQC5Hkaql8uDlozKySH1dDzhN31iDhufs9gGqtuk TUONXhrt2QgYt8I5P80sTyuud
25 # r7atCIUupk6+NXYsA+wk /Y+F+yozwXNRAPRYTDXTUVELWCSSIVNGg7 pxaXORm1004
26 # wIdyj+Y3B9H1IKmdyu9G440Hguo4m92BMKI6YuyplsKdCh40X1TZVKrFGnogY8vl
27 # wbTZz1v6NLY1DYodqupc7IcGzQISvOpeINNG+WCgTrQ/VWvHxvIkoks6sueIcmxp
28 # X03Q2MKcgMKmqs21i5W+7QzbT5Smxyu/aQidygQh4/2TCc5vskyr9xTzKgelulOoS1A

#

i

i

#

“

ndows> C:\Users\wolf\Documents\Get-Al11GPOSettings-signed.psl

PowerShell script after signing with a certificate

When the script is started for the first time on a computer after signing,
the user must confirm the execution if the publisher is not considered to

be trustworthy.

If you select the option Always run, this prompt will not appear in the fu-
ture because the certificate is saved in the store. In this respect, Pow-

erShell behaves just like a web browser or RDP client.
2.2.5 Marking the signature with a time stamp

After signing a script, PowerShell will refuse to execute it if you make even

the slightest change to it. The only remedy is to re-sign the script.
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The same applies when the certificate expires. In this case the script can
also no longer be used. But you can prevent this by using a timestamp

server when signing.

nature Get ettings.psl (gci Cert:\CurrentUser\My
p.d1l

Path

Get-AllGPOSettings.psl

Signature with a time stamp

This example uses the free service of Globalsign:

Set-AuthenticodeSignature myScript.psl
(gci Cert:\CurrentUser\My -CodeSigningCert)
-TimestampServer http://timestamp.glob-
alsign.com/scripts/timstamp.dll

-HashAlgorithm "SHA256"

This proves that the certificate was valid at the time of signing.
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2.3 Reduce PowerShell risks with Constrained
Language Mode

PowerShell is a powerful tool that can control almost all components of
Windows and applications such like Exchange. It can therefore cause great
damage in the hands of attackers. The constrained language mode blocks

dangerous features and thus prevents their misuse.

By default, PowerShell operates in Full Language Mode, where all func-
tions are available. This includes access to all language elements, cmdlets

and modules, but also to the file system and the network.
2.3.1 Blocked Functions

The ability to instantiate COM and .NET objects or to generate new data
types (with add-type) that have been defined in other languages is partic-

ularly dangerous capability of PowerShell.

The constrained language mode blocks these features (except access to
permitted .NET classes). It also prevents the declaration of classes, usage
of configuration management with DSC, and XAML-based workflows (see

Microsoft Docs for a complete list).
2.3.2 Enabling constrained language mode

A simple way to switch to Constrained Language Mode is to set the re-

sponsible variable to the desired value:

SExecutionContext.SessionState.LanguageMode = °

"ConstrainedLanguage"
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indows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Jevans> $E ti ntext.SessionState.LanguageMode
FulllLanguage

PS C:\Users\Jevans> $E tionContext.SessionState.LanguageMode
PS C:\Users\Jevans>

PS C:\Users\Jevans> $Exe Context.SessionState.LanguageMode
ConstrainedLanguage

PS C:\Users\Jevans> $E t1 1text.SessionState.LanguageMode

PS C:\Users\Jevans>

Displaying and changing the Language Mode via the variable SExecutionContext.Session-
State.LanguageMode

It is obvious that setting this variable does not provide any real protection.
You may not be able to change it back to FullLanguage in the same session,
but a new PowerShell session will again offer the full range of languages

features.

2.3.3 Switching to restricted mode with environment variable

Less easy to overcome is the (undocumented) system environment varia-
ble _ PSLockDownPolicy, if you set it to the value 4. As a result, Pow-
erShell, regardless of whether it's just a command line or the ISE, will start

in restricted mode.
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User variables for root

Variable
OneDrive WINDOWSPRON\OneDrve

Path IDOWSPRO\App DataLocah Microsoft: WindowsA.
TEMP PRO\AppDataiLocahTemp

T™P \Users\reot. WINDOWSPRO\AppDats\Local Temp

« 4 B 5 Control Panel » System and Security > System
New.. Edit... Delete
Contre™~
omputer
®o System variables
U= Compuer Name  Hardware  Advanced | System Protecton  Remote
6 Remot Variable Value ~
© Syten  Youms belogsd on a3 an Adinststorto meke mot o these changes ComSpec CAWindowsystem32emduexe
- Pedomance frved. DriverData CAWindows\System 32\ Drivers\DriverData
© adn e processor scheduing, memary usage, and virtual memory BRUBMER OF_PROCESSORS 2
os
Settngs. W) iT-4TT0K CPU Path < 2\ Whem..
PATHEXT COM EXE: BAT;.CMD:.VES; VBE. J5; w
User Prefes R . PROCESSOR ARCHITECTURE _AMD64 \ ¥
g System, x
Desktop settings reiatedi 1o your signn fystem obe
B Input is availat Hew Edit Delete
Setings.
g5
Startup and Recovery oK Cancel
System startup, system fakse, and debuggng Ffomation windewsproJoce.

\ Seffinge 1| New System Variable x

Variable game: _PSLockDewnPolicy

S——

Variable yolue: | 4

Browse Directory.. Browse file... Cancel

oK Cancel

Setting environment variable __ PSLockDownPolicy interactively

In centrally managed environments you will probably set the system vari-

able using group policies preferences.
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File Action View Help
s a@MO0mcE HmMBO +

./ GPPRegistry [WS2012-DC.WINDOWSPRO.L|
v & Computer Configuration
4 Policies
1 Preferences
v ¢ User Configuration
] Policies
w 7 Preferences
v ] Windows Settings

Environment

Name Order  Action  Value User

There are no items to show in this view.

&) Applications New Environment Properties X
52 Drive Maps
% General Common
Environment
~
' Files . )
O Folders |0 Acton: |Update =
(8) Ini Files
& Registry (@ User Variable
[#] Shortcuts Description (O System Variable
(3 Control Panel Settings No policies selected Name: [ _PSLocownPolcy o [oam
valve: [ 4
Detais

Update wil replace the variable in the specified environment. If it
doesn't exist, it will be created.

Setting environment variable __PSLockDownPolicy via GPO

A disadvantage of this procedure is that it always affects all users of a com-
puter, including administrators. However, administrators may temporarily
remove the environment variable until the GPO becomes effective again.

But this is quite cumbersome and definitely not a good solution.

Furthermore, when used this way, it is not a security feature supported by
Microsoft and it is relatively easy to circumvent, as shown by Matt Graeber

in this Tweet. Nevertheless, it might thwart most opportunist attacks.

A strict enforcement of the constrained language mode on a local com-
puter thus requires the use of a software execution restriction such as Ap-
pLocker or Windows Defender Application Control. In a remote session,

however, it can be enforced via a Session Configuration.
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2.3.4 Automatic detection of an execution constraint

Since version 5, based on script rules PowerShell recognizes automatically
whether it should switch to constrained language mode. To do so, it cre-
ates a module and a script (with a name following the pattern _ PSSCRIPT-
POLICYTEST_LQU1DAME.3DD.PS1) under Senv:temp and tries to execute
them. If ApplLocker or another tool blocks this attempt, PowerShell will

start in restricted language mode.

(@ Event Viewer
File Action View Help
«o | znm B

(@] Event Viewer (Local) Ll MSiand Script  Number of events: £3
 Custom Views
 Windows Logs Level Date and Time Source EventiD Task Cate
v [ Applications and Services Logs (@ Information 2/4/2020 6:32:08PM Applocker 8005 None
FSLogix Apps (@ Information 2/4/2020 6:32:08 PM Applocker 8005 None
7] Hardware Events @ Information 2/4/2020 6:32:08 PM Applocker 8005 None
[&] Intemet Explorer (@) Information 2/4/2020 6:32:08 PM Applocker 8005 None
[} Key Management Service (@ Information 2/4/2020 6:32:07 PM Applocker 8005 None
v I Microsoft (@ Information 2/4/2020 6:32:07PM Applocier 8005 None
AppV @ Information 2/4/2020 6:32:07PM Applocker 8005 None
| User Expenence Virtualization (@ Information 2/4/2020 6:32:07 PM Applocker 8005 None
v 1 Windows (@ Information 2/4/2020 6:32:07 PM Applocker 8005 None
ARD (@ information 2/4/2020 6:32:07 PM Applocker 8005 None
::J‘:y‘:""“""“’"“ Okror 2/472020 63207 PM Applocker 8007 None
Aot Oror 2412020 6:32:07PM Applocker 8007 None
3 AppiD @ information 2/4/2020 6:28:29PM Applocker 8005 None
ApplcabilityEngine @ information 2/4/2020 6:28:29PM Applocker 8005 None
Application Server-Applications G /472020 6:28:29 PM Applocker 8005 None
Application-Experience 2/4/2020 6:28:29 PM Applocier 8005 None
« Tl AppLocker 0 2/4/2020 6:28:29 PM Applocker 8005 None
] EXEand DLL @ information 2/4/2020 6:28:29 PM AppLocker 8005 None
{] MSl and Script @ Information 2/4/2020 6:28:29 PM Applocker 8005 None
[ Packaged app-Deployment (@ Information 2/4/2020 6:28:29PM Applocker 805 None
[] Packaged spp-Execution @ information 2/4/2020 6:28:29 PM Applocker 8005 None
AppModel-Runtime (l‘\ Inbrrmatinn 27412000 £99.90 DM Annl nrber B8 Mona
AppReadiness
Apps Event 8007, AppLocker
Apps-API
AppXDeployment General Details
AppXDeployment-Server
AppxPackagingOM |%OSDRJVE%\USERS\lDCM_AEVANS\TIMP\_PSS(RIPTPDLlCYTESTJDCJNVOH.VSB.DSMl was prevented from running.
ASNT
AssignedAccess
AssignedAccessBroker Log Neme: Microsoft-Windows-Applocker/MS| and Script
:1:7:" Source: Applocker Logged: 2/4/2020 632:07PM
! Authentication Event ID: 8007 Task Categorg: None
Authentication User Interface Level: Eror Keywords:
BackgroundTaskinfrastructure User: WINDOWSPROVJevans Computer  Win10-1809-en.windowsproJocal
BackgroundTransfer-ContentPrefe OpCode: Info
Backup More [nformation: - Event Log Online Help
Base-Filtering-Engine-Connection v

The event log shows whether the execution of the test scripts was successful or if it has
failed.

The effect of this mechanism can easily be seen in ApplLocker's event log.

Applocker logs the creation and execution of these test files with the ID
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8005 (success) or 8007 (execution blocked) under Applications and Ser-

vices Log => Mlicrosoft => Windows => ApplLocker => MSI und Script.

2.3.5 Configuring AppLocker

If you use AppLocker for this task, you have to create a new GPO and then

edit it in the GPO editor. There you

navigate to Computer Configuration =>

Policies => Windows Settings => Security Settings => Application Control

Policies => ApplLocker and follow the link Configure rule enforcement. In

the dialog that appears, you then activate the option Script rules.

File Action View Help
s Bm

! ApplLockerScriptRules [W52012-DC. WINDOWSPRO.LOCAL] Policy
~ & Computer Configuration
Policies.
] Software Settings
Windows Settings
| Name Resolution Policy

| Seripts (Startup/Shutdown)
90 Deployed Printers
~ iy Security Settings
38 Account Policies
3 Local Policies
4 Eventlog
A Restricted Groups
& System Services
4 Registry
4 File System
i Wired Network (IEEE 802.3) Policies
Windows Defender Firewall with Advanced Security
7 Metwork List Manager Policies
i Wireless Network (IEEE 802.11) Policies
] Public Key Policies
] Software Restriction Policies
Application Control Policies
v [T Applocker
FF Executable Rules
(T Windows Installer Rules
13] Script Rules
BN Packaged app Rules
& 1P Security Policies on Active Directory (WINDOWSPRO.LOCAL)
Advanced Audit Policy Configuration
ol Policy-based Qo5
1 Administrative Templates: Policy definitions (ADMX files) retrieved from the central s
Preferences
~ g User Configuration
Policies
Preferences

\w

for applications

| Getting Started

Applocker uses nues snd the propenies of fles 10 provide sccess control for
5. ules are presert in a e colection, oy the files ncluded in those
nudes will be permited to run AppLocker rules do not apply to al edtions of Windaws

Applacker Properties

B More about AppLocker
Enforcement  Advanced
B Which edtions of Windows suppat 4

1 Soecty whether AopLocker nues are enforced for each e
collection

Configure Rule Enforcement
Forthe AppLocker policy to be en
i ‘Executable res:
Identty service must be running.
L] Corfigured
Lise the enforcement seftings for each nde ¢
erforced or oudted ¥ e erforcement has, Enforce ndes
defaut
, Windows Installer rues:
B3 Corfigure nie enforcement O Configured
B More about e erforcement Enforce niss
| Overview \imm
[ Excutable Rues EA Canfigured
Ples: 3 Enforce ndes -
Enforcement not corfigured: Rudes o
[B] Windows installer Fuies [Backaged app Rues:
Flies: 0 [ Corfigued
Enforcement not configured: Rules
1 |
[ Scipt Rukes
Rudes: 0

Enforcement configured: Rules ave ef

a

[@] Packaged app Fules
Fies: 0

Enforcement not corfigured: Rdes s More about e erforcement

o] [ o

Aaply

Enabling rule enforcement for scripts in AppLocker
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In order for Applocker to block applications on the target systems, the
service named Application Identity must be running. It is not active by de-
fault and does not start up when the system is booting. You can change it
to start type Automatic either interactively using the MMC snapin services

or from the command line:

sc config AppIDSvc start=auto

File Action View Help
mep | E a2 Hem »enwn

£, Services (Local) || Name : Description Status
& ActiveX Installer (AxinstSV) Provides User Account Con...
_'17; Alloyn Router Service Routes Allloyn messages fo...
1) App Readiness Gets apps ready for use the ...
& Application Identity Determines and verifies the ...

&k Application Information

1), Application Layer Gateway Service
;r Application Management General [Log O 1A -
&% AppX Deployment Service (AppXSVC)

18 AssignedAccessManager Service Servicename: IR

o'}

& Auto Time Zone Updater Display

G4 AVCTP service

o8 Determines and verifies the identity of an application. A
.,‘)A Background Intelligent Transfer Service Description: o ths i Bl i ine

&, Background Tasks Infrastructure Service et Sy

Application |dentity Properties (Local Computer) X

&) Base Filtering Engine Path g executable
& BitLocker Drive Encryption Service c waanszmmos exe  LocalService NetworkResticted

‘& Block Level Backup Engine Service

1); Bluetooth Audio Gateway Service

1% Bluetooth Support Service

& Bluetooth User Support Service_98a0b6
1) BranchCache Service status:  Stopped
&), Capability Access Manager Service
.Q CaptureService_98a0b6

&, Certificate Propagation You can specty the start parameters that apply when you start the service
&, Client License Service (ClipSVC) from here.

& Clipboard User Service_98a0b6
fJ CNG Key Isolation

15 COM+ Event System

& -
&) COM~ System Application c A

1) Connected Devices Platform Service

Startup type: Automatic X

Stat Stop Pause Resume

Start parameters:

Setting the start type for the Application Identity service to automatic

For a central management of this Windows service, the use of Group Pol-

icy is recommended.
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2.3.6 Defining rules

Finally it is necessary to define rules that block the start of scripts in the
Temp directory. To do this, simply switch to Script Rules below ApplLocker

and select Create Default Rules from the context menu.

| Group Policy Management Editor
File Action View Help
o nm = Bm

] ApplockerScriptRules [WS2012-DC.WINDOWSPRO.LOCAL] Policy

Action  User Name
W o Coneeation: @ Allow  Everyone (Default Rule) Al scripts located in the ..
v (& Policies @ Allow  Everyone (Default Rule) All scripts located in the ...
Soie e & Aliow BUILTIN\Administrators (Default Rule) All scripts
v ] Windows Settings

Name Resolution Policy
Scripts (Startup/Shutdown)
mm Deployed Printers
v @ Security Settings
3 Account Policies
3 Local Policies
J Eventlog
& Restricted Groups
4 System Services
3 Registry
@ File System
4/ Wired Network (IEEE 802.3) Policies
Windows Defender Firewall with Advanced Security
Network List Manager Policies
4 Wireless Network (IEEE 802.11) Policies
Public Key Policies
Software Restriction Policies
v (2] Application Control Policies
v [T Applocker
I Executable Rules
(3 Windows Installer Rules
] Script Rule
B Packaged
& 1P Security Policie Automatically Generate Rules...
Advanced Audit f Create Default Rules

Create New Rule...

ol Policy-based QoS

Administrative Template View ? he central st
Preferences Export List...
v & User Configuration
Policies Help
Preferences

Creating default rules for scripts in AppLocker

They allow standard users to execute scripts only from the Windows or
Program Files directories, i.e. in locations where users cannot store any
files themselves. Administrators are explicitly exempted from this re-

striction by a separate rule.
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2.3.7 Activating Constrained language mode via SRP

Applocker is an exclusive feature of the Enterprise and Education editions.

Therefore, the Pro edition can use the Software Restriction Policies (SRP)
instead.

Again, you just have to ensure that the two test scripts cannot be executed
in the %temp% directory. To do this, create a GPO and open it in the editor
and navigate to Computer Configuration => Policies => Windows Settings

=> Security Settings => Software Restriction Policies.

File Action View Help
e nmEE HeE

] AppLockerScriptRules [WS2012-DC.WINDOWSPRO.LOCAL] Policy

Object Type
v & Computer Configuration

e Security Levels
~ 'olicies Additional Rules
Sottware Settings
2 Enforcement
~ [] Windows Settings ﬁu A File T
Name Resolution Policy ‘TC"’"“; e fipes
[ Scripts (Startup/Shutdown) W Tnsted Pubiishers
w Deployed Printers Designated File Types Properties ? X
v [ Security Settings

i Account Policies

General
3 Local Policies

:] Event Log The following file types define what is considered to be executable code
They are in addiion to the standard program file types. such as EXE. DLL.
& Restricted Groups e
& System Senvices
& Regitry Designated fie types:
& File System
iy Wired Network (IEEE 802.3) Policies Extenson File Type A
| Windows Defender Firewall with Advanced Security Gl a0e Microsolt Access Project Extension
Network List Manager Policies @iADP Microsoft Access Project
il Wireless Network (IEEE 802.11) Policies Lleas BAS Fle
| Public Key Policies o g"T Windows Baich Fie
~ | Software Restriction Policies G CHM Compled HTML Help e
1 Security Levels MD Wandows Command Sarpt

Additional Rules

Application Control Policies

8 1P Security Policies on Active Directory (WINDOWSPRO.LOCAL) Bemove
| Advanced Audit Policy Configuration To AHNQ type s extension. and then cick Add
Policy-based QoS i
tmmislu(i\:z Templates: Policy definitions (ADMX files) retrieved from the central st B exenson: |ouTl
Preferences
~ i, User Configuration
1 Policies oK Cancel

] Preferences

Enter file extensions for PowerShell in the Software Restriction Policies.

Here you create a new policy and in the first step you add the extensions

psl1 and psm1 to the list of the designated file types.
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I Group Policy Management Editor
File Action View Help
e nm o6 Hm

./ AppLockerScriptRules [W52012-DC.WINDOWSPRO.LOCAL] Policy Name —
v C-or:p:-'w confiaursten fi] %HKEY_LOCAL_MACHINE\SOFTWARE\... Path
i -DI;:M Setti £ %HKEY_LOCAL_MACHINE\SOFTWARE\... Path
> & jare ings
- Stemp% Path
~ ] Windows Settings !. emp P
» [ Name Resolution Policy | "exe at

| Scripts (Startup/Shutdown)
mm Deployed Printers
v [ Security Settings
> i Account Pelicies
> d Local Policies
» 1J| Eventlog
& Restricted Groups
4 System Services
(A Registry
4 File System
y a{ Wired Network (IEEE 802.3) Policies
5 | Windows Defender Firewall with Advanced Security
1 Network List Manager Policies
> ;4 Wireless Network (IEEE 802.11) Policies
» L] Public Key Policies
w [ Software Restriction Policies
1 Security Levels
| Additional Rule: ., Cenificate Rule...
» [ Application Centrol

> & IP Security Policies«  New Hash Rule... )
-] Advanced Audit Po New Network Zone Rule...
> ulli Policy-based QoS New Path Rule...
(] Administrative Templates: Im the central st
» [] Preferences All Tasks >
v g%, User Configuration View N
» [2] Policies

Creating a New Path Rule for the software restriction

Then you create a New Path Rule under Additional Rules. Here you enter
%temp% as the Path and leave the setting for Security level set to Disal-

lowed.
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File Action View Help
o nmXEAE o)

i ApplLockerScriptRules [W52012-DC.WINDOWSPRO.LOCAL] Palicy Name - Type Security Level
v . CU':P:““ Configuration ] %HKEV_LOCAL_MACHINE\SOFTWARE\... Path Unrestricted
v °';’:MMSM" . 1) %HKEY_LOCAL MACHINE\SOFTWARE\... Path Unrestricted

v 2 Wlndo\:vs Sen‘mqs i%l:ﬂlp% Path Disal
- 9 e Path Unrestricted

7] Name Resolution Policy
[l Scripts (Startup/Shutdown)

0 Deployed Printers Sitemp% Properties X
v [ Security Settings
5 Account Policies General
3 Local Policies 1
3 Eventlog S| PanRue
 Restricted Groups |
) :yst:n Services \ [
4 Registry rro—
& File System [frered
T Wired Network (IEEE 802.3) Policies Browse...
] Windows Defender Firewall with Advanced Security b
) Network List Manager Policies \ Secuty level
i Wireless Network (IEEE 802.11) Policies Disalowed v

7| Public Key Policies
v ] Software Restriction Policies
7 Security Levels
_| Additional Rules
~| Application Control Policies
&, P Security Policies on Active Directory (WINDOWSPRO.LOCAL)
| Advanced Audit Policy Configuration Dt st Tharsdy, 12,3018 121108PM
ol Policy-based QoS odhied Septerme
7 Administrative Templates: Policy definitions (ADMX files) retrieved from the central st

| Preferences

v g, User Configuration oK Booy

| Policies

Defining the path rule for the Temp directory
2.3.8 Prevent PowerShell 2.0 circumvention

Regardless of whether you choose the environment variable, ApplLocker,
or Software Restriction Policies, you will need to remove PowerShell 2.0
from the machines where you want to enforce the constrained language

mode.
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@ Windows Features — O X

Turn Windows features on or off (2]
To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on.

Internet Information Services ~

3]

Internet Information Services Hostable Web Core
Legacy Components

Media Features

Microsoft Message Queue (MSMQ) Server
Microsoft Print to PDF

Microsoft XPS Document Writer

MultiPoint Connector

Print and Document Services

BEEE

==

Remote Differential Compression API Support
Services for NFS

Simple TCPIP services (i.e. echo, daytime etc)
SMB 1.0/CIFS File Sharing Support

SMB Direct

Telnet Client

TFTP Client

Virtual Machine Platform

Windows Defender Application Guard

=]

=
O0000ROOOREOCRRORO0O

Windows Hypervisor Platform
Windows |dentity Foundation 3.5
= Windows PowerShell 2.0

Windows PowerShell 2.0 Engine

%

@ [] | Windows Process Activation Service
[0 Windows Projected File System
[0 | Windows Subsystem for Linux
[0  Windows TIFF IFilter
[ Work Folders Client v
Cancel

PowerShell 2.0 is an optional feature starting with Windows 8 and Server 2012 and is ena-
bled by default.

It has only been introduced with PowerShell 3.0 and can easily be by-
passed by a hacker switching to an older version. All he needs to do is to
enter the command:

powershell.exe -version 2.0

You can check whether this old version is still activated on a PC by enter-
ing:

Get-WindowsOptionalFeature -Online

-FeatureName MicrosoftWindowsPowerShellV2

However, you can only uninstall it on Windows 8 and Server 2012 or later,

where PowerShell 2.0 is an optional feature.
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3 Secure communication

3.1 Installing OpenSSH on Windows 10 and
Server 2019

Windows Server 2019 includes OpenSSH as an optional feature for the first
time, thus simplifying installation and configuration. However, errors in
the earlier builds of the operating system prevent a successful activation
of the SSH server. In WSUS environments OpenSSH has the same problems

as RSAT.

The porting of OpenSSH to Windows makes it easier to manage heteroge-
neous environments. Linux computers can be remotely administered via
SSH from Windows, and thanks to the new OpenSSH server, the reverse is
now also possible. In addition, PowerShell Core supports remoting via SSH,

even between different OSes.
3.1.1 OpenSSH server not included in the operating system

One would expect that a system component with such strategic im-
portance is delivered as part of the operating system and can be installed

as a feature via the Server Manager or PowerShell.

However, Microsoft has decided to provide OpenSSH as an optional fea-
ture (also called "Feature on Demand"). This unifies the installation be-
tween client and server OS. The following description therefore also ap-

plies to Windows 10 from Release 1803 onwards.
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3.1.2 Installation via GUI

To install OpenSSH server, start Settings, then go to Apps => Apps and Fea-
tures => Manage Optional Features. As you can see from the list of in-
stalled components, the SSH client is already installed by default. The

server, on the other hand, you need to add using the Add Features option.

&« Settings

& Add a feature
e
Odia Supplemental Fonts 257 KB

OpenSSH Server 1.23 MB

OpenSSH-based secure shell (SSH) server, for secure key

management and access from remote machines. /

Install

Pan-European Supplemental Fonts 4.09 MB

Installing the OpenSSH Server via the Settings App

In the list above, select OpenSSH server and click on the Install button that
appears. Windows will now download the required files over the Internet.
If an error occurs, you will not receive a message from the Settings App,

but it will simply jump back to the list of features.
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3.1.3 Adding an OpenSSH-Server via PowerShell

In contrast, PowerShell provides more transparency. To find the exact

name of the required package, you enter the following command:
Get-WindowsCapability -Online | ? name -like *OpenSSH.Server*

Finally you add the name shown to Add-WindowsCapability.

EX Administrator: Windows PowerShell

PS C:\Users\root>
PS C:\Users\root> Get-WindowsCapability

Operation
Running
[ooooooo000

PS C:\Users\root> Add-WindowsCapability

Adding an OpenSSH Server via PowerShell

Alternatively, you can pass on the output via a pipe:

Get-WindowsCapability -Online |
where name -like *OpenSSH.Server* |

Add-WindowsCapability -Online

3.1.4 Faulty Builds

There are at least two reasons why you may encounter problems here. If

the build of the system is older than 17763.194, then you will see the error

Add-WindowsCapability failed. Error code = 0x800£0950
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Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> Add-WindowsCapability

About Windows

Windows Servers 2019

Mirosoft Windows Server
Version 1809 (OS Build 17763, 107)
© 2018 Microsoft Corporation. All rights reserved.

The Windows Server 20119 Datacenter operating system and its user
interface are protected by trademark and other pending or existing
intelectusl praperty rights in the United States and other
Countries/regians.

Thig product is licensed under the Microsoft Software License
Terms to:

windows User

The installation of OpenSSH Server fails on earlier builds of Windows Server 2019.

In this case you need a current cumulative update to fix the problem (it is

documented here: bit.ly/3kCiOPv).

3.1.5 Problems with WSUS

A further hurdle arises if the server, which is usually the case, is updated
via WSUS. Microsoft delivers features on demand bypassing WSUS, so you

don't get them via the internal update server.

Therefore, itis not unlikely that PowerShell will present the following error

here:

Error with "Add-WindowsCapability". Error code: 0x8024002e
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EX Administrator: Windows PowerShell

PS C:\Windows\system32> Add-WindowsCapability OpenSSH. Server~~~~0.0.1.8

Error while installing OpenSSH as an optional feature in WSUS environments

In the eventlog you will then find an entry with ID 1001 stating that the

OpenSSH-Server-Package is not available.

12] Event Viewer
Eile  Action V¥iew Help

e s o HE

{2] Event Viewer (Local) Application Number of events: 134

7 Custom Views

v [ Windows Logs \ieval Date and Time Source EventID Task Cate.. *
f<] Application (i)Information 1/23/2019 7:33:51 AM MSDTC 2 4202 T™
Security ®Infurmatmn 1/23/2019 7:35:45 AM ‘Windows Error Reporting 1001 MNone
Setup () Information 1/23/2019 7:35:44 AM ‘Windows Error Reporting 1001 None
System nformation 1/23/2019 7:35:43 AM ‘Windows Error Reporting 1001 MNone

Forwarded Events nformation 1/23/2019 7:34:06 AM Search-ProfileNotify 5 MNone

") Applications and Services Lo nformation 1/23/2019 7:33:55 AM SceCli 1704 None

74 Subscriptions nformation 1/23/2019 7:33:53 AM Wil 5617 Mone
iJInformation 1/23/2019 7:33:50 AM WML 3615 MNene
(D 1/23/901Q 7:33.52 ARA Neckton Wind hMananar QNIT  Mon, &
Event 1001, Windows Error Reporting x

General Details

(@ Friendly View ) XML View

R

- EventData ~
1401433075761784031
5
ChsPackageServicingFailure2
Not available
0
10.0.17763.1
OpenSSH-Server-Package
10.0.17763.1
amd64

(v

Eventlog entry when adding OpenSSH server as optional component in a WSUS environment

As with the RSAT, a remedy is to allow Windows to load optional features
directly from Microsoft Update via group policy. The Setting is called Spec-

ify settings for optional component installation and component repair and
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can be found under Computer Configuration => Policies => Administrative

Templates => System.

File

L Al REN 2 ol 4

Action  View  Help

L=/ WSUS [WS2012-DC.WINDOWSPRO.LOCAL] Policy
% Computer Canfiguration
v [ Policies
| Software Settings
7| Windows Settings
v (7] Administrative Templates: Policy definitions (ADMX file{
| Control Panel
| Microsoft Office 2016 (Machine) -
“| Microsoft PowerPoint 2016 (Machine]
| Mezilla
7| Network
| Printers
1 Server u|
| Skype for Business 2016
Start Menu and Taskbar
ystem

T Windows Components
7 All Settings
7 Preferences
v & User Configuration
% Policies
7| Preferences

N

Set
O Not Configured

Comment:
| @ Enabled
O Disabled
Supported on

& Specify settings for optional compenent installation and compenent repair o x

[} Specify settings for optional component installation and companent repair PreviousSetting Next Setting

At least Windows Server 2012, Windows 8 or Windows RT ‘

- | Optiens:

Help:

= || Altenate source file path

L 1

= [ Never attempt to download payload from

Windows Update

Download repair content and cpticnal

5 festures directly from Windows Update
instead of Windows Server Update Services
(Wsus)

This policy setting specifies the network locations that will be
used for the repair of operating system cormuption and for
enabling optional features that have had their payload files
removed

If you enable this policy setting and specify the new location, the
fills in that location will be used to repair operating system
cormuption and for enabling optional features that have had their
payload files removed. You must enter the fully qualified path to
the new location in the *"Alternate source file path”" text box.
Multiple locations can be specified when each path is separated
by 2 semicolon

The network location can be either a folder, or a WIM file. I it s 2
WIM file, the location should be specified by prefixing the path
with “wim:" and include the index of the image to use in the
WIM file. For example *wim:\\server\sharelinstall wim:3"

If you disable or do not configure this policy setting, o f the

required files cannot be found ot the locations specified in this |,

oK Cancel
trict these programs from being [aunched from Help ot configured N
[#8) Specify settings for optional component installation and co... Enabled No
pecify Windows installation file location Not configured No
pecify Windows Service Pack installation file location Mot configured No
wn off Data Execution Prevention for HTML Help Executible  Not configured No

Allowing WSUS clients to access Windows Update using Group Policy.

At the same time, you must ensure that neither the setting Do not connect

to Windows Update Internet locations nor Remove access to use all Win-

dows Update features is in effect.

The latter may have been enabled to prevent users from manually down-

loading feature updates. This primarily affects Windows 10 rather than the

server.
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3.1.6 Activating SSH-Server

OpenSSH Server installs two services which are not yet running and whose
startup type is manual and disabled. If you want to use SSH regularly, you

will want to start the services automatically.

EX¥ Administrator: Windows PowerShell

PS C:\Windows\system32> Get-Service *ssh* | select DisplayName, Status, StartType

Status StartType

OpenSSH Authentication Agent Stopped Disabled
OpenSSH SSH Server Stopped Manual

Displaying the Startup Type and Status of SSH Services with PowerShell

This can be configured via the GUI services, but the fastest way is using
PowerShell:

Set-Service sshd -StartupType Automatic

Set-Service ssh-agent -StartupType Automatic

To put the SSH server into operation immediately, you must also start the

two services manually:
Start-Service sshd
Start-Service ssh-agent
This command

Get-Service -Name *ssh* |

select DisplayName, Status, StartType

is used to check whether the settings for the two services match and
whether they were started successfully. Now you can check if the firewall

rule for incoming SSH connections has been properly activated:
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Get-NetFirewallRule -Name *SSH*

EN Administrator: Windows PowerShell

PS C:\Windows\system32> Get-NetFirewallRule *SSH* |
>> select DisplayName, Direction, Action, Profile

Direction Action Profile

OpenSSH SSH Server (sshd) Inbound Allow

Checking Firewall-Rule for SSH

3.1.7 Testing the connection

If this condition is also fulfilled, then the connection test is good to go.
From a Windows 10 PC or a Linux computer you can connect to the freshly

configured server:
ssh <Name-of-Server>

This will direct you at the old command prompt, but you can also start

PowerShell there.

¥ Administrator: c:\windows\system32\cmd.exe -

PS C:\WINDOWS\system32> ssh ws2019-vml-11

The authenticity of host 'ws2019-vml-11 (192.168.0.62)' can't be established.

ECDSA key fingerprint is SHA256:FmsjHalrWjLZpbyJV/KMbE4+rF50RU4G1MecASrcl04.

Are you sure you want to continue connecting (yes/no)? yes

wWarning: Permanently added 'ws2019-vml-11,192.168.0.62' (ECDSA) to the Tist of known hosts.
windowspro\root@ws2019-vml-11"'s password:

Microsoft windows [Version 10.0.17763.253]

(c) 2018 Microsoft Corporation. Alle Rechte vorbehalten.

windowspro\root@s2019-vM1-L1 C:\Users\root>dir

volume 1in Laufwerk C: hat keine Bezeichnung.
Volumeseriennummer: 5410-F6B6

Verzeichnis von C:\Users\root

.2019 3 <DIR>

.2019 g <DIR> oo

.2018 2: <DIR> 3D Objects
.2018 £ <DIR> Contacts
.2018 H <DIR> Desktop

. 2018 g <DIR> Documents

Establish connection to freshly installed SSH server
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Finally, you should consider whether you would like to use public key au-
thentication for security reasons. This also increases user comfort because

you no longer have to enter a password.
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3.2 PowerShell remoting with SSH public key
authentication

One of the advantages of PowerShell remoting via SSH over WinRM-based
remoting is that you can work with public key authentication. This makes
remote management of Windows machines that are not members of an

Active Directory domain convenient and secure.

If you work with WinRM in an environment without Active Directory,
things get quite messy and inconvenient if security matters to you. You
have to switch from the default HTTP to the HTTPS protocol, deal with
SSL/TLS certificates and with trusted hosts.

Remoting over SSH, which has been introduced with PowerShell 6, doesn't
require public key authentication to work. Instead, username and pass-

word are also accepted.

The main downside is that you then have to enter your Windows password
every time you connect to a remote machine. That might be okay for in-
teractive sessions with Enter-PSsession, but if you want to run your scripts

remotely via Invoke-Command, it could be a problem.

Moreover, public key authentication improves security because it works
conveniently without using passwords. Thus, it makes sense to invest a
little more time and configure PowerShell remoting for public key authen-

tication.
3.2.1 Local configuration

The first thing you have to do is create the private and the public key,

which you can do by simply running the ssh-keygen command. By default,
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the command saves the key pair in the .ssh folder in your user profile.

id_rsa is the private key, and id_rsa.pub is the public key.

If you want to work without a passphrase, you can just hit Enter twice.
However, | recommend using a passphrase because if someone gets ac-

cess to your private key, this will compromise all your remote machines.

Thanks to the ssh-agent, you don't have to enter the passphrase whenever
you connect to a remote machine. The ssh-agent runs as a service and
securely stores your private key. At a PowerShell console, you can start the

ssh-agent this way:
Start-Service ssh-agent

If you want the service to start automatically after a restart, you can use

this command:

Set-Service ssh-agent -StartupType Automatic

To add your private key to the ssh-agent, you have to enter this command:
ssh-add <path to private key>

You will have to enter your passphrase here once. After that you can re-

move your private key from the .ssh folder and store it in a safer place.
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(&8 Command Prompt - O X

29N+kVE8 mp@ep

Creating a key pair, adding the private key to the ssh agent and removing it again

If you later want to remove the private key from the ssh-agent, you can do

it with this command:
ssh-add -d ida_ rsa

Note that this requires that you provide the SSH key. In case you have lost

your private key, you can remove all private keys from the ssh-agent:

ssh-add -D

3.2.2 Remote configuration

Next, you have to copy the contents of the public key file id_rsa.pub to the
remote host. Just paste it to the authorized_keys file in C:\Users\<your

user name\.ssh\.
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Jid_rsa.pubs - Notepad — a X
File Edit Format View Help
ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAABAQDbcT zhzxIN21HE6A12921k95SMY6xjiXBACYgCHNYS1UVieBnOmCQIGK XV
mFdEJ1wIKWE+3bhgmBsYpniKT/uFt8csPGwfcy02KwlNM
+sgqFthxmaZWelZa8NmP/NFtOcYGNsWS6tRbUBwWAIG1UEgDbsNXrFxdxHrfzhAJuuds7dYXYuly/Dm7KulXDQYBS7
ZFXrUbTGptXoyl712san2a@8maxiUTWELUhTIvTUL2DeSuzj280bxcDUbWFtBEWL1SNr+v+08,/735¢C
+31dRBntBDsTPYVAFKBSOEUQMHVLcpmI4H7YvZ@8ATTS1vLIES+oUlzvAIHDR7 +4HkbE+W1TOrZ mp@ep

The public key for SSH (contents of id_rsa.pub)

By default, public key authentication is enabled in OpenSSH. However, |
recommend disabling password authentication for security reasons. If an
attacker compromises your Windows password, he can connect to the re-

mote host even without your private key and passphrase.

"1 sshd_config - Notepad - a *

File Edit Format View Help
#MaxAuthTries 6 ~
#MaxSessions 1@

PubkeyAuthentication yes

# The default is to check both .ssh/authorized keys and .ssh/authorized_keys2
# but this is overridden so installations will only check .ssh/authorized_keys
AuthorizedKeysFile .ssh/authorized_keys

#AuthorizedPrincipalsFile none

# For this to work you will also need host keys in %programData¥%/ssh/ssh_known_hosts
#HostbasedAuthentication no

# Change to yes if you don't trust ~/.ssh/known_hosts for

# HostbasedAuthentication

#IgnoreUserKnownHosts no

# Don't read the user's ~/.rhosts and ~/.shosts files

#IgnoreRhosts yes

# To disable tunneled clear text passwords, change to no here!
PasswordAuthentication no ‘

#PermitEmptyPasswords no

#AllowAgentForwarding yes

#AllowTcpForwarding yes

#GatewayPorts no

#PermitTTY yes

#PrintMotd yes

#PrintLastlog yes

Disabling password authentication for SSH
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To disable password authentication, launch Notepad with admin rights

and then open sshd_config in C:\ProgramData\ssh\. Add
"PasswordAuthentication no"

to the file and save it. You have to restart the ssh service to apply the

changes. You can do this at a PowerShell console with admin rights:

Restart-Service sshd

3.2.3 Connecting with public key authentication

You are now back onto your local host and ready to test your connection.
At a PowerShell 6 or 7 console, simply enter this command:

Enter-PSession -HostName <remote host>

-UserName <user name on the remote computer>

The HostName parameter ensures PowerShell will connect via SSH instead
of WinRM. Note that your user name on the remote computer doesn't
have to be same if you use the UserName parameter. If you omit this pa-
rameter, PowerShell will take your current logon name on the local com-

puter.

Notice you have to enter neither the Windows password nor the pass-

phrase for the private key.
Invoke-Command works in just the same way:

Invoke-Command -HostName <remote hosts>
-UserName <user name on the remote computer>

-ScriptBlock {get-process}
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PowerShell remoting via SSH transport and public key authentication

You can also connect with any SSH client. OpenSSH comes with a simple

SSH client you can launch from the command prompt:

ssh <user name on the remote computer>@<remote host>

Just for the sake of completeness, if you didn't store your private key in
the ssh-agent, you can still work with public key authentication. If the pri-
vate key is located in the .ssh folder of your user profile, OpenSSH will au-
tomatically find the key. If you stored the key in another location, you have
to pass the private key.

With the ssh client you can use the -i parameter:

ssh -1 <path to private key>id rsa <user name on the remote
host>@<remote host>

Enter-PSsession and Invoke-Command have the -IdentityFilePath parame-
ter for this purpose:

Enter-PSession -HostName <remote host>

-UserName <user name on the remote host>
-IdentityFilePath <path to private key>id rsa

As mentioned above, | don't recommend working this way because it re-

quires storing your private key in clear text on your local computer. Even
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if you use a passphrase, it is more secure to work with the ssh-agent be-

cause you are safe from keyloggers and other password stealing methods.
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3.3 Creating a self-signed certificate

While back in Windows XP tools like makecert.exe were needed to issue
self-signed certificates, since Windows 8 and Server 2012 PowerShell can
take over this task with its cmdlet New-SelfSignedCertificate. The certifi-

cates can be used for client and server authentication or for code signing.

Self-signed certificates are typically used in lab or other small environ-
ments where you don't want to set up a Windows domain or an independ-
ent certificate authority. The issuer and user are then usually the same

person or belong to a small group.
3.3.1 Creating a certificate with default values

To issue a SSL certificate, the cmdlet New-SelfSignedCertificate requires
only very few parameters. A basic command in an administrative session

might look like this:

New-SelfSignedCertificate -DnsName lab.contoso.de °

-CertStoreLocation Cert:\LocalMachine\My
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EX Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> cd ~
PS C:\Users\root.WINDOWSPRO> New-SelfSignedCertificate lab.contoso.de °

>>

Cert:\LocalMachine\My

PSParentPath: Microsoft.PowerShell.Security\Certificate::LocalMachine\My

C851B04742F425EEED8B629A4FFF7FE33BCCC131 CN=lab.contoso.de

Creating a self-signed SSL certificate with New-SelfSignedCertificate based on the default
settings.

This command creates a new certificate under My in the store for the local

machine, with the subject set to "lab.contoso.de".

Using the command

dir Cert:\LocalMachine\my\<thumbprint-of-certificate> |

fl -Property *

you can see that the new certificate has, among other things, the following

default properties:

EnhancedKeyUsagelist: {client authentication(1.3.6.1.5.5.7.3.2),
server authentication (1.3.6.1.5.5.7.3.1)}

NotAfter: 22.03.2020 18:52:22
HasPrivateKey: True
Issuer: CN=lab.contoso.de

Subject: CN=lab.contoso.de
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(5 Certificates - Local Computer
v [ Personal
| Certificates
| Trusted Roet Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Reot Certification Autherities
| Trusted People
| Client Authentication Issuers
| Preview Build Roots
| Test Roots
| €SIM Certification Authorities
“| Homegroup Machine Certificates
| Local NanRemovable Certificates
| Remote Desktop
| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Packaged App Installation Authorities
| Trusted Devices
| Windows Live ID Token lssuer

Issued To
% lab.contoso.de
%] Windows Admin Ce
25l Windows Admin Cel

lab.contoso.de Properties

General CrossCertificates OCSP  Extended Validation

friendy name: ]

Desaription: [

Certificate purposes
(@) Enable all purposes for this certificate
(O Disable al purposes for this certificate
(O Enable only the following purposes
Mote: You may only edit certificate purposes that are allowed by

the certification path.
Client Authentication

Server Authentication

Add Purpose.

If the certificate is generated with the default values, it will be suitable for client and server
authentication.

Without specifying a type in the call to New-SelfSignedCertificate, the cer-
tificate is suitable for client and server authentication. Furthermore, it is
valid for 1 year and has a private key which is also exportable as shown by

certutil.
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@
& File Action View Favorites Window Help

s am & XE= Hm

Console Root Issued To & Issued By Expiration Date  Inte
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v ersonal I ¥ .
_ Centificates talWin10 o Certificate X .
Trusted Root Certification Authorities
Enterprise Trust General Detais  Certfication Path
Intermediate Certification Authorities
Trusted Publishers Show: RS X
Untrusted Certificates =
Third-Party Root Cetification Authorities Reld Value
Trusted People .| Version vi
Client Authentication lssuers [t vistier SIXhETh 0 TP
| Preview Build Roots - |Signature algorithm :256“5“
- JSinature hash aigorithm 256
€SIM Certification Authorities - ji‘s‘; 2 :;:‘;""L* o
Homegroup Machine Certificates :Iv“ m"'" ";d ‘:l AR
= Sunday, July 11, :22:1...
Remote Desktop e, S d e v
] Certificate Enrollment Requests
Smart Card Trusted Roots
Trusted Devices
Windows Live ID Token Issuer
Edit Properties... Copy toFie...

Displaying the properties of the new certificate in the MMC certificate snap-in.

The cmdlet issues a SAN certificate when you use the DnsName parame-
ter. There you specify the subject alternative names as a comma-sepa-
rated list. The first of them also serves as the subject as well as the issuer
if you do not use a certificate to sign the new certificate by using the signer
parameter.

You may also specify wildcards following the pattern

New-SelfSignedCertificate -DnsName

lab.contoso.de, *.contoso.de -cert Cert:\LocalMachine\My

for creating wildcard certificates.
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3.3.2 Extended options in Windows 10 and Server 2016

You can override most of the defaults for new certificates with your own
parameters for New-SelfSignedCertificate (bit.ly/37c1PIf), but only from
Windows 10 and Server 2016 on. Before that, the cmdlet only accepted

the parameters DnsName, CloneCert und CertStorelocation.

The following command allows you to extend the validity beyond one year

by specifying a date:

New-SelfSignedCertificate -DnsName lab.contoso.de °
-CertStoreLocation Cert:\LocalMachine\My °

-NotAfter (Get-Date) .AddYears (2)
This example sets the validity to 2 years.

Other use cases besides client and server authentication can also be de-
fined for the certificate. In addition to the default value SSLServerAuthen-
tication, the Type parameter also accepts these values:

e CodeSigningCert

e DocumentEncryptionCert

e DocumentEncryptionCertLegacyCsp
On top of that there is Custom, which activates all purposes for a certifi-
cate. They can be individually deselected again later using the MMC cer-

tificate snap-in.
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~| Enterprise Trust

| Intermediate Certification Authorities
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_| Untrusted Certificates

| Third-Party Root Certification Authorities
| Trusted People

| Client Authentication Issuers

| Preview Build Roots

| Test Roots

~| e5IM Certification Authorities

_| Homegroup Machine Certificates

| Remote Desktop

_| Certificate Enrollment Requests

| Smart Card Trusted Roots

~| Trusted Packaged App Installation Authorities
| Trusted Devices

~| Windows Live ID Token Issuer

<

_?ﬂ Certificates - Local Computer Issued To - Issued By Expira
v [ Personal %Iab.contoso.de lab.contoso.de 24.03.0
~| Certificates ‘Z,Jw
~| Trusted Root Certification Authorities v lab.contoso.de Properties ? x

General Cross-Certificates OCSP  Extended Validstion

Friendly name: | |

Description: | |

Certificate purposes
(D Enable all purposes for this certificate
(O Disable all purposes for this certificate

(®) Enable only the following purposes

Mote: You may only edit certificate purposes that are allowed by
the certification path.

| server Authentication ~
[/] Client Authentication

[/] Code Signing

[¥] secure Email

'Z Time Stamping

{/] Microsoft Trust List Signing

E Microsoft Time Stamping v
>

Add Purpose. ..

Cancel pply

If you select 'Custom’ as the type, you generate a certificate with all purposes.

If you do not want the private key to be exportable, you can achieve this

using the parameter:

-KeyExportPolicy NonExportable

3.3.3 Exporting the certificate

If you want to export the certificate to a PFX file in order to use it on an IS

web server, then Export-PfxCertificate serves this purpose. However, it re-

quires that you secure the target file, either with a password or with access

rights that you set using the ProtectTo parameter.

If you use a password, you first turn it into a secure string:
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SCertPW = ConvertTo-SecureString -String "secret"

-Force -AsPlainText

It is then passed to the parameter Password when calling Export-PfxCer-
tificate:

Export-PfxCertificate -Password $CertPW

-Cert cert:\LocalMachine\My\<Thumbprint> myCert.pfx

You specify the certificate via the path in the store and its thumbprint.

¥ Administrator: Windows PowerShell - o x

PS C:\Users\root> Export-PfxCertificate Cert: \LocalMachine\My\©B4394366F EDOBDS6BE 1F9154856FA19F525D36F
temp.pfx $CertPiW

Directory: C:\Users\root

Mode

Exporting self-signed certificate to a PFX file

If you use a self-signed certificate on a server, it is not considered trust-
worthy by the clients. To bypass the corresponding warning, you can im-
port it into the trusted root certification authorities on the clients, either
manually or via GPO.

To do this, export the certificate without a private key in DER-encoded for-

mat:

Export-Certificate -FilePath MyCert.cer °
-Cert Cert:\LocalMachine\My\<Thumbprint>

In Windows the name extension for such an export file is usually ".cer".
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3.4 Remoting over HTTPS with a self-signed
certificate

WinRM encrypts data by default and is therefore secure even if you only
work with HTTP (which is the standard configuration). Especially in
workgroups, you can achieve additional security by using HTTPS, whereby

a self-signed certificate should suffice in most cases.

Indeed, Microsoft’s documentation for Invoke-Command (bit.ly/3fVd2d1)
confirms that WS-Management encrypts all transmitted PowerShell data.
Unfortunately, if not configured properly, PowerShell Remoting is insecure

and # in some cases you need to change the default configuration.
To check how your machines are configured, you can run this command:

winrm get winrm/config
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PS C:\Windows\system32> winrm get winrm/config
Config
MaxEnvelopeSizekb = 500
MaxTimeoutms = 68000
MaxBatchItems = 32000
MaxProviderRequests = 4294967295
Client
NetworkDelayms = 5860
URLPrefix = wsman
AllowUnencrypted = false
Auth
Basic = true
Digest = true
Kerberos = true
Negotiate = true
Certificate = true
CredSSP = false
DefaultPorts
HTTP = 5985
HTTPS = 5986
TrustedHosts
Service
RootSDDL = O:NSG:BAD:P(A;;GA;;;BA)(A;;GR;;;IU)S:P(AU;FA;GA; ; ;WD) (AU; SA;GXGW; ; ;WD)
MaxConcurrentOperations = 4294967295
MaxConcurrentOperationsPerUser = 1508
EnumerationTimeoutms = 240000
MaxConnections = 300
MaxPacketRetrievalTimeSeconds = 128
AllowUnencrypted = false
Auth
Basic = false

Checking WinRM configuration
You can also view the configuration in PowerShell:

dir WSMan:\localhost\Service | ? Name -eq AllowUnencrypted

&3 Administrator: Windows PowerShell
PS C:\Windows\system32> dir WSMan:\localhost\Service | ? Name -eq AllowUnencrypted
WSManConfig: Microsoft.WSMan.Management\WSMan: :localhost\Service

Type Name

System.String AllowUnencrypted
PS C:\Windows\system32> dir WSMan:\localhost\Client | ? Name -eq AllowUnencrypted

WSManConfig: Microsoft.WSMan.Management\WSMan: :localhost\Client

Y%= Name SourceQfValue Value

System.String AllowUnencrypted

Query current WS-Management configuration using PowerShell
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For the client, the corresponding command is

dir WSMan:\localhost\Client | ? Name -eq AllowUnencrypted

3.4.1 Additional protection for workgroup environments

The second and, in my view, bigger problem is that, if you are working with
machines that are not in an Active Directory domain, you don’t have any
trust relationship with the remote computers. You are then dealing only
with symmetric encryption, so man-in-the-middle attacks are theoretically

possible because the key has to be transferred first.

There you have to add the remote machines that are not in an Active Di-
rectory domain to your TrustedHosts list on the client. However, you don’t
improve security just by defining IP addresses or computer names as trust-
worthy. This is just an extra hurdle that Microsoft added so you know that

you are about to do something risky.

This is where PowerShell Remoting via SSL comes in. For one, HTTPS traffic
is always encrypted. Thus, you can always automate your tasks remotely,
free of worry. And, because SSL uses asymmetric encryption and certifi-
cates, you can be sure that you are securely and directly connected to your
remote machine and not to the computer of an attacker that intercepts

and relays your traffic.

On the downside, configuring PowerShell Remoting for use with SSL is a
bit more difficult than just running Enable-PSRemoting. The main problem
is that you need an SSL certificate. If you just want to manage some stand-
alone servers or workstations, you probably don’t like to acquire a pub-
licly-signed certificate and want to work with a self-signed certificate in-

stead.
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However, you will now see that enabling SSL for WinRM on the client and
on the server is not so difficult (although it is not as straightforward as with
SSH), and you can do it all with PowerShell’s built-in cmdlets. You don’t

even need the notorious winrm Windows command-line tool.

3.4.2 Enabling HTTPS on the remote computer

The first thing we need to do is create an SSL certificate. If you have a

publicly-signed certificate, things are easier and you can use
Set-WSManQuickConfig -UseSSL

As mentioned above, since the release of PowerShell 4, we don’t require

third-party tools for issuing a self-signed certificate.
The New-SelfSignedCertificate cmdlet is all we need:

$Cert = New-SelfSignedCertificate -DnsName "myHost"

-CertstoreLocation Cert:\LocalMachine\My

It is important to pass the name of the computer that you want to manage
remotely to the -DnsName parameter. If the computer has a DNS name,

you should use the fully qualified domain name (FQDN).

EX Adminsstrator: Windows PowesShell - o x
PS C:\Users\wolf>

PS C:\Users\wolf> J New-SelfSignedCertificate Cert:\LocalMachine\My

PS C:\Users\wolf>

PS C:\Users\wolf> Export-Certificate = C:\Users\wolf\Downloads\mycert.der

Verzeichnis: C:\Users\wolf\Downloads

LastWriteTime Length Name
814 mycert.der
PS C:\Users\wolf> New-Item WSMan: \LocalHost\Listener
nt

WSManConfig: Microsoft.WSMan.Management\WSMan::localhost\Listener

Type Keys Name

Container {Transport=HTTPS, Address=* Listener_1305953032

Issue self-signed certificate, export it, and generate HTTPS listener for PowerShell remoting.
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If you want to, you can verify that the certificate has been stored correctly
using the certificate add-in of the Microsoft Management Console (MMC).
Type mmc on the Start screen and add the Certificates add-in for a com-
puter account and the local computer. The certificate should be in the Per-

sonal\Certificates folder.

E‘ Console - [Console Root\Certificates (Local Computer)\Personal\Certificates] -8 “
@ Fle Action View Favorts Window Help =]

e 2@ §oIXEE B

Console Root Jssued To ‘ Issued By Expiration Date  Intended Purposes  FriendlyName || Actions.
4 () Centficates (Local Computer) o, p— == TS = = § .
- Personal Cenificates
Certificates More Actions »
Trusted Root Certification Author -
. ) wing1 -
»

Enterprise Trust
Intermediate Certification Author More Actions
Trusted Publishers

1 Untrusted Certiicates
Third-Party Root Certfication Aut
Trusted Pesple

| Client Authentication lssuers
Homegroup Machine Certficates
Certificate Envollment Requests

1 Smart Card Trusted Roots
Trusted Devices
Windows Live ID Token Issuer

Certificate in MMC on the remote computer

We now have to export the certificate to a file because we will have to
import it later into our local machine. You can do this with the MMC add-

in, but we’ll do it in PowerShell:
Export-Certificate —-Cert $Cert -FilePath C:\temp\cert
The file name doesn’t matter here.

We need the certificate to start the WS-Management HTTPS listener. But

we should first enable PowerShell Remoting on the host:
Enable-PSRemoting -SkipNetworkProfileCheck -Force

The -SkipNetworkProfileCheck switch ensures that PowerShell won’t com-

plain if your network connection type is set to Public.
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Enable-PSRemoting also starts a WS-Management listener, but only for
HTTP. If you want to, you can verify this by reading the contents of the
WSMan drive:

dir wsman:\localhost\listener

<5 Administrator: Windows PowerShell ISE = B
File Edit View Tools Debug Add-ons Help
L] A & B » (el e & Bl O O B E

PS C:\> dir wsman:\localhost\listener

WSManConfig: Microsoft.WSMan.Management\WSMan: :localhost\Listener

Container {Transport=HTTP, Address=#*} Listener_1084132640

Completed Ln12 Col @ 120%

Listing WSMan listeners
To ensure that nobody uses HTTP to connect to the computer, you can
remove the HTTP listener this way:

Get-ChildItem WSMan:\Localhost\listener |
Where -Property Keys -eq "Transport=HTTP" |

Remove-Item —-Recurse
This command removes all WSMan listeners:

Remove-Item —-Path WSMan:\Localhost\listener\listener*

—-Recurse
Next, we add our WSMan HTTPS listener:

New-Item -Path WSMan:\LocalHost\Listener -Transport HTTPS

-Address * -CertificateThumbPrint $Cert.Thumbprint -Force
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We are using the SCert variable that we defined before to read the Thumb-
print, which allows the New-/tem cmdlet to locate the certificate in our

certificates store.

The last thing we have to do is configure the firewall on the host because

the Enable-PSRemoting cmdlet only added rules for HTTP:

New-NetFirewallRule -LocalPort 5986 -Protocol TCP °
-DisplayName "Windows Remote Management (HTTPS-In)"

-Name "Windows Remote Management (HTTPS-In)" -Profile Any

E¥ Administrator: Windaws PowerShes o x

PS C:\Windows\sy. m32> New-NetFirewallRule
Any 5086

lame : Windows Remote Management (HTTPS-In)
isplayName : Windows Remote Management (HTTPS-In)
Pescription -

pisplayGroup

: Inbound
: Allow

: Die Regel wurde erfolgreich vom Speicher aus analysiert. (65536)
EnforcementStatus : NotApplicable
PolicyStoreSource : PersistentStore
PolicyStoreSourceType : Local

Create new firewall rule for PowerShell remoting over HTTPS

Notice here that we allow inbound traffic on port 5986. WinRM 1.1 (cur-
rent version is 3.0) used the common HTTPS port 443. You can still use this

port if the host is behind a gateway firewall that blocks port 5986:

Set-Item WSMan:\localhost\Service\EnableCompatibility-

HttpsListener -Value true
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Of course, you then have to open port 443 in the Windows Firewall. Note
that this command won’t work if the network connection type on this ma-
chine is set to Public. In this case, you have to change the connection type

to private:
Set-NetConnectionProfile -NetworkCategory Private

For security reasons, you might want to disable the firewall rule for HTTP
that Enable-PSRemoting added:

Disable-NetFirewallRule -DisplayName "Windows Remote Man-

agement (HTTP-In)"

Our remote machine is now ready for PowerShell Remoting via HTTPS, and

we can configure our local computer.

3.4.3 Activate HTTPS on the local computer

Things are a bit easier here. First, you have to copy the certificate file to
where we exported our certificate. You can then import the certificate

with this command:

Import-Certificate -Filepath "C:\temp\cert"

-CertStoreLocation "Cert:\LocalMachine\Root"

Note that we need to store the certificate in the Trusted Root Certification
Authorities folder here and not in the Personal folder as we did on the
remote computer. Your computer trusts all machines that can prove their
authenticity with the help of their private keys (stored on the host) and

the certificates stored here.
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Consolel - [Console Root\ Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]
File  Action View Favorites Window Help
s @ Ba|c=H

-

“| Console Root Issued To lssued By
v ‘-“‘u Fer‘tificatas (Local Computer) (= Baltimore CyberTrust Root Baltimore CyberTrust Rool
- Personal . . _9JC|3553Pub|i( Primary Certification Authority Class 3 Public Primary Cer
v Fyséeeiﬁio[oai:;ertlflcatlon Authorities 5] Copyright (<) 1997 Microsoft Corp. Copyright (c) 1997 Micros
| Enterprise Trust =2/ DESKTOP-ETIFH3V DESKTOP-ETIFH3V
“| Intermediate Certification Authorities (=5l DigiCert Global Root CA DigiCert Global Root CA
| Trusted Publishers = DigiCert High Assurance EV Root CA DigiCert High Assurance E
“| Untrusted Certificates 3] Hotspot 2.0 Trust Root CA - 03 Hotspot 2.0 Trust Root CA
“| Third-Party Root Certification Authorities = Microsoft Authenticode(tm) Root Authority Microsoft Authenticodeit
7| Trusted People (= Microsoft ECC Product Root Certificate Autho... Microsoft ECC Product Re
7| Client Authentication Issuers _gJ Microsoft ECC T5 Root Certificate Authority 20... Microsoft ECC T5 Root Ce
| Preview Build Roots = Microsoft Root Authority Microsoft Root Authority
_| Test Roots (53] Microsoft Root Certificate Authority Microsoft Root Certificate
_| €5IM Certification Authorities 5] Microsoft Root Certificate Authority 2010 Microsoft Root Certificate
_| Remote Desktop =g Microsoft Root Certificate Authority 2011 Microsoft Root Certificate
~| Smart Card Trusted Roats gl Microsoft Time Stamp Root Certificate Authori... Microsoft Time Stamp Ror
~| Trusted Packaged App Installation Authorities || [1NO LIABILITY ACCEPTED, (c)97 VeriSign, Inc. NO LIABILITY ACCEPTED,
| Trusted Devices (53] Symantec Enterprise Mobile Root for Microsoft  Symantec Enterprise Mob
| Windows Live D Token lssuer = Thawte Timestamping CA Thawte Timestamping CA

Certificate in MMC on the local computer

By the way, this is why we don’t have to add the remote machine to the
TrustedHosts list. In contrast to PowerShell Remoting over HTTP, we can
be sure that the remote machine is the one it claims to be. This is the main

point of using HTTPS instead of HTTP.

We are now ready to enter a PowerShell session on the remote machine

via HTTPS:

Enter-PSSession -ComputerName myHost

-UseSSL -Credential (Get-Credential)

The crucial parameter here is -UseSSL. Of course, we still have to authen-

ticate on the remote machine with an administrator account.
You might receive this error message:

The SSL certificate is signed by an unknown certificate

authority.
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In that case you can just add the the -SkipCACheck parameter.
The Invoke-Command cmdlet also supports the -UseSSL parameter:

Invoke-Command -ComputerName myHost -UseSSL °

-ScriptBlock {Get-Process} -Credential (Get-Credential)

3.4.4 Conclusion

HTTPS doesn’t just add another encryption layer; its main purpose is to
verify the authenticity of the remote machine, thereby preventing man-
in-the-middle attacks. Thus, you only need HTTPS if you do PowerShell Re-
moting through an insecure territory. Inside your local network, with trust
relationships between Active Directory domain members, WSMan over

HTTP is secure enough.
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4 Just Enough Administration

4.1 JEA Session Configuration

If users want to connect to a remote PC via PowerShell without adminis-
trative privileges, they fail because of insufficient rights. This limitation can
be eliminated with the help of session configurations. Thereby it is not

necessary to grant standard users access to all functions of PowerShell.

The ability for remote management is one of the strengths of PowerShell.
It is not limited to interactive sessions in which commands are executed
on the remote computer. Rather, it also allows you to run scripts to help

automate tasks.
4.1.1 Session Configurations as a component of JEA

By default, this option is not available to standard users and their requests
will be rejected by the target computer. However, if you want to delegate
tasks to employees without administrative privileges, you have to relax

this strict rule.
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\ADixon> Enter-PSSession ws2019-VM2-L1

PS C:\Users\ADixon>

By default, users without administrative rights cannot establish a remote session with Pow-
erShell.

A session configuration serves this purpose. It determines who is allowed
to establish a session on a computer. This function is also performed by
the Just Enough Administration (JEA). JEA defines what the users are al-

lowed to do there via additional role capabilities files.

In many cases, however, you do not have to deal with the complete JEA,
but you can define the access rights and the available language elements

directly via a session configuration.

4.1.2 Restrictive standard configurations

Session definitions always control PowerShell access to a computer, even
if you have not created one of your own. By default, there are three Ses-
sion Configurations on each Windows computer, namely microsoft.pow-
ershell, microsoft.powershell.workflow and microsoft.windows.server-

managerworkflows.
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If you create a new session, such as with Enter-PSSession, and do not spec-
ify a particular configuration, then microsoft.powershell takes effect by de-
fault. As you can see from the command

Get-PSSessionConfiguration

on the target computer, this session configuration is reserved for admin-

istrators and members of the local group Remote Administration Users.

PS C:\Users\root.WINDOWSPRO>
PS C:\Users\root.WINDOWSPRO> Get-PSSessionConfiguration

: microsoft.powershell
¢ 5.1

¢ NT AUTHORITY\INTERACTIVE AccessAllowed, BUILTIN\Administrators AccessAllowed,
BUILTIN\Remote Management Users AccessAllowed

: microsoft.powershell.workflow
¢ 5.1

: BUILTIN\Administrators AccessAllowed, BUILTIN\Remote Management Users AccessAllowed

: microsoft.powershell32
.1

: NT AUTHORITY\INTERACTIVE AccessAllowed, BUILTIN\Administrators AccessAllowed,
BUILTIN\Remote Management Users AccessAllowed

: microsoft.windows.servermanagerworkflows
$ 3.0

RunAsUser
Permission : NT AUTHORITY\INTERACTIVE AccessAllowed, BUILTIN\Administrators AccessAllowed

Displaying the existing session configurations and their authorizations with Get-PSSession-
Configuration

4.1.3 Defining your own configurations

Theoretically, you could now simply change the security settings of this
configuration to give access for selected standard users. But you should

refrain from that and maintain a working configuration for admins.
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The simplest way to create a new session configuration is to execute a
command according to the following pattern on the target computer (also

called an endpoint in JEA jargon):
Register-PSSessionConfiguration -Name HelpDesk

E¥ Administ PowerShell - o
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

:\Windows\system: Register-PSSessionConfiguration HelpDesk
WARNIN Register nConfiguration may need to restart the WinRM s
using this name
In that case, a be required.
ed to Win owershell session configurations, such as
n configurations that are created with the
sionConfiguration cmd , are disconnected.

Microsoft.WSMan.Management\WSMan: : localhost\Plugin

Keys Name

{Name=HelpDesk} HelpDesk

PS C:\windows\system32> -

Create a new session configuration with Register-PSSessionConfiguration

Not much is gained with this command, because the new configuration is
only a copy of microsoft.powershell and does not allow users other than
admins to access the computer. Hence, you should define the permissions

when you create the configuration.
4.1.4 Defining permissions

This is done using the parameter SecurityDescriptorSdd|, but it needs the
permissions in the syntax of the Security Descriptor Definition Language
(bit.ly/33Xti8f). If you do not need to create Session Configurations too
often, you can save yourself this effort and use the parameter ShowSecu-

rityDescriptorU! instead:
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Register-PSSessionConfiguration -Name HelpDesk

-ShowSecurityDescriptorUI

This opens the dialog you already know from managing file permissions.

PS C:\Windows\system32>
PS C:\Windows\system32> Register-PSSessionConfiguration HelpDesk °

3 ed, certain system data struc
WinRM may
sions connected to Windows PowerShell session configurations
Microsoft.Powershell and n configurations that are created with the
Register-PSSessionConfiguration cmdlet, are disconnected.

WSManConfig: Microsoft.WSMan.Management\WSMan::localhost\Plugin

Type Keys Name

Container {Name=HelpDesk} HelpDesk

Managing Permissions for a Session Configuration

By adding local or AD groups and assigning them the desired privileges,
you determine who can use this configuration. To run a remote session,

the Execute permission is sufficient here.
4.1.5 Defining RunsAs users

So far you have already configured who is allowed to start a session on this
remote computer using the new configuration. In addition, you can also
specify under which user ID this should happen by passing the respective

ID to the RunAsCredential parameter:

Register-PSSessionConfiguration -Name HelpDesk

-RunAsCredential contoso\FLee

85



JEA Session Configuration

PS C:\Windows\system32>
PS C:\Windows\system32> Register-PSSessionConfiguration HelpDesk °
>> windowspro\FLee

Windows PowerShell credential request ? X

Enter your credentials.

User name: € windowspro\FLee

Password: ssssened]

Specify the account under which the remote session should run if it was started from session
configuration.

PowerShell then prompts for the password and stores it in the configura-
tion. If a user then connects to the target PC via a session configuration,
he or she will automatically work there in the context of this account. If
you do not use this option, the connection is made under the locally

logged on user.
4.1.6 Forcing restrictions for sessions

Working under a different account might give the users different permis-
sions in the file system, but functional restrictions imposed by a session
configuration apply regardless of the account used. The RunsAs account
therefore does not require any permissions in the Security Descriptor of

the session configuration.

The Register-PSSessionConfiguration cmdlet provides several parameters

that can be used to limit the users' options:
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e MaximumReceivedDataSizePerCommandMB: specifies the maxi-
mum amount of data in MB that can be transferred with one com-
mand (Default: 50MB).

e MaximumReceivedObjectSizeMB: determines the maximum size
of a single object that can be transferred (Default: 10MB)

e SessionType: decides which modules and snap-ins are available in
the session. These are none when the value is empty (and must be
explicitly added using the ModulesTolmport parameter, for exam-
ple). Default allows users to extend the functionality themselves
using Import-Module. Finally, RestrictedRemoteServer provides half
a dozen cmdlets.

All of the parameters described here, except Name, can also be used later
to customize the configuration using Set-SessionConfiguration

(bit.ly/33Y3KIi).
4.1.7 Additional options via configuration file

In many cases, Register-PSSessionConfiguration can create the necessary
context for users to perform specific tasks on the remote host. As an ad-
ditional option you can run a script when starting the session
(StartupScript parameter).

But if that is not enough, there are more options available with a configu-
ration file. This can be created with the New-PSSessionConfigurationFile
cmdlet. You can pass the desired settings to the configuration file either
as parameters (see the complete list here: bit.ly/33Tfeg8) or you can run

it in this minimalist form:

New-PSSessionConfigurationFile -Path .\MyConfig.pssc
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The file name requires the .pssc extension. Then open the file in a text

editor and add the desired settings, some of which are already available

and commented out.

[’ C\Users\ADixor\MyConfig.pss< - Notepads - - o x
Fle Edt Search View Encoding language Semings Tooks Macro Bun Plugini MWindow ? X
o ° LE TR = F * -
i WyCardg o 3 |

Pt

# Version number of the schema used for this document

SchemaVersion = '2.0.0.0'

# ID used to uniquely identify this document
GUID = '9daaeB2f-304a-4589-9044-6dc4faalsbel’

# Author of this document
Author = 'root'

# Description of the functionality provided by these settings
# Description = '*

# Session type defaults to apply for this session configuration. Can be 'RestrictedRemoteServer' (recommended)
sessionType = 'Default'

Directory to place session transcripts for this session configuration
TranscriptDirectory = 'C:\Transcripts\'

Whether to run this session configuration as the machine's (virtual) administrator account
RunAsVirtualAccount = $true

Scripts to run when applied to a session
ScriptsToProcess = 'C:\ConfigData\InitScriptl.psl’, 'C:\ConfigData\InitScript2.psl’

User roles (security groups), and the role capabilities that should be applied to them when applied to a ses
RoleDefinitions = @{ 'CONTOSO\SglAdmins' = @[ RoleCapabilities = 'SqlAdministration' }; 'CONTOSO\SglManaged'

Default file created by New-PSSessionConfigurationFile

The following are particularly useful to prevent users from potentially

har

mful actions:

LanguageMode with the values FullLanguage, RestrictedLanguage,
ConstrainedlLanguage, NolLanguage: The latter allows only the exe-
cution of cmdlets and functions, other language resources are not
available. FullLanguage offers the full range of language capabili-
ties, the other two lie between these two poles.

VisibleAliases, VisibleCmdlets, VisibleFunctions, VisibleProviders:
These allow you to specify which aliases, cmdlets, functions, and
providers are available in the session. You can use wildcards and
specify multiple values as array.
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4.1.8 Limiting access to cmdlets

To restrict the available cmdlets to those which only read and do not write,

you could use the expression Get*, Select*:

New-PSSessionConfigurationFile -Path .\MyConfig.pssc

-VisibleCmdlets "Get*","Select*"
Then, you adjust the Session Configuration based on this file:

Set-PSSessionConfiguration -Name HelpDesk

-Path .\MyConfig.pssc

E¥ Adminustrator: Windows PowerShel o

PS C:\Users\root.WINDOWSPRO>

PS C:\Users\root.WINDOWSPRO> New-PSSessionConfigurationFile .\MyConfig.pssc

>>

PS C:\Users\root.WINDOWSPRO>

PS C:\Users\root.WINDOWSPRO> Set-PSSessionConfiguration HelpDesk .\MyConfig.pssc

WARNING: Set-PSSessionConfiguration may need to restart the WinRM service if a configuration using

this name has recently been unregistered, certain system data structures may still be cached. In that
case, a restart of WinRM may be required.

A1l WinRM sessions connected to Windows PowersShell session configurations, such as

Microsoft.PowerShell and session configurations that are created with the
Register-PSSessionConfiguration cmdlet, are disconnected.

PS C:\Users\root.WINDOWSPRO>

Create the configuration file and assign it to a new session configuration.

If you now try to establish an interactive remote session with the com-

puter, you will fail, because not all necessary commands are available:

Enter-PSSession -ComputerName remote-pc

-ConfigurationName HelpDesk
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il e
ICopyright (C) Microsoft Corporation. All rights reserved.

Ps C:\Users\wolf> Enter-pPSSession winl0-1809-en HelpDesk

Ps c:\Users\wolf>

The reduced range of functions is not sufficient for an interactive session.

Therefore, a user with this session configuration is restricted to issuing

commands remotely, for example, using a command like this:

Invoke-Command -ComputerName remote-pc

-ConfigurationName Helpdesk {Get-ChildItem}
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£ CAWindows\System32\WindowsPowerShellv1 0\ powershell.exe
OV_\.'S POWGI"S‘\E_ a .
copyright (C) Microsoft corporation. A1l rights reserved.

PS C:\Users\ADixon> Invoke-Command Winl10-1809-en °
>> Helpdesk {Get-childIitem}

Directory: C:\Users\ADixon\Documents

LastwriteTime Length Name PSComputerName

3701 Get-Al1GPoSettings-ts. Winl0-1809-en

psl
7/8/2020 4:53 PM 7825 Get-AllGPosettings.psl Winl0-1809-en

PS C:\Users\ADixon>

Issuing a command remotely in a restricted session using Invoke-Command
4.1.9 Assign a configuration to a session

As the two commands above show, you have to specify the desired session
configuration using the ConfigurationName parameter. If you don't do
that, microsoft.powershell will be applied and non-administrative users
will be kept out. But you can specify which configuration is used by default

with the variable SPSSessionConfigurationName.

Finally, you can remove session configurations that you no longer need by
using the Unregister-PSSessionConfiguration cmdlet. It requires only the

name of the configuration as its arguments.
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4.2 Defining and assigning role functions

Just Enough Administration (JEA) allows users without administrative priv-
ileges to perform management tasks. JEA is based on session configura-
tions that determine who gets access. Role capabilities then define the

means available for them in PowerShell.

You can already control some of the properties when you create or change
a session configuration with Register-PSSessionConfiguration or Set-PSSes-
sionConfiguration. You get more options by using a configuration file
(.pssc). Here, a certain language mode can be enforced or access to spe-

cific cmdlets can be restricted.

However, if you need a more complex set of rules to tailor the options in
a session to the needs of specific tasks, then you should define the role

functions in a separate .psrc file.
4.2.1 More flexibility using role capability files

This has at least two advantages. First, you have to update a session con-
figuration every time you change role functions directly in its configuration
file, and then restart WinRM. In contrast, external role definitions are

simply read in at runtime.

Secondly, independent role capability files can be assigned to several ses-
sion configurations, so that redundant information can be avoided. Con-
versely, it is also possible to use several of these role functions in a single

session configuration so that they can be structured modularly.
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4.2.2 Generating a role capability file

The files with the .psrc extension to describe role capabilities are text files.

A skeleton file can be created with the command:
New-PSRoleCapabilityFile -Path MyRCF.psrc

It contains all available options plus the corresponding description in a
commented form, so that you can edit them right away in an editor. When
creating the file, you could also use the numerous parameters of New-
PSRoleCapabilityFile (bit.ly/2NTpO12) to set various settings.

[ CAUsers\ADmon\MyRCF psrc - Notepads+ - o x
Eile Edit Seach V)

ding Langusge Seftings Tgoks Mscre Fun Plugine Window 1 X

cHHE 3 H& 2Ccmayglax M EREA e BN EB
AW ACr o O |
# Company associated with this document
CompanyName = 'Unknown'
# Copyright statement for this document
Copyright = '(c) 2020 root. All rights reserved.'
# Modules to import when applied to a session
# ModulesToImport = 'MyCustomModule', @{ ModuleName = 'MyCustomModule'; ModuleVersion = '1.0.0.0"; GUID = "4

7

Aliases to make visible when applied to a session
# visiblealiases = 'Iteml', 'Item2'

/

1%¢ Cmdlets to make visible when applied to a session
# visibleCmdlets = 'Invoke-Cmdletl®, @{ Name = 'Invoke-Cmdlet2'; Parameters = @[ Name = 'Parameterl'; validaf

# Functions to make visible when applied to a session
# VisibleFunctions = 'Invoke-Functionl', @{ Name = 'Invoke-Function2'; Parameters = @{ Name = 'Parameterl’; Y

£

-

External commands (scripts and applications) to make visible when applied to a session
# VisibleExternalCommands = 'Tteml’, 'Item2'

# Providers to make visible when applied to a session
4 # visibleProviders = 'Iteml', 'Item2'

# Scripts to run when applied to a session
ScriptsToProcess = 'C:\ConfigData\InitScriptl.psl', 'C:\ConfigData\InitScript2.psl"'

# Aliases to be defined when applied to a session
# AliasDefinitions = @{ Name = 'Aliasl'; Value = 'Invoke-Aliasl'}, @{ Name = 'Alias2'; Value = "Invoke-Alias:

Example of a Role Capability File and its options

One of the most important aspects of a role definition is to restrict ses-
sions to specific cmdlets, functions, aliases, or variables. The use of

cmdlets can be limited down to the level of individual parameters.
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4.2.3 Compiling VisibleCmdlets via GUI

It is relatively time-consuming if you want to manually enter such detailed
information in the .psrc file. This job is simplified by the JEA Helper Tool
(bit.ly/20ILUYX), a PowerShell script with GUI. On the Role Capabilities De-
sign tab, you can interactively compile the list of cmdlets that the users of
a particular session are allowed to see.

EN JEA Helper Tool X

ﬂ:reate or Edit Role CapahiliMnle Capabilities Design\\ Configurations Listing, Mapping and Testing\\/SDDL Helper

In this tab, you can create the VisibleCmdlets section of Role Capabilities, and copy/paste them in your files or the first tab

You can start from... \ [ Evisting role capability. | | Auditlog | |Replacegrid v

Qr you can pick a cmdlet and

~ontionally - propertics \ Mew-GPO v Name v Add to Grid
odule,

Or you can add a full/partial m

G Poli C Add to Grid Add Get-* onl Filter Cmalet: Ret Filtes
or use it to filter the cmdlets list bl 2= ‘ ‘ S | ‘ B | ‘ T |
Module to import Import Module
Or you can pick SMA Runbook(s) Add to Grid
Module Name Parameter ValidateSet ValidatePattern

New-GPO Name
New-GPO Domain
New-GPO Server

OO0

I Add Row | [ Remove Selected Rowfs) | [ Remove AllRows | [ Refresh Role Capability Output |

VisibleCmdlets= @{Name ='New-GPO"; Parameters= @{Name="Name'}, @{Name="Domain’}, @{Name="Server}}

VisibleFunctions=

Copy to Clipboard

Selecting the cmdlets that you want to use for a session configuration

If you select a module from the drop-down in the third row and then click
on Filter Cmdlets, the list in the second row is reduced to the cmdlets of

that module. After you have selected a cmdlet, a drop-down menu opens
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next to it with all of its parameters. Here you can select individual param-
eters or mark none of them in order to enable all of them.

E¥ JEA Helper Tool x

/Create or Edit Role CapahiliWRﬂle Capabilities Design\\/Conﬂgurat\'Dns Listing, Mapping and TEstinMDDL Helper

In this tab, you can create the VisibleCmadlets section of Role Capabilities, and copy/paste them in your files or the first tab

You can start from... | Existing role capability... | ‘ Auditlog Replace grid I
o] k dlet and A

ryou can pick a cmdlet an Stop-VM . [ AddwGrd |
- optionally - properties

[ CimSession
Cr you can add a full/partial module, Hyper-V/ " 'Add to Grid
or use it to filter the cmdlets list [ ComputerName
Module to import [ Cradential
Or you can pick SMA Runbook(s) Ll Add to Grid
N,
Module Name Parameter ValidateSet ValidatePattern Ol Name

) New-GPO Name O save

] New-GPO Dormain ] Tumoft

0J New-GPO Server o

] Get-VM [ Force

O Get-Command

O Measure-Object | Property O aslon

] Measure-Object | Sum [ Passthru

] Measure-Object | Average

O Measure-Object | Maximum

O Measure-Object | Minimum

[ Add Row | [ Remove Selected Row(s) | [ Remove AllRows | [ Refresh Role Capability Output |

VisibleCmdlets=@{Name ='New-GPO'; Parameters=@{Name="Name'}, @{Name="Domain’}, @{Name="Server}}

'Get-VM',

'Get-Command',

@{Name ='Measure-Object’; Parameters=@{Name="Property’}, @{Name="Sum'}, @{Name="Average’}, @{Name="Maximum’}, @
[Mame="Minimum’} }

VisibleFunctions=

Copy to Clipboard

Selecting the allowed parameters of a cmdlet

The tool offers additional features such as creating a .psrc skeleton with
New-PSRoleCapabilityFile or a new session configuration. Because of the

cumbersome operation, you will usually do without it.
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4.2.4 Saving the role capability file

Once you have created the list of permitted cmdlets and parameters, you
can add them to the .psrc file. You save this file in a directory called

RoleCapabilities under

$env:ProgramFiles\WindowsPowerShell\Modules
4.2.5 Assigning role functions to session configuration

The last step is to link the role capabilities to the desired session configu-
ration. To do this, edit the configuration file with the extension .pssc and

add the role functions there.

Since you create this file automatically at the beginning, this (commented
out) section for RoleDefinitions should already be there:

# RoleDefinitions = @{ 'CONTOSO\SglAdmins' = °

@{ RoleCapabilities = 'SglAdministration' };

'CONTOSO\SglManaged' = @{ RoleCapabilityFiles =

'C:\RoleCapability\SglManaged.psrc' };

'CONTOSO\ServerMonitors' =

@{ VisibleCmdlets = 'Get-Process' } }

Following the same pattern, you now add your own entry, whereby you
have 3 options, as shown in the example. The last of these defines the
allowed cmdlets directly in the Session Configuration File and is therefore

not applicable if you use a .psrc file.

If you save your .psrc file under the name Sq/Managed.psrc in the module

path as described above, the entry could look like this:
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RoleDefinitions = @{ 'contoso\SglAdmins' =

@{ RoleCapabilities = 'SglAdministration' }};

This gives the SqlAdmins group from the contoso domain the role capabil-

ities defined in Sqg/Managed.psrc.

B EwCotgpmec 0|

GUID = '9daae82f-304a-4589-9044-6dc4faalsse2’

# Author of this document
Author = 'root'

# Description of the functionality provided by these settings
# Description = ''

# session type defaults to apply for this session configuration. Can be 'RestrictedRemoteServer
(recommended), 'Empty', or 'Default'
SessionType = 'Default’

-

Directory to place session transcripts for this session configuration
TranscriptDirectory = 'C:\Transcripts\'

-

# Whether to run this session configuration as the machine's (virtual) administrator account
# RunAsVirtualAccount = $true

# Scripts to run when applied to a session
# ScriptsToProcess = 'C:\ConfigData\InitScriptl.psl', 'C:\ConfigData\InitScript2.psl’'

# User roles (security groups), and the role capabilities that should be applied to them when applied to a
leDefinitions = @{ 'CONTOSO\SqlAdmins' = @{ RoleCapabilities = 'SqlAdministration' };
'CONTOSO\SqlManaged' = @{ RoleCapabilityFiles = 'C:\RoleCapability\SglManaged.psrc' };
'CONTOSO\ServerMonitors' = @{ VisibleCmdlets = 'Get-Process' } }

Role capability file outside of module path

Visible commands without .psrc file

Options for defining role capabilities in a session configuration file

If you have chosen a different location to save the file, then you have to
proceed as shown in the last entry in the example and enter the name of

the file including the path as value for RoleCapabilityFiles.

Finally, you have to update the session configuration using the following

command:

Set-PSSessionConfiguration -Name MySessionConfig

-Path .\MyConfig.pssc
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5 Audit PowerShell activities

5.1 Log commands in a transcription file

In order to detect the abuse of PowerShell, you can record all executed
commands and scripts. There are two mechanisms for this, one of them
writes all input and output to a file. It is recommended to store the col-

lected data in a central location.

Microsoft describes the form of recording, where PowerShell logs all pro-
cessed inputs and the resulting output in one file, as "over-the-shoulder-
transcription". This term reflects that PowerShell writes to a file what an
observer would see when he looks over the shoulder of the user during

his PowerShell session.
5.1.1 Activate logging using a cmdlet

This variant has been around since the early days of PowerShell and, in the
past, could be controlled only explicitly by using the Start-Transcript and
Stop-Transcript cmdlets. To enable automatic recording of the commands,

you had to include the Start-Transcript call in the PowerShell profile.

Not only is this cumbersome if you have to configure many machines in
this way, but it is also relatively easy for an attacker to circumvent this
method. However, explicitly starting and stopping the recording using a
cmdlet can be useful if you include it in your own scripts to see what out-

put they produce.
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5.1.2 Enabling transcripts via GPO

Since PowerShell 5, you can turn on transcripts using group policy. The
corresponding setting is called Turn on PowerShell Transcription and can
be found under Policies => Administrative Templates => Windows Compo-

nents => Windows PowerShell.

& Turn on PowerShell Transcription o X
E} Turn on PowerShell Transcription Previous Setting Next Setting
(O Not Configured Comment:
(® Enabled
O Disabled
Supported on: [ At jeast Microsoft Windows 7 or Windows Server 2008 family
Options: Help:
Transcriot output directory . . . . . o)
This policy setting lets you capture the input and output of Windows
l\\wszmQ-en\Users\Puinc\PSLud | PowerShell commands into text-based transcripts.
[ Include invocation headers: If you enable this policy setting, Windows PowerShell will enable
transcripting for Windows PowerShell, the Windows PowerShell ISE, and any
other

applications that leverage the Windows PowerShell engine. By default,
Windows PowerShell will record transcript output to each users' My
Documents

directory, with a file name that includes 'PowerShell_transcript’, along
with the computer name and time started. Enabling this policy is equivalent

to calling the Start-Transcript cmdlet on each Windows PowerShell
session.

If you disable this policy setting, transcripting of PowerShell-based
applications is disabled by default, although transcripting can still be enabled
through the Start-Transcript cmdlet.

If you use the OutputDirectory setting to enable transcript logging to a
shared location, be sure to limit access to that directory to prevent users v

Enable PowerShell transcripts via GPO. Optionally, specify a separate directory and activate
the timestamp.

If you activate it under both branches (computer and user configuration),

the setting is enforced at the computer level.
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5.1.3 Own log file for each session

By default, the feature creates a directory in the user's profile for each day
and writes the entries for each session to a separate text file, whose name
consists of "PowerShell_transcript" plus the hostname of the computer

and a random number.

Name

™ PowerShell_transcript WINTOENT-VM1-L1.NTjMztd2.20190607 195746.txt
!E." PowerShell_transcript. WINTOENT-VM1-L1.jXK722NC.20190607 195547 .txt
ﬁ.‘l PowerShell_transcript WIN10-1903.9+IrvEor.20190607195401.txt

il PowerShell_transcript. WINTOENT-VM1-L1.GAWmMITGZ.20190607 164430.txt
il PowerShell_transcript. WIN10-1903.UC2p1Y8y.20190607 162745.txt

[;1' PowerShell_transcript. WIN10-1903.0cxR5xZ3.20190607145154.txt

,ﬁ‘;’, PowerShell_transcript. WIN10-1903.Fmx5FI+s.20190607152736.txt

PowerShell creates a separate log file for each session on each computer.

Of course, it makes sense to store the records centrally on a shared direc-
tory on the network. The Start-Transcript cmdlet uses the OutputDirectory
parameter to redirect output from the default directory to another. The
GPO setting for activating the transcripts includes a separate input field

for this purpose.
5.1.4 Protecting the log directory

Usually you will want to avoid that users read or even change the contents
of these log files. On the one hand, they may contain sensitive information

such as passwords, on the other hand, the necessary write permission
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would make it easy for an attacker to cover his tracks. Therefore, you have
to prevent users from viewing the files and their contents.
For this purpose, Microsoft recommends restricting the NTFS rights on the

shared directory.

Permission Entry for PSLog

Principak  Everyone Select a principal
Type: Allow .

Applies to:  This folder, subfolders and files v

Show advanced permission:

Basic permissions:
[]Full contrel

[ Modify
[JRead & execute

[ List folder contents
[JRead
A Write

[[] Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add 3 condition

Everybody' gets only the rights to 'Read' and 'Write'.

Specifically, you should proceed as follows:
e Disable inheritance for the configured log directory, remove all ex-
isting permissions
e Administrators get full access
e fveryone gets the right to 'Write'

e Creator owner is deprived of all rights
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Advanced Security Settings for PSLogs a X
Name: C:\Users\Public\PSLogs
Owner: Wolfgang Sommergut (WINDOWSPRO\Wolf) Change

[[J Replace owner on subcentainers and objects
Permissions Auditing Effective Access  Central Policy

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
82 Allow  Everyone Write None This folder, subfolders and files
82 Allow Domanen-Admins (WINDOW... Full control None This folder, subfolders and files
8% Allow  CREATOR OWNER None None Subfolders and files only

Add Remove View

Enable inheritance

ion entries with inheri

Cancel | apply
Permissions for the PowerShell log directory

Another option for both Start-Transcript and GPO settings is to write a

header for each call. This contains a timestamp for the respective com-

mand.
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1) PowerShell_transcript WIN10-1809-EN.ZF4FXEDN. 2020071521035 ¢ - Notepad
File Edit Format View Help

[rrsssxsxnsanesnsxnnnnn

Windows Powershell transcript start

Start time: 20200715210335

Username: WINDOWSPRO\ADixon

RunAs User: WINDOWSPRO\ADixon

Configuration Name:

Machine: WIN1@-1809-EN (Microsoft Windows NT 10.0.17763.0)
Host Application: C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe
Process ID: 7948

PSversion: 5.1.17763.1007

PSEdition: Desktop

PSCompatibleversions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17763.1007
Buildversion: 10.0.17763.1007

CLRVersion: 4.0.30319.42000

WSMansStackversion: 3.0

PSRemotingProtocolversion: 2.3

Serializationversion: 1.1.0.1

B —— X ERERERREE

Command start time: 20200715210347

AR E AR AR AR AR

PS C:\Users\ADixon> Get-Volume

DriveLetter FriendlyName FileSystemType DriveType HealthStatus OperationalStatus SizeRemaining Size

profile-ADixon NTFS Fixed Healthy oK 28.78 GB 29.3 GB

Recovery NTFS Fixed Healthy 0K 482.8 MB 499 MB
C NTFS Fixed Healthy oK 31.65 GB 63.4 GB
D Unknown CD-ROM Healthy unknown 0B 0B

Command start time: 20200715210600

....... EEEEREEEERERREE

B SN R\ RS St Rk e b i W e o L

Transcript with header and timestamp for each command

If this option is used, the volume of recorded data increases considerably.
Since the header in each file already contains detailed information about
the session, you will usually not need the additional time stamp for each

action.
5.1.5 GPO does not work for PowerShell 6/7

The PowerShellExecutionPolicy.admx administrative template writes only
the registry values for Windows PowerShell, so that EnableTranscripting

does not affect PowerShell Core or PowerShell 7.

For version 6, you must therefore set the required key in the registry your-
self. The following content for a .reg file shows the names of the two

DWORDs and the path where you have to create them.
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Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Pow-
erShellCore\Transcription]
"EnableTranscripting"=dword:00000001

"OutputDirectory"="\\server\\pslogs"

If you want to set these settings on a larger number of computers, it is

recommended to adjust the registry using the Group Policy Preferences.
PowerShell 7 comes with its own ADMX template which can be copied to
%systemroot%\policydefinitions or to the Central Store. The settings for
version 7 are located in the GPO Editor directly under Administrative Tem-
plates in the PowerShell Core container (both computer and user).

File Action View Help
eS| am Eml Y

i/ PowershellLogging [WS2012-DCWINDOWSPRO.LO| | Setting State Comment
v & ‘°’:F':“" Configurstion £ Console session configuration Not configured No
olicies
Prefipances £/ Tum on Module Logging | & 1, on powershell Transcription o X
] Tum on PowesShell Script §
v o User Configuration \ 2 Toen on Script Eecut
v B Policies ) Tum on Script Execution Tutn on PowerShell Transcription
Settoiri sl 18 Tum on PowerShel Transcr = Brido ko] (RSt SEey
o £ Set the default source path| _
Windows Settings @ NotConfigured  Comment
~ ) Administrative Templates: Policy definitic
Control Panel O Enabled
Desktop o
Google Of et
Microsoft Access 2016 Supported 00 "2 jeast Microsoft Windows 7 or Windows Server 2008 family
Microsoft Edge
Microsoft Edge - Default Settings (use
Microsoft Excel 2016 Options: Help:
Microsoft Office 2016
1 Microsoft OneNote 2016 Jse Windows PowerShell Policy setting
Microsoft Outlook 2016 This policy setting lets you capture the input and output of
Microsoft PowesPoint 2016 Toonaciipt outpt directory PowerShell Core commands into text-based transcripts.
Microsoft Project 2016 If you enable this policy setting, PowerShell Core will enable
Microsoft Publisher 2016 transcription logging for PowerShell Core and any other
Microsoft Visio 2016 include invocation headers applications that leverage the PowerShell Core engine. By
Microsoft Word 2016 default, PowerShell Core will record transcript output to each
Reciie users' My Documents
) directory, with a file name that includes
—_— ‘PowerShell_transcript’, along with the computer name and time
PowerShell Core started. Enabling this policy is equivalent
Shared Folders to calling the Start-Transcript cmdlet on each PowerShell
Skype for Business 2016 Core session.
tart Menu and Taskbar
2 LT f you dissble this policy setting, transcription logging of
1 System PowerShell-based applications is disabled by defaul, although
Windows Components transcripting can still be enabled
Al Settings through the Start-Transcript cmdlet.
Preferences
f you use the OutputDirectory setting to enable v
< > |\ Btended ), Standard oK Cancel

6 setting(s)

Enabling Transcription Logging for PowerShell 7 via Group Policy
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The policies are largely identical to those for Windows PowerShell, and the
same is true for Turn on PowerShell Transcription. It is particularly useful
that each setting has the option Use Windows PowerShell Policy setting so

that you don't have to manage PowerShell 7 separately.
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5.2 Scriptblock logging: Record commands in the
event log

To detect suspicious activities, it is helpful to have all executed commands
recorded. In addition to recording the history in a text file, PowerShell has

also supported logging in the event log since version 5.

PowerShell v5 included several innovations in logging. It extended the
older method, the so-called "over-the-shoulder transcription,” to all PS
hosts, including ISE, and hence was no longer limited to the command line.

Furthermore, this feature can now also be activated via group policies.
5.2.1 Logging the actual commands

The recording of all commands in a text file has been complemented by
the so-called deep scriptblock logging. It not only uses the Windows event
log instead of a text file, but also records all commands exactly as executed

by PowerShell. This way, malicious activity does not easily go unnoticed.

This applies, for example, to the use of dynamic code generation, where
commands are stored in a variable and then executed with the help of
Invoke-Expression. The feature also reveals attempts to hide command se-

guences by encoding them using Base64.
5.2.2 Activation only via GPO

While transcriptions can also be explicitly turned on and off using the

Start-Transcript and Stop-Transcript cmdlets, you can enable script block
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logging only by using GPOs or by setting the appropriate registry key di-

rectly. Therefore, there is still a need for the older method, such as record-

ing the output in your own scripts.

File Action View Help
o nm=EmE Y
| Sound Recorder
Speech
Stere
Sync your settings
Tablet PC
] Task Scheduler
Text Input
1 Windows Calendar
Viindows Color System

Windows Customer Experience Imprevement Program

1 Windows Defender Antivirus
Windows Defender Application Guard

| Windows Defender Exploit Guard
Windows Defender SmartScreen
Windows Error Reporting

1 Windows Game Recording and Broadcasting
Windows Hello for Business

7 Windows Ink Workspace
Windows Installer

| Windows Logen Options

| Windowes Media Digital Rights Management
Windows Media Player

°| Windows Messenger
Windows Mobility Center

| Windows PowerShell

| Windows Reliability Analysis
Windows Remote Management (WinRM)

| Windows Remote Shell
Windows Security

| Windows Update

] Work Folders

Al Settings
] Preferences
v g, User Configuration
Palirise

5 setting(s)

| Setting
] Turn on Module Logging
B Tum on PowerShell Script Block Logging

# Turm on PowerShel Script Block Logging
B=] Tum on PowerShell Script Block Logging
) Not Configures  Comment:

@® Ensbles

O Disabled

State Comment
Net configured Ne
Nt configured No
o %
Brevious Setting | Next Setting

Supported on: [ ¢ least Microsoft Windows 7 or Windows Server 2008 family

Options:

Helpe

] Log script block invocation start / stop events:

This policy setting enables logging of all PowerShell script
input to the Microsoft-Wind VOp
log. ¥ you ensble this policy setting,

Windows PowerShell will log the processing of commands,
script blocks, functions, and scripts - whether invoked
interactively, o through sutomation.

If you disable this policy setting, logging of PowerShell
script input i disabled.

If you enable the Script Block Invocation Logging.
PowerShell additionally logs events when invocation of a
command, script block, function, or script

starts or stops. Enabling Invocation Logging generates a
high volume of event logs.

Note: This policy setting exists under both Computer
Configuration and User Configuration in the Group Policy Editor.
The Computer Configuration policy setting takes precedence
over the User Configuration policy setting. v

Group policy to enable deep scriptblock logging

(5] o oo

The relevant GPO setting is called Turn on PowerShell Script Block Logging
and can be found under Policies > Administrative Templates > Windows
Components > Windows PowerShell. If you configure it under Computer

and User Configuration, the former setting prevails.

If you select the option for start/stop, then you should expect a consider-
ably higher data volume because markers for the start and stop of all

events will be written to the log.
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5.2.3 Preparing the event log

While you prepare the logging in text files by creating a directory on a file
share and assigning the necessary access rights, different preparatory

work is required for the newer logging.

Start by changing the maximum size of the event log from the default of
20 MB to a significantly higher value. This is required for two reasons: First,
depending on the configuration of the logging feature, a relatively large
amount of data is accumulated. Second, attackers should not be able to
simply cover their tracks by filling up the log relatively quickly with unsus-

picious entries.

Since the evaluation of the logs is left either to scripts developed for this
purpose or to SIEM tools, the recorded events are needed at a central lo-
cation. For this purpose, forward the entries written by PowerShell to a

computer in the network.

& Windows PowerShell - o x
PS C:\Users\wolf.WINDOWSPRO> Get-WinEvent *PowerShell*
LogMode MaximumSizeInBytes RecordCount LogName

15728640 p Windows PowerShell

15728648 47 PowerShellCore/Operational

15728640 6136 Microsoft-Windows-PowerShell/Operational
1848985600 0 Microsoft-Windows-PowerShell/Admin

1052672 @ Microsoft-Windows-PowerShell-DesiredStateConf...

The logging is done under PowerShell/Operational

5.2.4 Event IDs

The logging takes place in the application log under Microsoft=> Windows

=> PowerShell => Operational, and the commands are recorded under
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event ID 4104. If you also record start and stop events, these appear under
the IDs 4105 and 4106.

File Action View Help

= nm

v

@] Event Viewer (Local)

2 Custom Views
| ServerRoles
W Administrative Events
W Audit registry
& Windows Logs
& Applications and Services Logs
. 1 Subscriptions

Name Description
ServerRoles
Administrative Events __ Critical, Error and Warning events from all administrative logs
Create Custom View X
Filter XML
Logged: Any time v

Eventlevel [ Critical [] Waming [ Verbose

[ emor [ Information

O Bylog Event logs: |M|(rosoﬂ-Wmdows-PowerShell/Admln,Mncro~ =
@® Bysource  Event sources: (Microsoft PowerShell), | v
(] PowerCpl Al

Includes/Excludes Event IDs: E: Power-Meter-Polling - 2s.To

exclude criteria, type a minus sirt/] PowerShell (Microsoft-Windows-PowerShe|
[4] PowerShell (PowerShell)

‘<A|| Event IDs] [ PowerShellCore I

R E—

Task category: [] PptpMiniport -

(] PrimaryN ==

-

] y
igeni ] [] Print8BRM
[] PrintService

User: \‘A"ULD PrintService-USBMon

——————————T] PriResources-Deployment —
-] Process Exit Monitor _.J

Computer(s): <Al Comp
[] Processor l
[[] Processor-Aggregator =
[] ProcessStateManager
[] Program-Compatibility-Assistant v
< > l Cancel

Custom filter in the event viewer for recorded script blocks

If you want to set up a user-defined filter for the recorded commands in

the event viewer, activate as source

PowerShell (Microsoft-Windows-PowerShell),
PowerShell (PowerShell)

PowerShellCore

In addition, select Warning as the event type and enter 4104 as the ID.
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5.2.5 Merging command sequences

While transcripts can write their data to a text file with virtually no limits,
the script block field in the event log limits the length of the record. There-

fore, longer scripts are split up and span several entries.

On Microsoft Docs, there is a template for a PowerShell script that can be
used to reassemble the log fragments. If for example you want to string
together all recordings for a process with ID 6524, then you could proceed

as follows:

Screated = Get-WinEvent -FilterHashtable
@{ProviderName="Microsoft-Windows-PowerShell"; Id=4104}

where ProcessId -eq 6524

S$sortedScripts = Screated | sort {$_ .Properties[0].Value}
SmergedScript = -join ($sortedScripts |

foreach {$_ .Properties([2].Value})

5.2.6 Script block logging for PowerShell Core

As with transcripts, group policy enables logging of script blocks only for
Windows PowerShell. It has no effect on PowerShell Core 6.x and its suc-

cessor, PowerShell 7.

If you want to record the commands for version 6.x in the event log, you
have to set the registry key yourself. To do this, create the ScriptBlockLog-
ging key under

HKLM\SOFTWARE\Policies\Microsoft\PowerShellCore
and assign the value 1 to EnableScriptBlockLogging.

The following instructions in a .reg file will accomplish this task:
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Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Pow-
erShellCore\ScriptBlockLogging] "EnableScriptBlockLog-
ging"=dword: 00000001

PowerShell 7, on the other hand, includes its own ADMX template, which
you can copy to %systemroot%\policydefinitions or to the central store. It
contains all the settings known from PowerShell 5, including those for

scriptblock logging.

Group Pelicy Management Editor _ o o«
Ble Action View Help
.| n 7] T
w 11 Policies || setting State Comment
Saftare Settings ] Console session configurstion Nt configured Ne
Windows Settonrs £ Turn on Module Logging Not configured Ne
v 1 Administative Templates Polcy defintions (A0M fs) retieved from the centrlstore. | 1 (HOT R RIS L L Nt configured e
Control Panel - ! !
FSLogix [E] Tum on Script Exscution Not configured No
] Googte ] Turn on PowerShell Transcription Not configured No
) 1] Set the default source path for Update-Help Nt configured No

| Microsoft Edge
| Microsoft Edge - Default Settings (users can override)
| Microsoft Edge Update
1 Microsoft Office 2016 (Maching)
1 Microsoft PowerPoint 2016 (Machine)
Mozila
Netwark
PowerShell Core
Printers

Skype for Business 2016
Specops Authentication Client
Start Menu and Taskbar
System
Windows Companents
Al Settings
Preferences
~ ¢, User Configuration
~ 1 Policies
Saftware Settings
Windows Settings
v (1 Administrative Templates: Policy definitions (ADMX files) retrieved from the central store.
Control Panel
Desktop
Google
Microsoft Access 2016
Microsoft Edge

Group policy settings for PowerShell 7

Finally, it should be noted that the log entries for PowerShell Core are lo-
cated directly under the Applications and Services logs. The event IDs for

logging are the same as for Windows PowerShell.
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5.3 Issuing certificates for document encryption

Beginning with version 5, PowerShell supports the IETF standard Crypto-
graphic Message Syntax (CMS) to encrypt data or log entries. It requires a
certificate that has been issued specifically for this purpose. If you want to
request the certificate from a Windows CA, you must first set up a tem-

plate for it.

Microsoft's instructions, for example, for Protect-CmsMessage
(bit.ly/2XPVQzB), always describe the procedure for issuing a self-signed
certificate with certreq.exe for document encryption. They pack the data

for requesting the certificate into an .inf file according to the following

pattern:

[Version]

Signature = "$Windows NTS$"

[Strings]

szOID ENHANCED KEY USAGE = "2.5.29.37"

szOID DOCUMENT ENCRYPTION = "1.3.6.1.4.1.311.80.1"
[NewRequest]

Subject = "cn=me@somewhere.com"

MachineKeySet = false
KeyLength = 2048

KeySpec = AT KEYEXCHANGE
HashAlgorithm = Shal
Exportable = true

RequestType = Cert
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KeyUsage = "CERT _KEY ENCIPHERMENT KEY USAGE |

CERT DATA ENCIPHERMENT KEY USAGE"

ValidityPeriod = "Years"

ValidityPeriodUnits = "1000"

[Extensions]

%$5z0ID ENHANCED KEY USAGES$ = "{text}%szOID DOCUMENT EN-
CRYPTIONS"

To request the certificate, use the command:
certreq -new <INF-file-name>.inf <Certificate-name>.cer

The certificate is automatically copied to the local certificate store of the
logged-on user. If needed, you can export it and transfer it via GPO to the

computers on which you want to encrypt data (bit.ly/300QJ40).

5.3.1 Creating a template for enterprise CA

If you prefer a certificate issued by an internal Windows CA instead of a
self-signed certificate, the required template is missing by default. If you

want to create one, you can follow the settings of the above .inf file.

First, open the Certificate Templates Console, certtmpl.msc, and duplicate

asuitable existing template. In our example, we will use the template User.

113


https://bit.ly/30OQJ4o

Issuing certificates for document encryption

& Certificate Templates Console
File Action View Help

L EREI Mo

2 Certificate Templates (WS2012-1 Template Display NamAe Schema Version
&l Arbeitsstationsauthentifizierung 2
i3] Authentifizierte Sitzung 1
13 Basis-EFS 1
IR
gg Duplicate Template
& Cod  AllTasks >
3 Con . 1
Hpok  Froperties 2
& Don Help 1
1#] Domanencontrolierauthentitizierung 2

Duplicate an existing template as a basis for the new template for document encryption

Then assign the name for the new template under the General tab and

determine the template's period of validity.

B Certificate Templates Console
File Action View Help

= @ E=H
& Certificate Templates (WS2012-[

Template Disp
& Administrd
] Arbeitsstat]
{3 Authentifiz
4 Basis-EFS
& Benutzer
4] CEP-Versch
& Codesignal
& Computer
& Dokument]
+# Domanend
& Dominend
4] EFS-Wiede
& Enroliment
+# Enroliment
1% Bxchange B

& Exchange-
JAlinca-

Assign name to the new template

Next, change the purpose on

Properties of New Template X
Subject Name Server Issuance Requirements
Superseded Templates Extensions Security

Compatibilty General Request Handling  Cryptography = Key Attestation
Template display name:
‘Documem Encryption| |

Template name:

‘ Document Encryption
Validity period: Renewal period:
yeas v [ 6weeks -
[ Publish certificate in Active Directory
[ Do not automatically reenroll f a duplicate cerfficate exists in Active
Directory

the Request Handling tab to Encryption.

Here, you can also allow the private key to be exported if certificates for
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document encryption are needed on several computers to decrypt docu-

ments.
Q ertificate Templates Console P
roperties of New Template X
File Action View Help
~ Subject Name Server Issuance Requirements
QQ‘E‘D_’HEE Superseded Templ Extensions Securty
3 Certificate Templates (WS2012-[| Template Disy Compatibiity General RequestHanding Cryptography = Key Altestation
T -
& Admrmstra T E = »
@‘ Arbeitsstat|
@ Authentifi2 Delete revoked or expired certificates (do not archive)
15 Basis-EFS Include symmetric algorithms allowed by the subject
& Benutzer [ Archive subject's encryption private key

15 CEP-Versch
b Codesignal

& Computer /
1%l Dokument|

& Domanend

[4] Allow private key to be exported
& Doménend
] EFS-Wiede Renew with the same key (
(E Enroliment For automatic renewal of smart card cedificates, use the existing key f a

’.E Enrollment new key cannot be created (

=l Exchange § Do the following when the subject is enrolled and when the private key
1@ Exchange-|  associated with this cetificate is used:

& IPSec (®) Enroll subject without requiring any user input
& IPsec (OFfli )
() Promgt the user during enroliment
1] Kerberos-A ) )
@ 0 Prompt the user during enrollment and require user input when the
Key Recovd private key is used

1] Nur Benutd
& Nur Excha Control is disabled due to compatibility settings

& OCSP-Anty

& RAS- und | oK Aoply Help

Change the purpose of the certificate template to "Encryption."

As with the .inf file shown above, the key length should be at least 2048
bits; the corresponding setting is found on the Cryptography tab.

Configure the necessary settings on the Extensions tab. Here, we edit the
Application Policies and remove all existing entries. Instead, we add Docu-

ment Encryption.
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Subject Name Server lssuance Requrements
Compatbity General Request Handing Cyptography  Key Attestation |
' Superseded Templates Exensions Securty | tions.
L E
| Tomodfy an extension, select &, and then click Edt An apphcation polcy defines how a certificate can be rnﬁmhvlas(vmboc.wmm -
| | umed. More Actions »
} Exensions incuded in e
[ rovkcaton Potes Appication poloes: —— -
| Basic Constraints Add Application Policy X
+ | ]cetticate Template information
|| lissuance Poicies An appication polcy (caled enhanced key usage in Windows 2000)
- Key Usage defines how a certficate can be used Select the appication pokcy fequred
for vaid sgnatures of certficates issued by this tempiate
|
[H] Epplication polices.
| Ede | Attestation Idertty Key Cetficate -
\ BeLocker Deta Recovery Agent
| BeLocker Drive Encryption
|| Description of Applcation Polcies: : Add... £t Remove Cenficate Request Agent
I |Encypting Fle System Chent Authentication
|Clent k;’i“:uam Llfie b i g?‘fl.haoe
I Digtal Rights
Drectory Service Emai Repication
Dsalowed Lst
| | Document Encryption
' | -3 Cancel Document Sgung v
t New
P Signing e
ox S Posly Heb | ot Authentication, Server Authentication ’ ===

Document encryption is added to the application policies

By default, the new certificate is used to encrypt the CERT_KEY_ENCI-
PHERMENT _KEY_ USAGE certificates in the .inf file, which is sufficient for
the task described here. If you want to add CERT_DATA_ ENCIPHER-
MENT_KEY_USAGE, then edit the Key Usage entry and select the Allow

encryption of user data option in the next dialog box.
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Subject Name Server Issuance Requirements
Compatibiity General Request Handiing Cryptography = Key Attestation
Superseded Templates Extensions Secuy  hded Purposes Actions
To modify an extension. select it. and then click Edit
Edit Key Usage Extension X
Eiensions included in this template Specify the required signature and security options for a key usage
|| Application Policies extension

Basic Constraints
|Certficate Template Information
Issuance Policies

Jit)l Key Usage

Qe

origin {nonrepudiation)

signing

RL signing
Edit. Encryption
Ojfllow key exchange wthout key ion ey agreement)
Description of Key Usage:

(®) Allow key exchange only with key encryption (key encipherment)
Ngw k::t:::\geonly with key encryption ] Alow en R ilser T

Make this extension critical

|P Signing
oK Py Hep nt Authentication, Server Authentication

Enable encryption of user data when using keys

Finally, use the Security tab to make sure all users who request a certificate

based on this template have the Read and Register permissions.

5.3.2 Requesting a certificate

Now you can request your certificate using certmgr.msc. If you can't find
your new template in the list or it has a status of Unavailable in the ex-

tended view, then try this troubleshooting tip.

In the details, enter the subject name in the format specified in the tem-

plate. Under Private key => Key options, make sure it is exportable, if re-
quired.
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5
Fle Acion View Help
-2 Djlaz A
2 Certicates - Cument User
”
3 Centicate Enollment

Trusted Root Certfication Authortie & ¢Tovcste Enoliment
Enterpise Trust
e Cestification Authortie

ve Directory Uses Object

ed Publshers Vou can request the folowing types of certficates. Select the cetfcates you want o request, and then
Untrusted Cetfcstes ik Envol
Party Root Certification Autho
Truted People B i T STATUS: Aveibie Do v A
Client Acthentication ssuers
Local NonRemovable Certficates [ICode Sgning U STATUS: Avaibie Detsits v
Smant Card Tusted Roats

Request Centificates

DiDocument Encryption ) STATUS: Avsisble Detais »
The following options describe the uses and vaidity period that spply o thistype of cenficate
Key usage Data encipherment

Key encipherment
Application policies: Document Encryption
Validity period (days): 365

[T Show all templates /1

Personsl store contain: no certificates

Request a certificate based on the new template

Certéicate Properties

Genersl Subect Extensions PrivateKey  Cestfcaton Authorty  Sgratre

The subject of & centficate is the user o computer to which the certic
can entes information about the types of subject name and sltemative
can be used n & centficate

Subject of cetificate

The user or computer that s recening the certficate

Subject name:
Iype
Common nsme

Yolue:

Anernstive name:

CNs windowspro Joca/Edtons

After you click Enroll, the new certificate should appear in the store of the

Current User.
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5.4 Encrypt event logs and files with PowerShell
and GPO

A feature introduced with Windows 10 and Server 2016 is Protected Event
Logging, which encrypts sensitive data in the event log. It uses the open
standard Cryptographic Message Syntax (CMS), which PowerShell sup-
ports with several cmdlets. You can also use them to encrypt or decrypt

files.

You may wonder why you should encrypt Windows log files. This feature
was triggered by the introduction of scriptblock logging in PowerShell 5,
which stores all entered commands in the event log. These commands
may also include credentials, which should not be visible to unauthorized

persons.
5.4.1 Activation via group policies

Basically, Protected Event Logging is a system-wide feature that can be
used by all applications and Windows services. If you activate it under Win-

dows 10, PowerShell is currently the only user of this encryption.

To enable secure event logging, Microsoft provides a setting in Group Pol-
icy. It is called Enable Protected Event Logging and can be found under
Computer Configuration => Policies => Administrative Templates => Win-

dows Components => Event Logging.
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File Action View Help
hade ANl A
System
v (] Windows Components

ActiveX Installer Service
Add features to Windows 10
App Package Deployment
App Privacy
App runtime
Application Compatibility
AutoPlay Policies
Biometrics
BitLockes Drive Encryption
Camera
Cloud Content
Connect
Credential User Interface
Data Collection and Preview Builds
Delivery Optimization
Desktop Gadgets
Desktop Window Manager
Device and Driver Compatibility
Device Registration
Digital Locker
Edge Ul
Event Forwarding
Event Log Service

_ Event Logging
Event Viewer
File Explorer
File History
Find My Device
Handwriting
HomeGroup
Intemet Explorer
Intemet Information Services
Location and Sensors
Maintenance Scheduler
Maps
MDM
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D

[ Enable Protected Event Logging

State Comment
Enabled No

&= Enable Protected Event Logging

[E] Enable Protected Event Logging

(O Mot Configured ~ Comment:

@ Enabled
O Disabled

Supported on: [ 4t jeast Windows Server 2016, Windows 10

Options:

[ T T T IO CeTTIC e T DOt OrE |
remote share) -
- The path to a directory containing a certificate
or certificates (can be local, or a remote share)
- The subject name of a certificate that can be
found in the Local Machine certificate store (usually
deployed by PKI infrastructure)

The resulting certificate must have 'Document
Encryption’ as an enhanced key usage
(1.3.6.1.4.1.311.80.1), as well as either Data
Encipherrpent or Key Encipherment key usages
enabled.

-----BEGIN CERTIFICATE-~--- ~
MIIF72CCBNegAwIBAgITLGAAA JLyCGMXOFi
ADBYMRUWEWYKCZImiZPyL GABGRYFbGSYY
Pt H S B HAVIWOANFy A WSk et
< > .

< >

Help:

This policy setting lets you configure Protected Event Logging

If you enable this policy setting, components that support itw
use the certificate you supply to encrypt potentially sensitive
event log data before writing it to the event log. Data will be
encrypted using the Cryptographic Message Syntax (CMS)
standard and the public key you provide. You can use the
Unprotect-CmsMessage PowerShell cmdlet to decrypt these
encrypted messages, provided that you have access to the
private key corresponding to the public key that they were
encrypted with.

If you disable or do not configure this policy setting,
components will not encrypt event log messages before writir
them to the event log.

o | (o=

The encryption of PowerShell entries in the event log can be enabled via group policies

To successfully activate this setting, a certificate specifically issued for doc-

ument encryption is required. Its public key is used to encode the log en-

tries. The GPO editor accepts several ways to link the policy to the certifi-

cate.

You can store it on a file share and specify its path. If the certificate is avail-

able in the store of the local computer, the user's fingerprint will also suf-

fice. A simple method is to export the certificate in Base64 encoded form,

the contents of which can simply be copied into the text field.

5.4.2 Decrypting logs with PowerShell

Once the GPO is in effect, you can no longer read the event log history of

the PowerShell commands entered on those machines. However, the
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Event Viewer lacks the necessary functions to decode the logs using the

private key.

(@ Event Viewer
File Action View Help
= x5l Hm

1 OfflineFiles ~ Number of events: 508

] OneBackup

| OneX Level Date and Time Source EventlD TaskCategory A
| OOBE-Machine-DUI Ovm:ose 10/22/2019 6:58:12 PM PowerShell (Mi... 4104 Execute a Rem...
7 OtpCredentialProvider 0 Verbose 10/22/2019 6:58:12 PM PowerShell (Mi... 4104 Execute 3 Rem..
1 PackageStateRoaming 0 Verbose 10/22/2019 6:58:01 PM PowerShell (Mi... 4104 Execute a Rem..
| ParentaiControls 0 Verbose 10/22/2019 6:58:01 PM PowerShell (Mi... 4104 Execute 3 Rem.
1 Partition 0 Verbose 10/22/2019 6:57:58 PM PowerShell (Mi... 4104 Execute a Rem..
4 PerceptionRuntime 0 verbose 10/22/2019 &:57:58 PM PowerShell (Mi... 4104 Execute 3 Rem.
| PerceptionSensorDataService © Verbose 10/22/2019 6:55:07 PM PowerShell (Mi... 4104 Execute a Rem...
| PersistentMemory-Nvdimm O verbose 10/22/2019 6:55:07 PM PowerShell (Mi... 4104 ErecuteaRem.. v
7 PersistentMemory-ScmBus Event 4104, 2 Wind x
1 Policy-based QoS

v 171 Powershell General | Details
] Admin e
ol Creating Scriptblock text (1 of 1):

iRt PR | i e BEGIN CMS~-——-

" onfigure QcDolIBOTCCACOCAQ, A

1 PrimaryNetworkicon q S g
1 PrintBRM \i JURDL i ACSMAOGCSqGSIb3DQEBB2A
1 PrintService HI/Y7cSCqmmCCCTduwifBiHiazTnORmPL+ JpT IRKATdiqqPe0RO7FwveYceySunEFVZSH/NXIS

1 o IN7ezMzF QiC9xjqfoILHuF gBybRT 1

| PriResources-Deployment 98y A Piepy

'WISQ! 0DL XwiML e
9 Program-Compatibility-Assistant ¥ e es "mc""“ﬁ"m"w,?s". ot
o Y st s

d g P @ yH=Mh T2vy \QcBMBOGCWCGSAFIAWQBKgQQj0FuTgye

1 Proximity-Common dqdAQp qij yGVtA==
21 PushNotifications-Platform || |- END CMS-----

1 Rdms-Ul

|ScriptBlock ID: 8aa8c2c1-8ebd-42dd-84b1-eb88442017F8

1 ReadyBoost Rk

1 ReadyBoostDriver
7 ReFs
“| RemoteApp and Desktop Connect
| RemoteAssistance

1 RemoteDesktopServices-RdpCore’ Log Name: Microsoft-Windows-PowerShell/Operational
S aksasmsaasing [ | oo icrosoft-Wind Loggeg: 65212PM

The Event Viewer only presents the encrypted entries, it cannot decode them

Therefore, you must make these log entries readable with PowerShell. The
Unprotect-CmsMessage cmdlet, the opposite of Protect-CmsMessage, de-

crypts them.

For example, if you want to decipher the latest entry in the PowerShell log,
you could retrieve it via Get-WinEvent and pipe it to Unprotect-CmsMes-
sage:

Smsg = Get-WinEvent °
Microsoft-Windows-PowerShell/Operational
-ComputerName myPC -MaxEvents 2 -Credential domain\user

"Last log entry as clear text:"
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Smsg[l] | select -ExpandProperty Message |

Unprotect-CmsMessage

# $Smsg[0] is always "prompt"

B Windows PowesShell ISE

File Edit View Jools Debug Add-ons Help
wd o » m = & L)
Untitled3.ps1* X

1 S$msg = Get-WinEvent Microsoft-windows-Powershell/Operational °
-ComputerName ws2019-vM1-L1 -MaxEvents 2 -Credential windowspro\root

2

3

4 "Last log entry as clear text: n"

5 $msg[1l] select -ExpandProperty Message Unprotect-CmsMessage
6 # $msg[0] is always "prompt"

PS C:\Windows\system32> $msg = Get-WinEvent Microsoft-windows-PowersShell/Operational ~
-ComputerName ws2019-vMl-L1 -MaxEvents 2 -Credential windowspro\root

"Last log entry as clear text: n"

$msg[1] | select -ExpandProperty Message | Unprotect-CmsMessage
# Smsal0] is always "promnt"

Last log entry as clear text:

Unprotect-CmsMessage -Path .\process.enc

Decrypting PowerShell logs with Unprotect-CmsMessage

A complete script for this purpose can be found on Emin Atac's blog

(bit.ly/2DM85GX)

The problem with script block logging is that longer command sequences
are split across multiple log entries. Therefore, in this case you would have
to aggregate the individual sections and then pass them to Unprotect-

CmsMessage.
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5.4.3 Encrypting files

Protect-CmsMessage can also be used to encrypt any file. If their contents

are binary, then you should convert to a Base64 representation first.

Usage scenarios here may also include protecting sensitive data in scripts
or password files against unauthorized access. However, this technology
is certainly not intended as an alternative to an encrypting file system or

even a Bitlocker.

Because PowerShell uses the cryptographic message syntax standard, you
can decrypt encoded files using other tools on different platforms, such as
OpenSSL on Linux (bit.ly/2E2116Y). Therefore, this PowerShell feature is
also suitable for exchanging confidential data between different operating

systems.

The process is relatively simple. Protect-CmsMessage expects the input file
via the Path parameter. Alternatively, you can provide the contents to be
encrypted via the Content parameter or via a pipeline. The target file is

specified via OutFile; otherwise, the output is stdout.
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7] Windows PawerShell
4 Microsoft Corporation. Alle Rechte vorbehalten.

"Hello World" | Protect-CmsM e -To F22 E61FAC2FFFICC

AC2FFFICC

¢ Microsoft.PowerShell.Security\Certificate: :CurrentUser\My

ject

E61F4C2FFFICC ommergut

Simple application of Protect-CmsMessage and Unprotect-CmsMessage

Other required information includes the certificate you want to use. The
parameter To, which accepts the fingerprint, subject name, or path to a

certificate, serves this purpose.

Conversely, Unprotect-CmsMessage only needs the content for decryp-
tion (via Content or Path); passing it via a pipe is also possible. The To pa-

rameter can be omitted if the certificate is in the local store.

5.4.4 Problems with the character set

Watch out for the character encoding of files. Otherwise, you will be sur-
prised by a distorted result after decryption. This is the case, for example,

with the following procedure:
Get-Process > process.txt

Protect-CmsMessage -Path process.txt -out process.enc

-To 61F4C2FFF9CC...

Unprotect-CmsMessage —-Path process.enc
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EX ddministrator: Windows PowerShell o *

PS C:\Users\root> Unprotect-CmsMessage -\process.enc
B

Handles NPM(K) PM(K)

ationFrameHost

13 6408

Incorrect character encoding destroys content during encryption and decryption

To avoid such unwanted effects, save the output using:

Get-Process | Out-File -FilePath process.txt
-Encoding utf8

If you prefer the first variant with redirection to a file, then you must con-
vert the content to the correct character set when itis read for encryption:

Get-Content -Raw -Encoding UTF8 process.txt |

Protect-CmsMessage -To "CN=Max White" -out .\process.enc

¥ admenistrator: Windows PaverShes -

root> Get | out-File \ s5.tx utfs
root> Pr - 3 259CBE61F4C2FFF9CC .\process.txt process.enc
s\root> Unprot e

ApplicationFrameHost
conhost
conhost

2
2
2
-]
1
2
=
2
1
2
2
1
-]

fontdrvhost
Correct decoding of encrypted data when using UTF-8
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With this variant, you can take advantage of the appropriate features of

Get-Content.
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5.5 Audit PowerShell keys in the registry

The Windows registry contains numerous security-critical settings an at-
tacker can manipulate to override important protection mechanisms. For
example, an attacker can abuse it to bypass group policies. Auditing the

registry helps identify such undesirable activities.

If you want to protect PowerShell against misuse and record all commands
executed from the command line in a log file, a hacker probably wants to
disable this function to leave no traces. To do this, he could set the value

of EnableTranscripting to 0. This key is under:

HKLM\SOFTWARE\Policies\Microsoft\Windows\Pow-

erShell\Transcription

To find out about such manipulations, you should monitor the relevant
keys in the registry. In our example, these would be those set by Group
Policy Objects (GPOs) for PowerShell. As with auditing the file system,

three measures are required:

e Enable registry monitoring via GPO
e Configure the system access control list (SACL) for the resource in
guestion

e Analyze the event log
5.5.1 Activate registry auditing

The first step is to create a GPO and link it to the organizational unit (OU)
whose machines you wish to monitor for changes to the PowerShell keys

in the registry.
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Next, open the new policy in the GPO editor and navigate to Computer
Configuration => Policies => Windows Settings => Security Settings => Ad-
vanced Audit Policy Configuration => Audit Policies => Object Access. (Mi-

crosoft has deprecated the settings under Security Settings => Local Poli-

cies => Audit Policy since Windows 7.)

File Action View Help
o nm= HmE

| AuditRegistry [WS2012-DC.WINDOWSPRO.LOCAL] Policy
v & Computer Configuration
v (11 Policies
Software Settings
v [ Windows Settings
Name Resolution Policy
Scripts (Startup/Shutdown)
s Deployed Printers
v i Security Settings
3 Account Policies
v @ Local Policies
3 AuditPolicy «@mm== outdated
J User Rights Assignment
J Security Options
dl Eventlog
& Restricted Groups
& System Services
4 Registry
2 File System
i/ Wired Network (IEEE 802.3) Policies
Windows Defender Firewall with Advanced Security
Network List Manager Policies
il Wireless Network (IEEE 802.11) Policies
Public Key Policies
Software Restriction Policies
Application Control Policies
&, 1P Security Policies on Active Directory (WINDOWSPRO.LOCAL
v [ Advanced Audit Policy Configuration
v 1% Audit Policies
3 Account Logon
3 Account Management
3 Detailed Tracking
3 DS Access
3 Logon/Logoff
75 Object Access
3 Policy Change
3 Privilege Use
3 System
33 Global Object Access Auditing
ol Policy-based QoS

Administrative Templates: Policy definitions (ADMX files) retrieved fro v

< >

A || Subcategory

Audit Application Generated

Audit Certification Services

Audit Detailed File Share

Audit File Share

Audit File System

Audit Filtering Platform Connection

Audit Filtering Platform Packet Drop

Audit Handle Manipulation

Audit Kernel Object

Audit Other en,eyé Events
B Audit Registry

Audif
Audit Registry Properties
Audif o o s

Audit Poicy Explan

Audt Registry

4

7] Configure the following audt everts
[ Success
[ Esiure

Activate auditing for registration via GPO

Audit Events
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Success

There you activate the Audit Registry setting, where you see two options:
Success and Failure. Deciding whether you want to record failed, success-
ful, or both accesses depends on the type and importance of the resource.
However, you should find a balance between the relevance of the rec-

orded events and the amount of data generated.
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In our example, we limit ourselves only to Success to find out when the
value of a key actually changed. Executing this command on the target

computers activates the group policy:
gpupdate /force

And now you can customize the SACL for the registry key.

5.5.2 Setting permissions for registry keys

To do this, navigate in regedit.exe to the described position in the registry
hive and execute the Permissions command from the PowerShell key con-
text menu. In the subsequent dialog, click on Advanced and open the Au-

diting tab in the next dialog.

Computer\ HKEY_LOCAL_ MACHINE\SOF TWARE\Policies\Microsoft\\

Coptography e —
:mp e REG_SZ (vahue not set)
pmm REG_DWORD 000000001 (1
! REG_SZ RemoteSigned
SystemCertificates = 9
Secuty
Group oraer names
ERALL APPLICATION PACKAGES
B 81604716-3511738428-1654 Advanced Securty Settings for PowerShel o
Ouwner \vksrm Change
Remove Permissions. Auditing  Effective Access
LCATIO Dery .
For additionalinformation, double-lick an audit entry. To modiy an audt entry, select the entry and click £t (¢ svalabl)
Ful Cortrol [u]
Fasd o Auditing entres
Speclpemasins Type  Princpal Access Inherted from Apphes to
Famﬁmlymax,m(eﬂmv\ >
chck Advanced e

o] [ | |

Add
Disable inheritance

[ Regiace all child object auditing entries with inheitable auditing entresfrom this object

o] | s

Editing the SACL for registry keys under PowerShell
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Here you add a new entry. First, choose a security principle for tracking,

such as Everyone. In the next step, define which activities to record. For

our purpose, we select Query Value, Set Value, and Delete to record that

a value for this key has changed.

Auditing Entry for PowerShell

Principal:  Everyone Select 3 principa
Type: Success v

Applies to: | This key and subkeys v

Advanced permissions

[ Full Control [ Create Link

MQuery Value Delete

Set Value [[] Write DAC
—

[] Create Subkey [] Write Owner

[ Enumerate Subkeys Read Cantrol

[] Notify

[ Only apply these auditing settings to objects and/or containers within this container

Select the type of accesses to record in the audit log

Clear all

Cancel

Again, you should keep in mind that monitoring full access may generate

too much data, especially if you configure the SACL further up in the reg-

istry tree.

5.5.3 Configuring SACL via GPO

When changing the SACL of this key in the registry of many computers, it

makes sense to use a GPO. You can configure the necessary setting under

Computer Configuration => Policies => Windows Settings => Security Set-

tings => Registry.
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There you open the context menu of the container or right-click in the
right panel. Then execute the Add Key command. In the following dialog,
navigate through the registry until you reach the desired key. If this key
does not exist on the local machine, you may also type the path into the

input field.

File Action View Help
o 2m = Hree

| AuditRegistry [WS2012-DC.WINDOWSPRO.LOCAL] Policy

Object Name
v 8 Computer Configuration

i " MACHINE\SOFTWARE\Policies\Microsoft\Windows\PowerShell\ Transcription
v olicies

Software Settings
v ] Windows Settings

Name Resolution Policy Select Registry Key X

Scripts (Startup/Shutdown)
e Deployed Printers Begstry

v f Security Settings : gg,:cw_Assss_ROOT ~
33 Account olcies + [0
3 #- BCDO000000O
3 Local Policies $ ;E" OSPONGTS
@ Eventlog

# &3 DRIVERS

4 Restricted Groups ¥ % HARDWARE

@ System Services o %° SAM
4 Registry # 7 Schema
4 File System % SECURITY
4 Wired Network (IEEE 802.3) Policies &7 SOFTWARE
Windows Defender Firewall with Advanced Security # g7 Casses
Network List Manager Policies tHR Clarts ¥
i Wireless Network (IEEE 802.11) Policies Selected key
Public Key Policies |MACHINE
Software Restriction Policies
Application Control Policies Cancel

&, 1P Security Policies on Active Directory (WINDOWSPRO.LOCAL)
Advanced Audit Policy Configuration
ol Policy-based QoS
Templates: Policy def (ADMX files) retrieved from 1

Preferences

v & User Configuration
Policies
Preferences

You can also change the SACL of a registry key via a GPO

After selecting a key, the same security dialog opens as described above
for regedit.exe. Therefore, the following procedure is the same as for con-

figuring the SACL in the registry editor.
5.5.4 Evaluating the event log

Finally, you should monitor the entries in the event log to discover suspi-

cious activities. Find these in the Security protocol with the IDs 4656, 4657,
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4660, and 4663. As we are only interested in changes in this specific case,

the Event IDs 4657 and 4660 are sufficient. ID 4660 represents deletion.

You can retrieve these logs with PowerShell as follows:

Get-EventLog -LogName Security -Source "*auditing*" -
InstancelId 4657,4660

4657 ,4660

4657,4660 | f1

19 1:54:07 PM
19 1:54:07 PM

wdit

y value was modified.

Output audit logs for registration via PowerShell

If you prefer a GUI, you can create a user-defined view in the Event Viewer.
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& Event Viewer
File Action View Help
= | znw HEE

{2 Event Viewer (Local)
v [ Custom Views
> | ServerRoles
W Administrative Events
T Audit registry
> [ai Windows Logs
> L) Applications and Services Lol
-4 Subscriptions

Audit registry

Number of events: 58

| Custom View Properties X

Logged: ‘ Any time e
Event level: [ Critical [ Warning [ Verbose
O Em\l] Information
@ Bylog Event logs, IS::urity -
O Bysource  Eyent Sﬂumi(msnﬂ Windows security auditing. ‘v

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

[<All Event IDs> |
Task @ IRegistry

Keywords: I

User: |<AII Users> |

Computer(s): [<Al| Computers> |

Set up a custom view in the Event Viewer to filter out audit logs for registration

As a filter, select Security under Event logs, Microsoft Windows security

auditing for By source, and Registry for the Task category. Alternatively,

you can of course also filter the view using the event IDs.
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6 Improve PowerShell code

6.1 Avoiding errors using strict mode

Like other dynamic programming languages, PowerShell gives the user a
lot of freedom. This simplifies the fast development of short scripts, but it
also encourages sloppy programming style and all the problems resulting

from it. Strict mode eliminates some typical PowerShell pitfalls.

Strict mode is not a security feature in the narrower sense, although it can
be used to avoid bugs that could lead to data loss in the worst case. Its
primary purpose is to prevent errors in code that is syntactically correct
but leads to unwanted results. Their causes are often very difficult to track

down.
6.1.1 Versions of the strict mode

Perl has known such a mechanism for a long time, and in VBScript you can
use Option Explicit to force variables to be declared before they are used
for the first time. However, this mechanism doesn't overly limit developers
and require them for example to declare data types.

While in Perl you can enable strict mode separately for variables, subs and
references, PowerShell only expects a version number or the value Off.

You pass the version number to the Set-StrictMode cmdlet.
6.1.2 Strict Mode 1.0

The version 1.0 prevents the use of undeclared variables:
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Set-StrictMode -Version 1.0

if( $a -gt 5 ){
Out-Host '$a is greater than 5'
}

s PowerShell ISE

View Tool Debug Add-ons Help
H [N B = B o .
Untitled1.ps1* X
1 set-strictMode -version 1.0
2 -if( $a -gt 5 ){
3 t})utfHost '$a is greater than 5'

| 4
‘ 5
|
|

PS C:\Users\FLee> Set-StrictMode -Version 1.0
if( $a -gt 5 ){
out-Host '$a is greater than 5'

The variable "$a’ cannot be retrieved because it has not been set.
i char:5
a -gt 5 ){

joryInfo : Invalido ation: ring) [], RuntimeException
l11fiedErrorid : varie define

PS C:\Users\FLee>

Strict Mode 1.0 prevents the use of undeclared variables.

Since Sa is used in the if expression without a value being assigned to it,

PowerShell shows an error message at this point.
6.1.3 Strict Mode 2.0

Version 2.0 additionally checks whether non-existing properties of an ob-
ject are referenced. This can happen due to a typo or because you are

dealing with a mix of objects where some do not have certain properties.
An example would be if you want to display all files that exceed a certain

size:
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Get-ChildItem | Where Length -gt 1GB

When Strict Mode Version 2.0 is activated, this command would issue an
error message for all directories because they do not have a Length prop-

erty.

Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\FLee> Set-StrictMode 2.0
PS C:\Users\FLee>
PS C:\Users\FLee> Get-ChildItem | Where Length

Strict Mode 2.0 prevents the use of non-existent object properties.

This is also where the ambivalent nature of this mode becomes apparent,
because it triggers alarms even in harmless cases. Without Strict Mode the

directories would simply not be displayed.

Rather than avoiding strict mode 2, you would have to program more de-
fensively in this example. You could filter out the directories using the
PSisContainer property:

gci |

? {$_.PSIsContainer -eq $false -and $ .length -gt 1GB}
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Strict mode 2.0 also helps to avoid wrong function calls. The different syn-
tax for executing methods and functions is one of the most popular pitfalls
in PowerShell, especially for those users who often deal with other pro-

gramming languages.
The command
myfunc (1, 2, 3)

interprets the arguments as one array instead of three different parame-

ters.

6.1.4 Strict Mode 3.0

Finally, there is version 3.0 of Strict Mode, but it is not documented. You

will get it automatically when you invoke
Set-StrictMode -Version Latest

in PowerShell 3.0 or a higher version. But you can also specify the "3.0"

explicitly here.

In addition to the criteria of the other two versions, it also checks whether
elements of an array are retrieved with an invalid index. This can happen

relatively easily if you iterate over the elements of an array in a loop:

# At least PowerShell 3.0
Sarray = (1,2,3)
# No error, output of $null
Set-StrictMode -Version 2.0
for ($i= 0; $i -le 3; S$i++){
Sarray[$1]
}
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# Error IndexOutOfRangeException
Set-StrictMode -Version 3.0
for ($i= 0; $i -le 3; S$i++){
Sarray[$i]
}

The terminating condition for the loop is
$i -le 3

and this would also reference Sarray[3]. With only 3 elements, the highest
index is 2. Hence, Strict Mode 3.0 also acts as a bounds checker. Without

it, PowerShell would output the value Snull here.
6.1.5 Scope of the strict mode

Finally, it should be noted that the definition of strict mode only applies to

the respective scope and all its included scopes.
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Untitiedps1* X

function myfunc{

Set-StrictMode -version 3.0
sarray = (1,2,3)

for($i = 0; $i -le 3; $i++){
$array[$i]
}

WONOUVIHWN

PS C:\Users\FLee>
PS C:\Users\FLee> function myfunc{

Set-StrictMode -version 3.0
$array = (1,2,3)

for($i = 0; $i -le 3; $i++){
Sarray[$i]
}

}

PS C:\Users\FLee> $a -1t 5
True

PS c:\Users\FLee> myfunc

: OperationStopped: (:) [], IndexoutofRangeException
: System.IndexoutofRangeException

The strict mode defined in the function does not apply to calls on the command line.

If you set strict mode to version 3.0 in a function, for example, the default
setting remains on the console, i.e. switched off. Conversely, entering
Set-StrictMode -Version 3.0

on the command line will result in PowerShell checking all scripts started

from there to see whether the array index is out of bounds.
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6.2 Checking code with ScriptAnalyzer

The open source project PSScriptAnalyzer is developing a code checker
that compares script code to predefined rules. They are based on the best
practices for PowerShell. It can even automatically correct certain devia-

tions.

The first versions of the code checker could be integrated into Pow-
erShell_ISE as an add-on called Script Browser. However, this no longer
works in PowerShell 5.x and the plug-in has been removed from the PS
Gallery. Instead, the Analyzer is now available through the PowerShell ex-

tension of Visual Studio Code and as a stand-alone module.
6.2.1 Installation via package management

If you develop PowerShell scripts not in VSCode, but in the ISE, as most
admins will probably do, then you can start the code checker from the
command line. To do so you have to install the module from the PSGallery

first:

Install-Module -Name PSScriptAnalyzer
As the command

Get-Command -Module PSScriptAnalyzer

shows, the module provides three cmdlets:
e Get-ScriptAnalyzerRule
e Invoke-ScriptAnalyzer

e |nvoke-Formatter
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6.2.2 Displaying the rules

The first of these cmdlets is used to display the available rules against
which the code of scripts is compared. If you call it without parameters, it
will show all of the currently 55 standard rules including their descriptions.
A useful parameter is Severity, which can use the Error and Warning values

to limit the list to serious or less serious problems:
Get-ScriptAnalyzerRule -Severity Error

This command would only show rules where a violation would be classified
as a bug. You need an overview of the rules set if you want to consider

only certain recommendations or exclude others during the review.

\Users\root.WINDOWSPRO> Get-ScriptAnalyzerRule

Severity Description SourceName

PsAlignAssignmentStatement Warning Line up assignment statements such that the assignment PS
operator are aligned.

PsavoidusingCmdletAliases Warning An alias is an alternate name or nickname for a cmdlet or
for a command element, such as a function, script, file, or
executable file. An implicit alias is also the omission of
the 'Get-' prefix for commands with this prefix. But when
writing scripts that will potentially need to be maintained
over time, either by the original author or another Windows
Powershell scripter, please consider using full cmdlet name
instead of alias. Aliases can introduce these problems,
readability, understandability and availability.

PSAvoidAssignmentToAutomaticVariabl Warning This automatic variables is built into PowersShell and

e readonly.

PSAvoidDefaultvalueSwitchParameter Warning Switch parameter should not default to true.

PSAvoidDefaultValueForMandatoryPara Warning Mandatory parameter should not be initialized with a

eter default value in the param block because this value will be
ignored.. To fix a violation of this rule, please avoid
initializing a value for the mandatory parameter in the
param block.

PSAvoidusingEmptyCatchBlock Warning Empty catch blocks are considered poor design decisions
because if an error occurs in the try block, this error is
simply swallowed and not acted upon. While this does not
inherently lead to bad things. It can and this should be
avoided if possible. To fix a violation of this rule, using
Write-Error or throw statements in catch blocks.

PSAvoidGlobalAliases Warning Checks that global aliases are not used. Global aliases are
strongly discouraged as they overwrite desired aliases with
name conflicts.

PSAvoidGlobalFunctions Warning Checks that global functions and aliases are not used.
Global functions are strongly discouraged as they can cause
errors across different systems.

PSAvoidGlobalvars Warning Checks that global variables are not used. Global variables
are strongly discouraged as they can cause errors across

View the default rules for ScriptAnalyzer using Get-ScriptAnalyzerRule.

Several rules have been added to the latest versions:
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e AvoidAssignmentToAutomaticVariable: This is to prevent develop-
ers from assigning values to automatic variables such as S .

e PossiblelncorrectUsageOfRedirectionOperator: This is mainly in-
tended for developers who often use other programming lan-
guages, where a > or < serve as a comparison operators for greater
or smaller. PowerShell uses -gt or -It instead. The characters > and
< are reserved for redirection.

e PossiblelncorrectUsageOfAssignmentOperator: Checks for the pos-
sibly wrong usage of the assignment operator. This could happen,
for example, if Basic developers validate an expression for equal-
ity.

e AvoidTrailingWhiteSpace: The rule warns of spaces at the end of a
line of code. They could become a problem if line breaks occur
within a statement.

6.2.3 Checking script code

The actual checking of code is done with the help of Invoke-ScriptAnalyzer.
In most cases, you pass the cmdlet the name of a script file that you want

to check:
Invoke-ScriptAnalyzer -Path .\MyPSScript.psl

The parameters IncludeRules and ExcludeRules can be used to explicitly
include or exclude certain rules. If you specify several rules here, then they
should be separated by a comma. Simple warnings could be suppressed,

for example, by assigning the value Error to the Severity parameter.
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\FLee\Downloads> Inv criptAnalyzer .\GetSetting.psl

ScriptName Line M

PsavoidusingCmdletAliases Warning GetSetting 7
.psl

PSAvoidUsingCmdletAliases Warning GetSetting 8
-psl
to maintain. Please consider changing alias to
full content.
PsAvoidUsingcmdletAliases Warning GetSetting 14 ' an of 'ForEach-Object'. Alias can
.psl P problems and make scripts ha
consider changing alias to

singCmdletAliases Warning GetSetting 32
.psl introduce p
to maint B
full content
psavoidusingCmdletAliases Warning GetSetting 32 " an alias of 'ForEach-Objec
.psl i le problems and m:
to maintain. Please consider changing alias to
its full content.
PSAvoidTrailingWhitespace Information GetSetting 35 Line has trailing whitespace
-psl

rs\FLee\Downloads>

In this example, ScriptAnalyzer warns about using an alias in a script.

A new option in version 1.17.1 is Fix, which can automatically correct cer-
tain deviations from the commonly used rules. This applies, for example,
to the use of aliases for cmdlets. In some cases, script authors have to edit
such corrections manually, for example when converting plain text to a

secure string.

If you only want to check a code fragment and not an entire script file, use
the ScriptDefinition parameter instead of Path and pass the code to it as a

value. In this case, the Fix switch is not available for obvious reasons.
6.2.4 Formatting scripts

Finally, Invoke-Formatter is the third cmdlet that comes with the module.
As the name suggests, script authors can use it to tidy up the formatting
of the code. There are several conventions to choose from, which can be

selected via the Settings parameter using auto-completion.
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B Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
0@ 3 & a9 > 58| e 8 Eoo @,
Untitled1.ps1® | Untitled2ps1* X
3 |
2 Invoke-Formatter -Settings CmdletDesign
3 Invoke-Formatter -Settings CodeFormatting
4 Invoke-Formatter -Settings CodeFormattingAllman
5 Invoke-Formatter -Settings CodeFormattingOTBS
6 Invoke-Formatter -Settings CodeFormattingStroustrup
7 Invoke-Formatter -Settings DSC
8 Invoke-Formatter -Settings PsGallery
9 Invoke-Formatter -Settings ScriptFunctions
10 Invoke-Formatter -Settings Scriptingstyle
11 Invoke-Formatter -Settings ScriptSecurity

Formatting options of Invoke-Formatter

It only accepts PowerShell code via the ScriptDefinition parameter, so you
may have to read the content of a script file via Get-Content-Raw before

you pass it to the formatter.

A detailed documentation of the module can be found on Github
(bit.ly/2rSLdil).
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7 More security with
ScriptRunner

7.1 PowerShell management solution

In many organizations only a few selected experts use the capabilities of
PowerShell. The reasons for this are:

e PowerShell know-how is not widely available

e No central management of PowerShell scripts

e No secure credential management

e Delegation fails due to security and authorization reasons
ScriptRunner transforms PowerShell into a solution that benefits your en-
tire organization by making it much easier to develop, manage and dele-
gate scripts. As such, it takes care of the necessary security aspects.
Thereby PowerShell can also be used as a tool for the administration of

heterogeneous systems.
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7.2 Five steps to safe automation and delegation
7.2.1 Central storage of all PowerShell scripts

When centralizing the scripts, it is important to store them in a well-struc-

tured way so that they can be easily retrieved later.

They can be separated by target systems such as Exchange, Office 365 or
Azure, or by target groups such as helpdesk or end users. Incidentally, the
folder names automatically represent tags, which allow you to easily filter

scripts.

@ scriptRunner'

Scripts | Cmdlets

E

foading

OB Q

o

ScriptRunner provides a central repository for all PowerShell scripts in the company.

Besides scripts, PowerShell modules are also subject to central administra-
tion. Therefore, you must, for example install modules for Office 365, Az-
ure or VMware only once and after that, they will be available for all fur-

ther activities.

Centralization is also an important step towards standardization, because

it ensures that the most current version of a specific script is always used

146



Five steps to safe automation and delegation

for all tasks. An automatic synchronization of the scripts with code man-

agement systems such as GitHub or TFS is also possible.
7.2.2 Secure credential management

Securely managing usernames and passwords for script execution is one
of the biggest challenges. ScriptRunner allows you to store this infor-
mation centrally and securely. For this purpose, the Windows credential
store is available on the ScriptRunner server, and password servers from

CyberArk, Pleasant and Thycotic are also supported.

This allows you to manage all credentials in a central repository, which
makes administration much easier, especially when using multiple

ScriptRunner instances.
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PASSWORD SERVER IT NETWORK

For credentials management, ScriptRunner integrates password servers from multiple ven-
dors
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7.2.3 Convenient web-based user interface

All components such as scripts, credentials and schedules are managed via
the AdminApp. The DelegateApp or Self-ServiceApp are available for exe-
cuting the scripts manually. Plausibility checks, dynamic selection lists, and
preconfigured default values reliably prevent users from making incorrect

entries.

This makes it very easy and safe for helpdesk staff and end users to per-
form recurring tasks with the help of scripts. PowerShell knowledge and

experience with the console are not required.

The input masks are automatically generated dynamically from the synop-
sis and parameter block of the respective PowerShell scripts. The time-
consuming programming and maintenance of user interfaces is therefore

not necessary.

@ ScriptRunner

N <

Favorites  All  ActiveDirectory Aws Azure Teams +-

Set-Out-of-Office Show Out-of- createADuser W [l Create New Azure Wt [l Detect Teams Get-ADUSer *
settings - EMEA Office Settings and Exchange W™ with NO Owner Properties
EMEA mailbox

Manage Azure Send Teams set-aApuserstatus W [l Webinar_New- Webinar_New-
VMs Message MSTTeam (all MSTTeam -Pre-
(General) parameters) defined settings.

PowerShell scripts can be deployed to users through a self-service portal.
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7.2.4 Executing and monitoring all PowerShell scripts centrally

By processing scripts centrally, ScriptRunner provides a complete audit
trail of all PowerShell activities. Three execution options are available:

e Manually by a user using the ScriptRunner DelegateApp

e Scheduled for regular tasks

e Event-controlled by third-party systems
With the help of the ScriptRunner dashboard, you will always have an
overview of your entire PowerShell landscape. Information about pro-
cessing times, possible errors or unreachable backend systems can be eas-

ily retrieved.

In addition, detailed log files, Windows event log entries and Windows per-

formance counters are available for analysis.

@ ScriptRunner

< Dashboard
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The ScriptRunner dashboard provides an overview of all scripts and its associated resources.
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7.2.5 Secure delegation to helpdesk and end users

With the points mentioned above, the prerequisites are now basically in
place to implement recurring tasks with PowerShell safely and easily. Del-
egating these tasks to employees in areas outside of IT administration,
however, poses an additional challenge. How do we ensure that these em-
ployees do not need administrative permissions in the respective backend
systems, such as Active Directory, Exchange, VMware or Office 365, for

execution?

ScriptRunner executes scripts with the help of the central service accounts
or service principals. The users are granted access to the desired actions
via the delegation in ScriptRunner and therefore do not need any elevated
privileges. Helpdesk staff or end users remain standard users of the do-

main and can still perform delegated tasks without security concerns.

@ ScriptRunner

Delegation

+NEW e (7]

—— o =4

With ScriptRunner, administrative tasks can be securely delegated to standard users.
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7.3 Additional information

Would you like to learn more about ScriptRunner? Then visit our homep-

age at www.scriptrunner.com

On our PowerShell poster, you will find all important commands and

cmdlets at a glance. Get your free copy at www.scriptrunner.com/poster

Windows PowerShell @ scriptRunner

www.scriptrunner.com -

The PowerShell poster contains all of the commands and important cmdlets.

You can read more about PowerShell related security topics on our blog:

https://www.scriptrunner.com/en/blog/security-powershell-scripting/

Password servers can also provide additional security. More about their
use in the TechSnips video: http://y2u.be/6gfubJAs-RA
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