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Bill Walter, MCSE, PMP

ABOUT BILL WALTER

Bill Walter is a partner in Gross Mendelsohn's Technology
Solutions Group. He helps businesses of all types and sizes
document and remediate security systems. With 23 years of
experience, Bill's passion is helping businesses better use
technology to operate more efficiently.
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What's Happening Today

——= Ransomware & Malware
IE TOP 2022 - Social Engineering & Phishing
: CYBER - Crypto Mining

. THREATS . Office Workflow Changes
= __ [ | Cloud Software Applications
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Sophistication of Today's Hacker

TEXTING @® ® EMAIL

PHONE CALLS
(VISHING)

SOCIAL MEDIA ®
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RANSOMWARE DOWN TIME DWELL TIME COST
Average payment Average down Average attack Average cost to a
is $570,000 time is 21 days dwell time is 73 company is $1.85
days million
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What Can You Do?

Patch/upgrade
Endpoint protection
Data continuity

www.watchguard.com




What Can You Do?

Policy of least privilege
Review your remote access
Multi-factor authentication

www.watchguard.com
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What Can You Do?

Security awareness training
Empower your employees with the right tools
Password management

www.turnertech.com




Alex Rutkovitz Spigel

ABOUT ALEX RUTKOVITZ SPIGEL

With a strong background in IT risk assessments and customer
service, Alex oversees all Choice CyberSecurity® client projects
and company operations. Her technology expertise makes her
highly knowledgeable in regulatory compliance requirements,
network infrastructures, compliance policies, procedures, and
security awareness training.

Security and Compliance

Operational Efficiency

Audit Management

CO-FOUNDER & COO Chair of CompTIA Cybersecurity Executive Council
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Provides compliance and security services to meet the needs of our clients

Choice works with you to build a culture of compliance and security

CCS is your turnkey, all in one, on-demand, compliance and security partner

With a robust suite of products and services, you can put your compliance and security worries
at ease

Our one-of-a-kind process helps our clients meet and maintain compliance




Top Cyber Drivers
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Security & Complia

Security

+ The state ONOSINCRNE=I_. '
danger or threat "

Compliance

» The act of obeying an ord
or request ]




Federal
Compliance

Compliance &
Best Practices

Privacy Best
Laws Practices




Compliance We Can Verify

EU GDPR

Compliance Compliance Compliance Compliance Compliance Compliance

. : ISO 27001 NIST 800-53 NIST 800-171
usiness Associate Covered Entity 4 ¢ -
Compliance Compliance Compliance Compliance Compliance

NIST CSF NIST EXOSTAR PCI DSS

Compliance Compliance Compliance Compliance Compliance Compliance
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RISK ASSESSMENT COMPONENTS

NETWORK o
DISCOVERY

o COMPLIANCE
FRAMEWORK(S)

VULNERABILITY
SCANS

POLICY GAP
ANALYSIS

APPLICATIONS 4
DISCOVERY

e DATA FLOW
ANALYSIS




ISO 27001 Report on Compliance
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SENSITIVE FILES EXPOSURE RISK

D UsD
EI $ 363,646,979

BUSINESS APPS RISK

ﬁ UsD
$ 4,433,080

EVENT AUDIT

3833

Remediation Activities
Data breakdown by status

RISK

123,706

= 0% Encrypted = 100% Risk

Total Risk

Sensitive Data and Business Apps

Risk Reduction
Protected By Actifile Encryption

Residual Risk

-l

Devices Status
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== 38.71% Online == 51.29% Offline == 0% Not Updated

$368,080,059
$0 (0%)

$368,080,059 (100%)



The Stack Of Security Layers
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Next
Generation
Firewall
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Endpoint
Detection &
Response
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User

Awareness
Training
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Endpoint
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Policy &
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Change
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Management

Two Factor
Authentication
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Patch
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Email & Drive
Encryption

File & Data
Encryption

Secure
Backups &
Recovery
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Mobile Device
Management

Continuous
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BUILD A

CULTURE OF &
COMPLIANCE & Security & Workflow

S ECU R | TY Compliance

Culture
Technology

Compliance




End-To-End Solution

Continuous
Compliance

B o

Security Services

Risk
Assessments




Team of Experts

PASS THE BATON TO US

Subject Matter Project Client Success Compliance Security
Experts Manager Manager Analyst Analysts




Journey to Compliance

MONTHS 4-10+

e Remediation Plan & Execution
e Achieve Compliance & Audit
e Time Estimate: 6+ months

MONTHS 1-3 MONTHS 9-12

e Risk Assessment ° gn—gqiné] Mairlw.tenance
e Time Estimate: 2-3 months o Sustain Compliance




Things To Do Today
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Test Multi-Factor Risk

Backups e Authentication ° Assessment

Separating Password
Business & Management
Personal




Scan the QR code to schedule
your Cyber Security Risk

Assessment
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5 ACCOUNTING | TECHNOLOGY | WEALTH ADVISORY

@ wwalter@gma-cpa.com €) info@choicecybersecurity.com

@ nttps:/ /technology.gma-cpa.com/ @ www.choicecybersecurity.com

. (410) 685-5512 . (410) 205-4980

Q@ Gross Mendelsohn’s Technology Solutions Group @ 10065 Red Run Blvd, Suite 120,

Baltimore, MD | Fairfax, VA Owings Mills, MD 21117
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