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OVERVIEW 

To comply with Anti-Money Laundering (AML) regulations, financial institutions have been investing 
huge resources during the past two decades towards building a robust and comprehensive Know Your 
Customers (KYC) program. Today, a new online world emerges with virtually all organizations adopting 
active online identities. These online identities are just as real and impactful as their offline counterparts; 
yet traditional KYC programs tend to focus almost entirely on the physical entity over the digital one. 

Online identities are very different from physical identities 
and even still, vary greatly across customer bases. 
Traditional customers may have a minimal online profile, 
perhaps comprising nothing more than a website and an 
email domain. Other profiles are almost entirely online, 
with their offline identities consisting of only a minimal, 
tangible connection to the real world. E-merchants and 
online marketplaces represent good examples of these 
types of “online-only” entities.

Financial institutions need to comply with strict and 
increasingly high demands in response to their AML 
procedures - dealing with entities which have become 
ambiguous and complex in their digital presence.  
Regardless of the confusions with online identities, financial 
institutions who fail to comply with these procedures 
can be seriously fined by regulators.

Furthermore, their AML solution must be efficient as 
they are handling not only regulators’ demands but also 
those of clients. These clients are shopping around for 
speedy onboarding, which translates to minimal time 
to vet. Financial institutions may lose their competitive 
advantage due to lengthy, complicated screening processes.

This white paper details a brief history of AML as well as 
the present KYC situation in financial institutions, making 
the claim that current practices and resources are not 
sufficient for implementing KYC. 

It also shows how cyber intelligence can expedite the 
three main elements of KYC procedures as well as 
complement existing Financial Tech (FinTech) solutions. 
The paper will refer to the new solution as electronic Know 
Your Customer, also referred to in this paper as eKYC.

THE AML 
BLIND SPOT

Figure 1: The KYC Blind Spot



Figure 2:  A Brief history of AML and e-commerce
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A BRIEF HISTORY OF AML AND E-COMMERCE

Since the 1970s, AML laws have been evolving in parallel with the Internet. 



Money Laundering, as FinCEN defines it, is “any process by 
which illegally-gained proceeds are made to appear as legally 
obtained.” Early in adoption, U.S. AML regulations were weak 
and largely ineffective. Criminals, often drug dealers, could 
easily convert their dirty cash into clean dollar bills.  This 
changed in the 1970s, as national attention towards strict 
drug policy enforcement incited officials to form a regulatory 
enforcement organization and pass laws designed to combat 
laundering. Two major AML laws, which determined money 
laundering to be a federal crime, were passed - the Bank 
Secrecy Act (1970) and the Money Laundering Control 
Act (1986). 

The U.S. government changed its focus dramatically after 
9/11, shifting from illegal drugs to terrorism and counter-
financing of terrorist activities. Similar to drug dealers, 
terrorists benefit from laundering their money, in order 
to fund their operations covertly. As a result of the U.S. 
Patriot Act (2001), also known as the “International Money 
Laundering Abatement and Financial Anti-Terrorism Act”, 
financial institutions expanded their AML programs and 
stepped up their due diligence reports on foreign bank 
accounts.

The rest of the world followed suit: global financial institutions 
invested heavily in both human and IT solutions to avoid 
regulatory action. AML/KYC services became a major 
industry and continue to grow today. 

Regulators, however, do not always provide clear-cut 
requirements; instead they present the principle of 
“reasonability” – reasonable measures, reasonable suspicion, 
and so forth. It is therefore up to financial institutions to 
build their own policies and processes in a way that will 
prevent money launderers and terrorists from abusing their 
service and process. If a case is exposed and regulators 
believe that thorough preventative actions were not taken, 
regulatory actions will follow.

These actions have been increasingly harsh, as evidenced 
in the cases against British-based Standard-Chartered 
and HSBC, German Deutche Bank and Parisian BNP 
Paribas (BNP). The BNP case marked the first time a 
financial institution was convicted and sentenced for 
violations of U.S. economic sanctions. The judgement 
consisted of the “largest financial penalty ever imposed 
in a criminal case” at that time. 
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Figure 3: Biggest Money-Laundering Settlements with U.S. Authorities

WHY WERE ANTI-MONEY LAUNDERING LAWS LEGISLATED IN THE 
FIRST PLACE?
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TYPICAL KYC PROGRAM 
BLUEPRINT
To avoid large penalties and fines, financial institutions 
have implemented AML programs and have appointed 
officers designated to handle these claims. However, not 
all institutions are required to structure their programs 
the same way. 

To understand why there is no ‘one size fit all’ model, 
one must first understand a financial institution’s typical 
KYC blueprint.

KYC is the key element to implementing a risk-based 
AML program, and in many aspects, is the standard of 
any AML regime. 

As KYC is connected to all other AML program elements, 
such as Customer Due Diligence and Transaction 
Monitoring,  it is the first point of contact between a 
customer and the AML program.

KYC is designed to assess risk levels for specific customers; 
i.e. how much ongoing monitoring or due diligence 
needs to be done.

Financial institutions need to have a lot of the corporate 
customer’s information upfront including:

• background  

• directors and partners

• financial situation 

• shareholder information

• investment history 

• current and past employees

All this information requires valid, documented evidence that 
needs to be maintained in the KYC system. The collection 
of this data and the ability to provide this information 
is critical when opening a corporate account,otherwise 
banks simply cannot serve customers.

 This information varies greatly, dependent on the type 
of service, the type of customer, the anticipated levels 
of activities, etc.

No matter how a KYC program is customized, three 
key elements are inherent to assigning a risk score to 
a company:

1. Countries of Operation

2. Lines of Business  

3. Related Entities

We will commonly refer to these as ‘the three pillars 
of AML/KYC’ as they are crucial to the creation of a 
comprehensive corporate profile. Each pillar serves 
as a key element in computing the AML risk score for 
the corporate client in any financial institution’s AML 
program designed to meet regulatory standards and 
best practices. 

The following sections elaborate on the key challenges to 
the three pillars, imposed by the realities and presence 
of digital identities.  We will provide real life examples 
to further illustrate these challenges and suggest ways 
to mitigate risks.

KYC CHALLENGES
As illustrated on page 2 - Figure 2, the development of 
AML rules and regulations does not appear to connect 
directly to the  evolution of the internet, social profiles 
and e-commerce. It seems as if the AML world lives a 
parallel life to the e-commerce world, as we sit and wait 
for the two to intersect.

Worldwide, KYC programs are operating with little 
acknowledgment of the online world. The growth of 
the digital universe is so expansive that it has created 
seemingly infinite ways for people to hide and maintain 
anonymity. This is unfortunate for financial institutions, 
whose current KYC analysis is based on reported data 
and documents that mainly excludes digital identities.  

Current AML/KYC procedures are not  properly designed 
to run checks for extensive, related information available 
online: content, email addresses, phone numbers, URL 
references, content images, payment pages, personal 
and corporate names, etc. 
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Underneath all this unchecked data, it is easy for 
information on corporate accounts to remain undiscovered, 
intentionally or unintentionally. 

Only a dedicated cyber intelligence-based tool can scan 
an entire digital presence to uncover all relevant and 
connected information to achieve a complete KYC profile 
that includes our three pillars: countries of operations, 
lines of businesses and related entities. 

For the first pillar - countries of operations - an 
example:  a company presents documents proving that 
it is registered in the U.S, but has a foreign telephone 
prefix on its  ”Contact Us” webpage.  

To further complicate matters, it may be hosted on a 
domain in yet another country and could might include 
associations to even more countries.  

If only the U.S. was reported during onboarding, the 
other related countries remain completely unknown to 
the financial institution. 

An example for the second pillar - lines of businesses, 
a company reports that it indeed a shoe business, using 
a catalogue as tangible evidence.  

In reality, it could also be a financial advisor, a pharmaceutical 
importer or  virtually any another business on the internet. 

The bank or payment processor should consider whether 
its KYC program regularly reviews its customers’ websites 
and classifies their business according to its website 
content.  This practice of ongoing monitoring, taking 
into account the entire merchant ecosystem, is the third 
pillar of the KYC profile - related entities. 

Figure 4: KYC Pillars

PILLAR 1

COUNTRY OF OPERATION
Which countries do you service, 
are you connected to, and how?

PILLAR 2

LINES OF BUSINESSES 
What type of business or services 
do you have? What kinds of goods 
or services do you sell?

    

PILLAR 3

RELATED ENTITIES 
Who is your parent company? 
Subsidiaries? Branches? Board of 
Directors? What other companies 
and people are you connected to 
and how?  Who are your real (offline) 
and digital (online) associates?

KNOW YOUR CUSTOMER BLUEPRINT

Current KYC practices vary greatly in terms of data collected based on
 service given, type of customer, jurisdiction, etc. 

The shared connection of these practices are the three pillars of the KYC 
profile:
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Any complete AML program should include advanced 
analytic techniques to identify the related entities of 
a client. 

A seemingly low risk customer may pose a greater threat 
than expected, due to its network of related entities.

In today’s world, the only effective means to achieve 
that is via analysis of the digital fingerprints entities 
left behind: 

• What other sites are hosted on the same server 
or email server? 

• Are other websites sharing the same phone 
numbers and addresses? 

• Who are the companies behind these addresses? 

• Are there any individuals mentioned on the 
website that were not mentioned in the KYC 
questionnaire? 

•Are they related to other companies? 

While these tasks can seem daunting, the KYC process 
becomes miraculously fast and easy when it is automated 
using cyber intelligence technologies.   

Although these links are difficult to uncover, they seem 
very obvious once they are pointed out. 

This is exactly the reason it would be hard to explain, 
during an investigation or audit, why they were not looked 
at right from the start. What’s more, these links also 
create a self-feeding mechanism in which the identified 
associates create suspicion regarding new countries 
of operations and lines of businesses.  Ultimately, this 
creates a robust discovery and verification process. 

REAL-LIFE EXAMPLES OF KYC 
CHALLENGES
Below are a few examples that demonstrate the 
shortcomings of an ‘offline’ KYC regime in serving its 
cause in today’s heavily digitized world.

Figure 5: KYC challenges
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Some of the most important policy enforcement tools 
of the international community are financial sanctions. 
It is beyond the scope of this document to discuss the 
pros and cons of using financial sanctions to enforce an 
international policy. They are considered to be a preferred 
tool over military action. As such, compromising such 
sanctions can lead to dire consequences.

At EverCompliant, we looked into the case of Iran 
and the heavy restrictions on doing business with the 
country. And yet, the number of seemingly legitimate 
operations with strong and undefinable connections 
to restricted countries is staggering. 

We analyzed the strongest digital fingerprints only, 
which included links to 700 sites with clear connections 
to Iran, including Persian text on Contact Us pages. 

 These sites were selling merchandise to English-speaking 
websites and directed at North American clients. Not 
only did the e-merchants advertise items for sale in 
USD, they also claimed to accept major credit cards 
and other payment forms, easily fooling the average 
use or informed financial officer.

Take the case of bzbiran.com: Hosted on a server 
located in Quebec, Canada, and with a WHOIS 

registration strongly associated with Iran (company, 
address, phone, etc.). The website offers everything 

from high-resolution logos, to counterfeit and stolen goods 
through the sale of pharmaceuticals and nutraceuticals. 

To blur the KYC lines even more, prices are denominated 
in British Pounds and are for very high amounts (ie: 
£250,000 for a Windows OS). 

The questions are - what is really being sold, is the 
money being monitored, and are the transactions in 
compliance with Canada’s and Great Britain’s regulations? 

Ultimately, what did this mean to the financial 
organization that had authorized these corporate 
customers?  Even with the best of intentions and 
meticulous attention-to-detail, their KYC teams did 
not suspect a thing. Unknowingly, they played a part 
in infringing on international laws. The failure to catch 
these details may have led merchants to compromise 
sanctions, contribute indirectly to the flow of illegal 
funds across countries of operations and potentially 
engage in illegal global trade. 

Example 1

Countries of Operation: The Case of Enforcing Sanction 
Regimes



- 8 -

The payment industry has been using Merchant Category 
Codes (MCC) for years to effectively classifies the payments 
processing of merchants based on their type of business, 
and the type of services and goods they sell.  Knowing 
the MCC of clients is how the payments industry assigns 
the line of business to their customers. This is a basic 
KYC practice, as well as a business requirement for any 
merchant services provider.

In the brick-and-mortar world, it is difficult to separate 
the merchandise from the financial transaction. If drugs 
or weapons were sold in a physical store, it would not 
be easy to make the purchase in one store, but swipe 
the card in another store simultaneously.  In the world 
of online and mobile commerce, with Card Not Present 
(CNP) payment methods, such separation is extremely 
easy to do via Transaction Laundering. 

It is also much easier to promote the sales of illegal 
merchandise online, hidden under the legitimate and 
authorized e-merchants, whose lines of business may 
be shoes, toys or laundry detergent.

While not as hidden as an explosive grenade in someone’s 
pocket, weapons can be sold openly online, yet concealed 
behind layers upon layers of websites that seem unrelated 
to the legitimate and original MCC. Therefore, a solution 
is required that can sound the barks or alarms for credit 
card brands. 

At EverCompliant, we are constantly monitoring merchant 
portfolios of some of one of the largest worldwide brands. 
A recent analysis found that 13.2% of merchants in 
high-risk portfolios misreported the MCC code, meaning 
they conducted commercial activity that did not match 
their registered MCC. The true line of business can be 
different than what is reported to be formally. 

Furthermore, this analysis focused only on high-risk 
merchants. Typically, in Transaction Laundering cases, 
the motivation is to report a low-risk MCC rather than 
a high-risk one, to bypass the inevitable scrutiny that 
comes with a high-risk status.  Based on this analysis, it 
can be reasonably assumed that in assessing the entire 
portfolio of risk levels, the number of MCC mismatches 
would be much larger. 

Exposing violations in content and MCC mismatches is not 
just about brand protection;  it is also about identifying 
the types of website visitors, content and international 
channels to prevent scams and cyber crime. Identifying 
legitimate e-merchants is key for smooth business 
operations, with no fines or brand damage. 

13%
MCCs of U.S. e-merchants 

do not match their 
registered MCC

More than

Example 2

Lines of Business: MCC Mismatch
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At EverCompliant, we revealed an interesting story 
about a seemingly legitimate merchant who sold cell 
phones through a domain registered with a major 
credit card brand.  We discovered nearly 4,000 
connecting sites, of which only one was legally registered. 

 The other sites were in the nutraceutical and pharmaceutical 
industries, foreign exchange, and many more.

Checking registration emails, phone numbers 
and other common identifiers exposed hundreds 
of payment pages and other indicators proving 
the sites were all controlled by the same entity.

Out of 3,999 unregistered sites, 1,184 sites were 
active, including 791 payment pages. These sites all 
contained content violations among other violations.

Since no physical KYC check showed any connection to 
other sites, names or countries, the ‘cellphone guy’ used his 
‘phone’ sites to advertise content of illegal or controversial 
natures and sell his services through the various websites.  
Advanced cyber intelligence would have alerted the banks 
that this is a high-risk customer, and prompted initial 
investigations, avoiding fines, fees and brand damage. 

Mr. Cellphone’s e-Store Empire
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Example 3

Related Entities: High-Risk Customer Hides Network of 
Unreported Businesses Through One Reported Site
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Terrorists bought and sold counterfeit goods through 
money laundering schemes, using  the proceeds to fund 
weapons used in terrorist acts.

Paris - January 7, 2015: Terrorists named Said and 
Cherif Kouachi, attacked the Charlie Hebdo satirical 
magazine. Amedy Coulibaly, the gunman at the Hyper 
Cacher supermarket attack two days later, was close 
to the Kouachi brothers. Together, the three amassed 
an arsenal of weapons worth €25,000, which included 
rifles, rocket launchers, grenades and tear gas canisters. 

How did these terrorists pay for their 
weapons?

According to Next Inpact News and Euipo, a report 
published by the French Union of Manufacturers 
(UNIFAB) on Counterfeiting and Terrorism proves that 
“counterfeiting is now a preferred mode of financing 
of terrorist groups, which organize the production and 
distribution of fake products to power their operations”.

In the Kouachi case, Cherif Kouachi bought €8,000 of 
counterfeit items, mostly Nike shoes, that he procured 
from China via Western Union and sold them online 
in France. The articles also mention that the terrorists 
were involved in selling drugs online before they sold 
counterfeit goods.

This chain of funding shows a clear correlation between 
money laundering and terrorism, using legitimate 
marketplaces to conduct illegal activity (ie: counterfeiting)  
and using proceeds to launder money for higher level 
of illegal activity – mass terrorism. 

Detecting money laundering in these types of situations 
is particularly difficult, because this activity takes place 
behind the use of valid, legal payment systems. 

According to the FATF report, “Emerging Terrorist 
Financing Risks” : electronic, online and new payment 
methods are gaining popularity as their systems grow, 
making it easy to transfer funds globally. 

International transfers and operations through currency 
providers are on the rise. AML officials and institutions 
need to shift the focus of traditional cases of fraud, stolen 
credit cards and physical transfer of money to modern, 
new methods of fraud.

Resources and attention need to be allocated to raising 
awareness of this huge risk, as well as actual tools to 
prevent money laundering. Continuous monitoring of 
merchants and sub-merchants on marketplaces prevents 
not only online violations but also assists in the worldwide 
fight against money laundering, and criminal activity.

Only advanced cyber intelligence can uncover those  
hidden lines of businesses connected to weapons 
supporting terrorism.

Example 4
When Money Laundering Funds Terror
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RECOMMENDATIONS FOR 
MEETING KYC CHALLENGES

Given all the unknown risks that are hiding within the 
financial services customer portfolios, what can be done 
to prevent them? How can banks enhance their AML 
risk procedures and processes to account for the digital 
realms of their customers?

Recommendation #1: Use cyber intelligence 
techniques to expand KYC program from 
the offline/physical to the online/digital

Traditional KYC procedures will verify physical evidence 
but not be able to uncover the abundance of digital 
information available on a merchant’s key personnel, 
business and international activities. Using the most 
advanced cyber-intelligence techniques, AML professionals 
will access data they never realized existed and get a 
clear indication of the true identities and history of their 
customers.

The eKYC process should, not replace, but enhance the 
existing  KYC procedures and be integrated into existing 
systems processes. Banks should not write off years of 
investment in technology and processes, but enhance 
their practices to include the digital world.

Recommendation #2: Define the level of digital 
presence of customers, and weigh the eKYC 
vs. the KYC profiles according to that level

As financial institutions discover information about 
related personnel that may cause suspicion, they will 
be able to request enhanced due diligence or compare 
information to check whether they match lists to which 
they already have access. 

For example, the named office location of an e-merchant 
without a brick-and-mortar operation is much less 
important than its digital profile. At the same time, a 

small business with minimal online presence may not 
require maintenance of a full eKYC profile.

Figure 6: Why Current KYC is not enough
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Recommendation #3: Take the dynamic 
nature of the digital world into consideration; 
adjust periodic review procedures accordingly

It is much easier to change a hosting server than a 
physical office location and even easier to change 
an online profile. Automatic ongoing monitoring is 
the key to sustaining a successful eKYC program. 

Money laundering and/or terrorist funding often begins 
a long time after accounts have been approved; a well-
planned scheme with a long timeline.  AML professionals 
need periodic and accurate monitoring so that anomalous 
activity is detected and analyzed before it intensifies.

Recommendation #4: Build advanced eKYC 
layers on top of current foundations

AML teams are using software for Customer Identification 
Program CIP, ID validation, account opening workflows, 
data gathering forms, risk formulas and risk calculation. 
These basic methods paired eKYC layers will optimize KYC 
procedures and help speed up the opening of accounts 
as they vet each new customer.

Recommendation #5: Remember that mobile 
is a growing part of today’s digital world

Mobile is an important part of the digital realm of 
customers and designing a eKYC program.

Mobile facts and figures

In 2015, a Kount report 23 stated that: 82% of merchants 
support mobile channels for business, 17% plan on 
adopting mobile channels, 1% do not plan on its adoption. 
These numbers have shifted from 69%, 29%, and 11%, 
respectively, in 2014. 

Statista predicts that by 2018, 39% of all U.S. retail 
e-commerce is expected to be generated via m-commerce 
(mobile commerce). The same source estimates that 
m-commerce revenue in the U.S. is expected to rise to 
$204.6 billion, up from $56.67 billion in 2014. According 
to Business Intelligence, mobile payments are expected 
to make a leap to $808 billion by 2019.24
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GLOSSARY
BSA:   Bank Secrecy Act

CIP:    Customer Identification Program

FATF:   Financial Action Task Force

FCIU:   Financial Crime Investigative Unit

FinCEN:  Financial Crimes Enforcement Network 

FINTECH: Financial Technology

FIU:  Financial Intelligence Unit

AML:  Anti Money Laundering

KYC:  Know Your Customers

MCC:  Merchant Category Code/s

ABOUT EVERCOMPLIANT
EverCompliant is the pioneer and leading expert in cyber 
intelligence-based Transaction Laundering detection 
and prevention solutions. Leveraging its experience in 
Transaction Laundering, the company is able to offer 
its Electronic/Digital eKYC and Enhanced Due Diligence 
solution — a unique intelligence-based approach to 
help banks and other financial institutions complement 
their KYC programs to better cope with the realm of the 
digital world of today. 

KYC programs focus almost entirely on the physical, 
offline, aspect of their customers while ignoring the 
online aspect of their customers’ identities. 

EverCompliant illuminates this blind spot. Through 
paramount cyber intelligence and field-proven accuracy, 
EverCompliant complements the best of KYC FinTech 
software and human know-how. The company’s SaaS 
eKYC tool provides AML teams with an efficient means 
to comply with KYC procedures both during and beyond 
the onboarding stage. EverCompliant’s eKYC  solution 
provides a clearer indication of the true identities and 
history of customers. In addition, EverCompliant is 
contributing to worldwide efforts to combat money 
laundering and terrorism. For more information, contact  
us info@evercompliant.com or visit www.evercompliant.
com.


