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What is Misconduct?
Misconduct is broadly defined as any action of a financial institution or individual that leads to 
customer detriment, or has an adverse effect on market stability or effective competition.

Types of 
Market 

Misconduct 

Client Abuse

Conflicts of 
Interest

Market 
Abuse

Inappropriate 
Communication



Remote Working is Increasing Risk 

§ Handling Non-Public Information
§ Access to Client Data
§ Use of Unauthorized 

Communication Devices/Channels



Financial firms struggle to join the 
dots across multiple communication 
data types in order to gain a single-
pane-of-glass and detect employee 
misconduct.

Communication 
Surveillance

The Opportunity

More channels Multi-language 
support

NLP 
advancements

Market Drivers

of firms have started 
surveilling personal 

devices*

40%

79%
believe surveillance should 

be assessing culture in 
addition to market abuse*

*XLoD Survey Results. 2021 

Work from 
home

Tech Drivers

Greater 
supervision 
coverage

Integration 
with trade data
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Know Your Employees?
• Vendor solutions provide 

comprehensive view of the 
employee activities

• Benchmark employee risk 
score v/s peer group

• Enable senior 
management with 

• Spots risk areas to 
focus

• Early identification of 
patterns 

• Breaking down silos to 
gain a holistic 
employee view  

Trading 
Patterns

Sentiment 
Indicators 

Comms.
Patterns

Behavioral 
Indicators

Number of cancels, Number of corrects, Trades in sensitive time period, 
Trades with aggressive price, Order to Execution Ratio, Buy-Sell Ratio, 
Trading Volume, Stop limit orders, Amends to new order ratio

Average number of Calls made/Received to Participants, 
Number of Calls Made/Received, Duration of Calls, Non-
English Calls, Average number of Email Recipients, Number of 
Chat Participants, Non-English Chat Count, Average number 
of Email Recipients, Mean size of an Email, Average time 
spent on a chat

Aggression, Churning, Customer complaints, Frustration, No 
career development, Control issues,
Suspiciousness

Atypical work start vs team, Atypical remote access to corporate 
network , No vacation, Mid-career / passed over for promotion, 
Acute drop in subordinates, Frequent events of expense 
reimbursement, No salary progression 



QUESTIONS?


