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Climate, Disasters, & Disruption 
§ Lithium demand met with mining disdain. Rio Tinto, the world’s second largest mining 

enterprise, faces backlash in Serbia as it attempts to mine jadarite—a new mineral local to the 
Serbian Jadar River valley that would produce unprecedented volumes of lithium, critical to 
EV batteries and other modern tech (Bloomberg).

§ Chile's President-Elect supports a “national lithium company.” The left-wing candidate’s 
vision, meant to raise cash for public services and protect the environment, will squeeze 
private miners and influence global markets. In 2021, Chile produced nearly a third of the 
global lithium supply (S&P Global; Reuters).

§ Flooding complicates North American supply chains. The Port of Vancouver experienced 
increased ship backlogs (as high as 60) due to significant flooding that destabilized Canadian 
road and rail shipping (Fortune; Bloomberg).

§ Agri-security supply chains. Food security dashboards from Purdue University indicate that 
only four premier meat processing companies account for 85 percent of U.S. cattle, 
representing material concentration risk (Purdue Agriculture News).

Labor & Industry 
§ China creates rare earth giant. China will reportedly consolidate the rare earth mining efforts

of China Minmetals Corp., Aluminum Corp. of China, and Ganzhou Rare Earth Group Co. under
one mega-enterprise: China Rare Earth Group (Taiwan News).

§ Department of Energy’s public forum. To meet climate targets, the DoE projects the U.S. will
require increased HALEU (high-assay low-enriched uranium) fuel capacity to develop a new
fleet of advanced nuclear reactors. HALEU is enriched between five and 20 percent with
uranium-235; current reactor fuel is enriched up to only five percent (U.S. Department of
Energy).

§ USGS’s Critical Minerals List, revisited. In reevaluating its criticality criteria, the U.S.
Geological Survey (USGS) added nickel and zinc to its 2021 draft list of critical minerals
(Mining.com):

§ Nickel’s inclusion refers to the single-point-of-failure domestic nickel supply and high
demand anticipation from EV battery manufacturers.

§ Zinc’s inclusion is spurred by high import dependency—in 2020, imports represented
83 percent of domestic consumption.

https://www.bloomberg.com/news/articles/2021-12-18/even-a-mine-needed-to-fight-climate-change-isn-t-proving-popular
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/chile-s-mining-industry-unfazed-by-leftist-gabriel-boric-s-victory-68148415
https://www.reuters.com/article/chile-lithium/chile-election-favorite-talks-up-state-lithium-firm-slams-error-of-privatization-idUSKBN2IG50P
https://fortune.com/2021/12/01/port-of-vancouver-flooding-supply-chain-disruption-logistics/
https://www.bloomberg.com/news/newsletters/2021-12-07/supply-chain-latest-vancouver-port-emerges-from-flood-crisis-slowly
https://www.purdue.edu/newsroom/releases/2021/Q4/dashboard-shows-achilles-heel-of-food-supply-chain.html
https://www.taiwannews.com.tw/en/news/4366926
https://www.energy.gov/ne/articles/us-department-energy-seeks-input-creation-haleu-availability-program
https://www.mining.com/web/the-united-states-adds-nickel-zinc-to-critical-minerals-list/
https://www.exiger.com/
https://www.exiger.com/


 exiger.com 

§ With these additions, the U.S. now lists 50 designated critical minerals. The U.S. leads 
global exports of only two: titanium (excluding oxides, ores, and concentrates) and 
beryllium (excluding scrap metals and powders). 

§ Lawmakers, automakers pursue domestic supply chains. While many in the auto industry, 
including Volkswagen, project that the global chip shortage could last until mid-2022, U.S. and 
European officials are pursuing deals to boost domestic operations. The CHIPS For America 
Act, passed by the Senate in June, would provide nearly $52 billion in subsidies for domestic 
chipmakers, but the House has not yet appropriated the funds. Meanwhile, the European 
Commission announced its interest in pursuing the European CHIPS Act to incentivize 
European chipmakers (C|Net). 

§ GM secures magnet supply chain. General Motors has secured deals with German magnet 
company Vacuumschmelze (VAC) and California-based MP Materials to develop its EV supply 
chain. The deal with MP Materials boosts private sector procurement of domestically sourced 
rare earths (Tech Crunch). 

§ At least 13 new battery cell factories in U.S. online by 2025 (Electrek). 

§ China’s dominance of cobalt mining in Congo. A New York Times investigation chronicled 
China’s exploits in the central African country, where a Chinese government-backed entity 
has bought two of the country’s largest deposits of cobalt, which is used to boost EV battery 
performance (NY Times). Recently obtained documents tied to a data leak illuminate how 
Chinese companies came to dominate Congo’s mineral mining, and how its former president’s 
network benefited (Bloomberg). 

 
Risk & Innovative Mitigation 

§ Huawei linked to decade-old telecom hack, Xinjiang 
surveillance. A recent investigation has illuminated 
Huawei’s involvement in the 2012 hack on Australian 
telecoms systems, while uncovered PowerPoint 
presentations have revealed the company’s role in 
Orwellian surveillance: (Exiger Solutions for ICT Sector) 

• Malign software. The 2012 incident, involving a 
software update loaded with malicious code, 
confirmed Western fears that Huawei products were 
conduits for espionage. Data gathered provided 
attackers access to the contents of private chats as 
well as information that could be used to target 
specific persons or devices (Bloomberg). 

• Xinjiang surveillance. More than 100 Huawei 
PowerPoint presentations, many marked “confidential” 
and posted to a public-facing Huawei website before 
removal in late 2020, show Huawei pitching how its 
technologies can help authorities identify individuals 
by voice, monitor political individuals of interest, 

https://www.thestreet.com/investing/volkswagen-sees-chip-shortage-lasting-through-first-half2022
https://www.cnet.com/tech/computing/how-the-global-chip-shortage-is-boosting-us-manufacturing/
https://techcrunch.com/2021/12/09/gm-rare-earth-magnet-us-supply-chain/
https://electrek.co/2021/12/27/13-battery-gigafactories-coming-us-2025-ushering-new-era/
https://www.nytimes.com/2021/11/20/world/china-congo-cobalt.html
https://www.bloomberg.com/news/features/2021-11-28/africa-s-biggest-data-leak-reveals-china-money-role-in-kabila-s-congo-looting
https://resources.exiger.com/scrm-tprm-solutions-for-ict
https://www.bloomberg.com/news/articles/2021-12-16/chinese-spies-accused-of-using-huawei-in-secret-australian-telecom-hack
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manage ideological reeducation and 
labor schedules for prisoners, and help 
retailers track shoppers using facial 
recognition.     

For example, a product called the 
Huawei and Hewei Smart Prison 
Unified Platform, developed in 
conjunction with Shanghai Hewei 
Technology (another U.S.-blacklisted 
tech firm), is described as a 
“comprehensive prison surveillance 
system” that includes the capability to manage re-education and labor schedules 
(Washington Post). 

§ Log4J. A flaw in widely used internet software known as Log4j could enable devastating 
cyberattacks spanning economic sectors and international borders. U.S. officials said 
hundreds of millions of devices were at risk and issued an emergency directive on December 
17th for federal agencies to take immediate mitigation steps. Researchers and major 
technology companies warned that hackers linked to foreign governments and criminal 
ransomware groups were probing how to exploit the vulnerability within the targets’ 
computer systems (WSJ; Exiger on Cyber Vulnerability). 

§ Australian energy firm hit by ransomware attack suspects Chinese hackers. The November 
27th attack on CS Energy’s major electricity network was foiled at the last minute. Had it 
succeeded, the attack would have knocked out 3,500 megawatts of power from the system, 
affecting up to 3 million homes (The Australian). 

§ China's new data law obscures the true state of its economy. The new Chinese law, enacted 
on September 1st, subjects all data activity to state oversight. Upon ratification in Beijing, 
shipping and energy consumption data was restricted, with an immediate impact on foreign 
regulators, companies, and investors (WSJ). 

 

Threats & Regulatory Compliance 
§ Chinese economic coercion in action. Lithuanian forestry and furniture products have 

reportedly been held up at Chinese ports without any communication from Beijing—China’s 
reprisal for Lithuania allowing Taiwan to open a representative office in its capital, which 
Beijing deems disrespectful to Chinese sovereignty (Bloomberg; Reuters). 

§ Gazprom’s tech expansion. Russia’s Gazprom, through subsidiaries and affiliates, has taken 
majority ownership of VKontakte (VK), Russia's largest social media network at 100 million 
users (The Moscow Times). 

§ Human rights, democracy key drivers of regulatory action: 

§ Biden signs bill banning Xinjiang-sourced supply chains. The legislation includes a 
rebuttable presumption that all goods from Xinjiang—where Beijing has established 
detention and re-education camps for Uyghurs and other Muslim groups—are made with 
forced labor, with some goods designated as high priority for enforcement action such as 
cotton, tomatoes, and polysilicon used in solar panels (Reuters). 

https://www.bloomberg.com/news/articles/2021-12-16/chinese-spies-accused-of-using-huawei-in-secret-australian-telecom-hack
https://www.wsj.com/articles/what-is-the-log4j-vulnerability-11639446180?st=29bwh3zhxrwwfmq&reflink=desktopwebshare_permalink
https://resources.exiger.com/demo-insight-3pm-for-cyber-vulnerability
https://www.theaustralian.com.au/breaking-news/cs-energy-hit-by-chinese-cyberattack-that-almost-cost-3m-homes-power/news-story/a35d9903dbd87b39e48901055bc8fef3
https://www.wsj.com/articles/china-data-security-law-ships-ports-court-cases-universities-11638803230?st=18af1cr1rofp61e&reflink=desktopwebshare_permalink
https://www.bloomberg.com/news/articles/2021-12-03/lithuania-appeals-to-eu-as-china-feud-expands-to-trade-dispute?cmpid=BBD120621_TRADE&utm_medium=email&utm_source=newsletter&utm_term=211206&utm_campaign=trade
https://www.reuters.com/world/eu-may-involve-wto-resolve-china-lithuania-trade-row-commission-says-2021-12-17/
https://www.themoscowtimes.com/2021/12/03/gazprom-gains-control-of-russias-top-social-network-a75724
https://www.reuters.com/world/us/biden-signs-bill-clamp-down-products-chinas-xinjiang-2021-12-23/
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§ Human rights abuses meet asset freeze, designations. Treasury marked International 
Human Rights Day on December 10th by blocking assets of 15 individuals and 10 entities 
connected to global human rights abuse and repression, and adding Hong Kong-based AI 
firm SenseTime Group Ltd. to the Chinese Military-Industrial Complex (“CMIC”) List for 
enabling human rights abuses against Muslim Uyghurs in Xinjiang (U.S. Treasury). The U.S. 
also added eight Chinese tech entities to the CMIC List for supporting biometric 
surveillance and tracking ethnic and religious minorities (U.S. Treasury). The CMIC List 
prohibits trade in listed companies’ securities. 

§ Belarus sovereign debt, state entities targeted. On December 2nd, the U.S. announced 
asset freezes on 20 individuals and 12 entities for supporting Lukashenka-led Belarus’ 
migrant smuggling as well as its crackdown on human rights and democracy. Among the 
targeted entities are three exporters of potash, which Treasury identified as a significant 
source of revenue for the Lukashenka regime. The designations are accompanied by new 
restrictions on issuance of Belarussian sovereign debt (U.S. Treasury). 

 

Logistics 
§ Belarusian migrant crisis affects Russian supply chain. A lobbying group representing Mars, 

Pepsi, Danone, Nestle, Coca-Cola, Metro, and TetraPak urged the Russian government to 
intervene in the standoff at the Poland-Belarus border where hundreds of trucks await access; 
roughly 10 percent of Russian imports rely on the Poland-Belarus border (US News). 

§ First climate container terminal. The Port of Duisburg in Germany is the world’s largest inland 
port and will soon become Europe’s first carbon-neutral container terminal using hydrogen 
power (Port Technology). 
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